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Introduction 
 
Conventions 
 
Citations and specific names and phrases will be marked with italic style letters throughout this 
report. Additionally citations from books will be marked with following information (Author, year 
of publishing, page number). Book titles, publisher and other details about a book can be seen in 
References chapter. 
 
Technological expressions and code fragments, such as <addRequest/> will be marked both 
with italic and Courier font style. 
 
Characters  “- § -“ will be used for delimitation between the interviewees’ and the author’s 
statements in the conclusion chapter. 
 
Additional information will be added if needed as a footnote in the bottom of page.1  
 
The method 
 
This thesis is but a knowledge production process. The four main elements in knowledge 
production process are shown on the figure below: 
 

Problem Formulation 

/Questions 

 
Theory 

 
Empiricism / Data 

 
Conclusions / Answers

Interpretation

Analysis 

 

Figure: Knowledge production process; main elements and workflow, Source: Enderud (1986)

                                                 
1 Like this ☺ 
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Empiricism comes from Greek word empiria, and means experience, knowledge achieved by 
observation or experiment, not based on theory. 
 
Word data is plural from Latin word datum. It means fact or information used in deciding or 
discussing something. Data can be quantitative (quantity in numbers) or qualitative (sort/kind). In 
expression: 123 cars are parked there, 123 is quantitative data, while cars is qualitative. 
Quantitative data are given in some measurable units, while qualitative data is a category that needs 
to be described, eg cars are vehicles used for transport of people and goods. 
 
Theory is a set of reasoned ideas intended to explain facts or events. Theory is typically simplified 
picture of a part of reality with certain intern systematization. Theory is an assumption that builds 
upon limited information.  
 
Conclusion is an answer to the analysis we have gone through.  
 
Concepts met in empirical research must be defined. They should be made measurable, operational, 
if possible. Empirical concept that is made operational is called variable. Theoretical concepts are 
usually multidimensional e.g. a container has a mass and a volume we can measure and calculate. It 
also has its form, color, and material as qualitative dimensions. Problem formulation should help us 
decide what for a dimension should we take into consideration, and what others should be ignored. 
Some authors call it project delimitation.  
 
Every serious research method starts with a problem formulation. This thesis research has that 
ambition. 
 
Problem formulation 
 
Problem formulation is a sort of direction maker that will direct our investigation and influence 
method choices during our research project. We cannot direct our project well, if we don’t know 
what we shall investigate into. The more precise problem statement is, the more precise 
answer/conclusions will be produced. 
 
Ib Andersen, method theorist, says that problem statement should contain at least two things: 
 

1. The description of the problem we will describe, explore and maybe solve 
2. A number of research questions that will limit the project’s scope making the project better 

defined in terms of all the subjects, project terms, and variables that will be included in our 
research (Andersen, 2004) 

 
The same author states that list of stakeholders should be defined following problem formulation. 
That will typically be: 
 

• Researchers themselves 
• Educational institution 
• Mentors 
• People and organizations involved in the research (Andersen, 2004) 
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The list of the stakeholders will be included into this report. Apart for subjects directly involved in 
the project, the list can be extended with other unknown individuals and organizations who may be 
interested in the project and its outcome. 
 
Working with problem formulation is difficult because we need the knowledge about the subject we 
don’t have yet. We start to think about the problem but we never really stop thinking of it. During 
the research process new questions, which we couldn’t have foreseen in the beginning will typically 
arise. Danish poet and mathematician and architect Piet Hein said that the main feature of a creative 
process is that we cannot formulate the problem before we know the answer. Problem formulation 
will therefore only state in which direction shall we try to find the answer. It is normal that many 
adjustments and revisions will be applied at our initial problem formulation, within the framework 
of time and resources. There is a general tendency that description of problem formulation bets to 
broad. We would like to cover as much as possible being usually too ambitious. There is an eternal 
fight to keep the project within the scope limits so that it can be finished within predefined 
timeframe. In reality the problem formulation can be finally defined only after a last full stop has 
been sat to a report. Researchers can finally conclude the problem formulation with needed 
precision after having been gone through the whole process of understanding the problem they work 
with. 
  
Ib Andersen has come with some recommendations for researchers dealing with problem 
formulations. A good problem formulation should have following features: 
 

a) Well founded 
b) Logically follows the goal and limits of resources  
c) Formulated in simple and precise manner, where terms are clarified and defined 
d) Built logically, additional statements/questions are following the main one 
e) Clearly limited in a way that it is stated what is outside our scope, what areas are not 

covered 
f) If possible visualized in form of mind maps, flow-charts and/or diagrams (Andersen, 

2004) 
 
These recommendations will be taken into consideration in problem statement chapter. 
 
Motivation is very important for a project outcome. There are three known motivation types:  

• Practical motivation 
• Theoretical motivation 
• Methodological motivation  

 
Motivation is answering following two questions: 

1. Why do I think the project’s subject is a problem for me? 
2. Why is the problem interesting for me? 

 
The motivation will also be addressed in problem statement chapter, under personal motivation. 
 
Approaching the problem: Two basic methods 
 
Two basic methods will be used to approach the problem.  
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The first is methodical approach for research of the macro-level or theoretical view to the problem. 
Key concepts and latest theoretical developments will be explored, categorized, compared, and 
analyzed. The conclusions will list macro-level challenges and benefits.  
 
The second method takes the opposite way: it starts with micro-level, enterprise or business unit 
view, the view from the perspective of the organizations supposed to try out the theoretical models 
in praxis. The case study method will be applied for this part of research. Empirical data will be 
collected, explored, categorized, and compared. The analysis of categories will end up with micro-
level conclusions and proposals for practical, theoretical or methodical improvements. The 
challenges will be outlined, and the benefits drawn in form of cross-case conclusions.  

 

Theoretical background

Single 
organization

 

The problem 

Figure: The two approaches to the problem 
 

 
As shown on the figure above, this project will use both methods to approach the problem, since 
both of them, together, should give the most complete picture to the stakeholders. 
 
The main goal of this project is to find challenges and benefits at both macro and micro-level. 
Conclusions will sum up all the obstacles, challenges, proposals for practical and theoretical 
developments and eventually benefits for stakeholders.  
 
The theoretical knowledge about the subject is acquired by reading literature, attending relevant 
courses, by following current theoretical research development, and from other information sources, 
such as reports, papers, the internet and other available sources of information.  
 
Empirical information will be collected by taking part of relevant forums and conferences, 
researching the available data and by corresponding with appropriate individuals via e-mail or by 
conducting interviews. The appropriate individuals will be leading Danish IT professionals. 
 
Identity management is a contemporary phenomenon that has to be applied to the real-life context. 
Therefore use case study method is chosen for empirical research part. 
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Case study research 
 
Case study research is one of many ways of conducting science research, and it was chosen because 
it seemed most relevant way of gaining practical experience. Case study enables acquiring 
knowledge by interviewing, observation, and by other practical means of collecting concrete case 
data. Other research methods include experiments, surveys, histories, etc.   
 
The interviews will be made as qualitative semi-structured interviews. Without a doubt, the most 
utilized data collection method in qualitative research studies is the interview. (Rogers and Bouey, 
1996, p. 52) 
 
A qualitative interview is a research tool and a good interviewer must prepare questions in 
advance, and later analyze and report results. The interviewer guides the questions and focuses the 
study. Good interview skills require practice and reflection. Finally, beyond the acquisition of 
interview skills, interviewing is a philosophy of learning. The interviewer becomes a student and 
then tries to get people to describe their experiences in their own terms. The results are imposed 
obligations on both sides. The qualitative researcher’s philosophy determines what is important, 
what is ethical, and the completeness and accuracy of the results (Rubin & Rubin, 1995, p.2).  
 
There are number of authors that classify qualitative interviews further into three interview types: 
structured, unstructured, and semi-structured interviews. The all of them will be semi-structured. 
The researcher will prepare interview guidelines consisting of a set of questions. The guides will 
allow the researcher to keep track of the interview while investigating areas of interest deeper in 
detail. 
 
Robert Yin states that case study research is preferred strategy when ‘how’ and ‘why’ questions are 
being posed, when the investigator has little control over events, and when focus is on a 
contemporary phenomenon within some real-life context. Such explanatory case also can be 
complemented by two other types – exploratory and descriptive case studies. (Yin, 2003, p. 1) 
 
The majority of the questions in the problem formulation chapter are ‘how’ and ‘why’ questions. It 
is true that we have very little control over the events and that our focus is a contemporary 
phenomenon within some real-life context. Thus our case studies might be defined as auditing 
process clearing out the theoretical confusion, and may be regarded as explanatory case studies. 
 
Current trends in our area of research will be reviewed, in order to develop sharper and more 
insightful questions about the topic. 
 
What is then a case study? Yin defines case study as an empirical inquiry that investigates a 
contemporary phenomenon within its real-life context, especially when the boundaries between 
phenomenon and context are not clearly evident. It is a way of investigating an empirical topic by 
following a set of pre-specified procedures. (Yin, 2003, p.23) 
 
The procedure will be comprised of the following phases: 
 

• Designing Case studies 
• Conducting case studies: Preparing for data collection 
• Conducting case studies: Collecting the evidence 
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• Analyzing case study evidence 
• Reporting case studies 

 
For carrying out our research strategy, a plan, or research design is needed. A research design starts 
from initial research questions. It is a logical plan for getting from here to there, and there is some 
set of conclusions. It is a plan that guides the investigator in the process of collecting, analyzing, 
and interpreting observations. (Yin, 2003, p.37) 
 
Multiple-case designs are likely to be stronger than single-case designs. At least three cases will be 
investigated in our study 
 
Yin recommend following phases in case study method: 
 

• Define and design 
o Select cases 
o Design data collection protocol 

• Prepare, collect and analyze 
o Conduct case studies 
o Write individual case report 

• Analyze and conclude 
o Draw cross case conclusions 
o Modify theory 
o Develop policy implications 
o Write individual case reports (Yin, 2003, p.46) 

 
These recommendations will be considered. 
 
Out of Yin’s six sources of evidence three will be used: documentation, archival records, and 
interviews. Other sources such as direct observations, participant-observation and physical artifact 
collection are less relevant in our case. 
 
According to Yin, data analysis consists of examining, categorizing, tabulating, testing or 
otherwise recombining both quantitative and qualitative evidence to address the initial propositions 
of a study. (Yin, 2003, p.76) 
 
General analytic strategy will be created; what to analyze and why will be defined.  
 
Systematic methodological approach will lead to some kind of evidence previously not known to 
other researchers. The researcher’s ultimate goal is to generate new knowledge about the topic, 
drawing conclusions that will be of help to technical personnel, system architects, business 
executives and other stakeholders.  
 
Problem statement 
 
Why is current development of Digital IM system an obstacle for development of e-business today?  
Is IM only question of identification and authorization in electronic networks?  
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An employee needs to access partner company’s resources. Valuable resources require protection 
from unauthorized use; customers want tailor-made services, first time they visit a portal. This can 
be achieved only if companies know the user, its features and preferences. Customers, both 
individuals and organizations need many services, from many vendors. Today they all suffer having 
to present new credentials, again and again, every time they want a new service. Some users have to 
remember dozens usernames/passwords if not hundreds of them. Typical user would prefer single 
password for single-sign-on, so that she can move from site to site, dealing with different 
organizations but still wanting to be recognized as soon as she knock on the virtual door.  
 
What is the research problem?  
 
The main research problem is how to find the optimal model that will solve Digital Identity 
management and the data interchange for electronic business in new network economy. The 
problem lies in unknown path of how to make choices for interoperable DI, and how to find the 
optimal strategy to implement chosen model. The research will commence with exploring the area 
of general Digital Identity Management, continue with analyzing platform for interoperable 
management and exchange of DIs, including implementation challenges, and end with listing the 
benefits of having such a platform implemented. 
 
Why is that a problem? 
 
Imagine the cloak system of a bigger city where each building block has a container for waste 
waters instead of sewerage system. Without drain-pipes connecting the containers, every now and 
then a container would fill up, and for emptying a pump-trucks would be needed. They would pump 
out the content from a container, and spill it out at some depot outside the town. This would be very 
complex system of containers and trucks, difficult to control and manage. Some of the containers 
would certainly get overfilled, causing flooding and bad smell. With the growth of the city, the 
system would get even more unreliable. Therefore the majority of today’s cities have outspread 
sewerage system, which connects the depots, automating the spill of waste waters. 
 
The similar problem modern business has with today’s DI management: Identity data in containers, 
filling up quickly; the system unable to exchange data with other systems; difficult to maintain and 
automate the spill of data. To enable development of electronic business, more reliable system for 
DI management is required.  
 
For whom is that a problem? 
 
DI management inability to fulfil requirements for collaboration is really choking business, 
especially E-Business development at the moment. IT personnel would like to see common standard 
for the data security while storing and exchanging the data. Both businessmen and IT people are 
looking forward to see solution for their DI management and interoperability problems. System 
administrators must manage user identities. Administration gets difficult once the organization gets 
big, having many separate IM systems. IM administrators want a single system that would enable 
easy creation, maintenance and removal of DIs. 
 
The stakeholders for this project are: 
 

• The researcher himself 

  - 12 - 



• Educational institutions, particularly ITU and CBS  
• The researcher’s mentor Dr. John Gøtze, the associate professor at the Department of 

Informatics at Copenhagen Business School and at the IT-University of Copenhagen 
• People and organizations involved in the research  
• Other interested parties, particularly ITST2 

 
Personal motivation 
 
Practical motivation: Upon completion of my studies, the researcher is planning to open a web-
shop. We have learned that a fundamental for success with e-commerce is good customer relation 
management, and unhindered interconnection with suppliers. If we want to have good customer 
relations, we have to build and maintain the repository of our customers’ identity data building ever 
stronger ties with our customers, offering them tailor-made products and services. We will also be 
obliged to strengthen the ties with our suppliers, allowing them to access directly internal, perhaps 
sensitive data. Both of these issues are impossible to solve without well-functioning DI 
management and exchange. 
  
Theoretical motivation: there are number of theories, approaches, technologies, standards, and 
strategies related to issue of DI management and DI infrastructure implementation process. Many 
people, organizations and stakeholders in Denmark will be affected by implementation of the 
Reference model. Together with my colleague I have collected opinions about the subject. My goal 
is to make an investigation in the elements actual and relevant just now, to compare them, find pros 
and cons, and to make my observations analyzing theories and collected empirical data.   
 
Identity and its digital representation 
 
Business trends today push organizations toward strengthening of cooperation and linking of 
business processes between them. Many companies and governments are tending to expand their 
activities by integrating online services and systems, and letting external users access internal data. 
Individual users want comfortable Web experience, and minimal effort in getting tailor-made 
products and services. Inability of today’s IT systems to match these trends is choking present 
development of business. Strengthening of cooperation and linking of business processes is putting 
pressure on IT systems and belonging infrastructure, requiring that Digital Identity data is created in 
unified fashion, and safely exchanged between organizations.  
 
Digital Identity Management (IM) is a fundamental part of integrated company systems and online 
services. It defines who has access to what in some cases, and identifies customers and users of the 
services in other cases. IM architecture of today has to evolve from predominantly silo to common, 
interoperable architecture, based on open standards. This kind of architecture is a fundament for 
Federated IM, where identities are safely exchanged.  
 
This project will try to look at Digital Identity Management, technology and architecture in relation 
to business goals and strategies. The main concepts of Digital Identity Management will be 
addressed i.a. concepts like Federated Identity, Single Sign-On (SSO), and Open Standards. The 
report will present a study of business and technical implications of Federating Identity, where 

                                                 
2 ITST – IT og Tele Styrelsen (Part of the Danish Ministry of Science, Technology and Innovation) 
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Identity management is the central issue. An analysis of the practical as well as architectural aspects 
of Federated Identity will be covered.  
 
An analysis of open standards for interoperability will be covered, especially those advised by 
Danish National IT and Telecom Agency and their Reference Model for Identity. The report will 
focus on standards from the Model such as Role-Based Access Control (RBAC), Security Assertion 
Markup Language (SAML), Lightweight Directory Access Protocol (LDAP) and Public certificates 
for electronic services – OCES3 Digital Signature, but also will discuss alternatives. Finally privacy 
issues will be considered.  
 
The fundamental objective of any enterprise IT system must be full support to business flexibility 
and agility in ever-changing business environment. The ultimate goal of this project is to perceive 
the challenges of the IM evolution path, and to show how Identity Management supports connection 
between the systems and the processes, providing users with better web experience.   
Method: The project will list general theoretical issues, comparing different views on these issues, 
and presenting own reasoning.  
 
The obstacles in relation to acceptance of Reference Model for Identity will be analyzed. The 
analysis will be based on empirical research including feedback from involved organizations, 
interviews with individuals from selected organizations, conferences, and forums. 
 
 
What is identity? 
 
The human experience of IDENTITY has two elements: a sense of belonging and a sense of being 
separate. 

Salvador Minuchin, 1974 
 
Simply said, your identity is who or what you are, your attributes. Your name is so and so, born 
there, eyes color, height, weight, profession, occupation, etc. Very often you are asked to prove 
your identity. Identity may be proven in a number of ways e.g. fingerprint, signature, or simply by 
showing your ID card. Looking at an individual isolated from the rest of the society, identity is 
something one IS, something one DO, something one KNOW, and something one HAVE.  
 
Two aspects of Identity 
 
Identity has its social aspect too; your identity is also something that others, your family, friends, 
acquaintances, and most of all authorities, have on you. Data collected on you by surrounding 
society is forming your reputation. What is reputation? 
 
When we meet someone for the first time we often exchange some identity data. We may also learn 
about the person from other side. Things others hear about us create some of our reputation. Some 
people think that it is more important what other people-especially authorities-say about us, than 
who we really are, or what we ourselves think we are. Other authors even equalize identity with 
reputation. Who we are is most often a combination of facts about us and our reputation. 
 
                                                 
3 Public certificates for electronic services: in Danish Offentlige Certificater til Elektroniske Services – OCES, more 
info: http://erhverv.tdc.dk/artikel.php?dogtag=tdc_e_digi_pl_pi_tek 
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James Kobielus, an Industry analyst says that reputation isn’t an identity, credential, permission, or 
role. It isn’t exactly an attribute, in the same sense that say, your birth date or hair color are 
attributes. And it isn't something you claim any privacy protection over--it's the exact opposite: the 
court of public opinion over which you have no sovereignty and little direct control. In the IdM 4 
context, reputation is more of an assurance or trust level—an evaluation of the extent to which 
someone is worthwhile to know and associate with.5
 
It is important to note the two aspects of identity: subjective and objective/social identity or 
reputation. There are different theories about the meaning and importance of these aspects. 
Discussing them would bring us outside the scope of this project. The only thing we do have to 
remember is that there are the two aspects of identity. Identity is something we are (facts about us 
and our physical features) and something others have on us. The two aspects of identity are shown 
in figure below:  
 
 

 
Three tiers of identity 
 
Andre Durand6, the Founder and CEO of Ping Identity Corporation introduced the concept “tiers of 
identity”. Tier one is associated with timeless and unconditional attributes, such as birth date and 
color of eyes. Tier two contains the attributes assigned to us by an authority: a driver’s license, 
credit card, etc. Tier three is a group identity. It associates us with a number of groups we belong to, 
for instance engineers over 30, or TV set owners in Copenhagen, and it is mostly used for statistics 
and/or marketing.  
 

                                                 
4 IdM – Identity Management 
5 http://jkobielus.blogspot.com/2005/11/imho-identity-privacy-reputation.html 
6 Durand, Andre. ”Three tiers of identity”, Source: 
http://www.digitalidworld.com/modules.php?op=modload&name=News&file=article&sid=26 

Identity = Traits/Attributes + Reputation 

I KNOW 
I HAVE 

I AM 
I DO 

Subjective Identity 
Traits/Attributes 

Objective Identity 
 (Reputation) 
    He KNOWS 
    He DOES 
    He HAS 
    He IS 

Figure: Overall identity is a sum of subjective and objective/social identity (also called 
reputation) 
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Tier 3: Abstracted (Marketing) 

Timeless & 
unconditional 

Conditional & 
temporary 

Demographics or 
our behavior 

 

Tier 2: Assigned or Shared (Corporate)

Tier 1: Assumed (Personal) 
        Agent Only (Device/Program) 

Figure: Three Identity tiers 

 
 
Most of identity problems and potential are related to Tier 2, because an individual usually 
voluntarily embrace a relationship from this tier.  
 
Identity proof and chain of trust 
 
A cheque can only be cashed in with proof of identity. Clearly, it is not enough that you know who 
you are; proof of identity will persuade the bank accountant that you are the one you claim you are. 
The most common way to prove your identity to a third party is with your identity card.  
 
Identity card or ID card is a card issued by some authority, often with a photograph. ID is carried or 
worn by somebody for the purpose of showing who he or she is. We prove our identities with some 
kind of identification document (ID) issued by authorities. The ID is more trusted if our photo is on 
it. If you don’t have your ID, you can hardly prove who you are, and your identity can easily be 
mistaken. Showing an ID activates a chain (also called loop) of trust, as shown on the figure below: 
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Card issuer: ITU 

Ticket officer trust 
the card issuer and I 

get a discount 

I show my ID at 
the entrance 

The card issuer trust that I am 
not going to misuse my card 

 
 
 

I claim to be a  
 

  

 
 

student at ITU  
Museum 

Ticket office 

Figure: Buying a ticket with student discount requires a chain of trust  
 

 
Nearly every person has her attributes: name, gender, birth date and so on registered somewhere. 
Most people or at least those living in non-nomadic type of society, would typically have their 
addresses, occupations, e-mails, and telephone numbers registered somewhere. Communities, 
government authorities, schools, companies, clubs and associations, might also have our identity 
data stored digitally in their repositories.  
 
Digital identity today 
 
Digital identity is a part of overall identity – identity information translated in bits and bytes. The 
identity data need to be created, stored, exchanged over electronic networks, used, copied, deleted, 
retrieved, manipulated etc. Identity management is about how the users are identified, what rights 
they should have, how to control their behavior and how to organize the necessary administration.  
 
A tendency of the Internet era is the migration of sociability, business, entertainment, and other 
activities from the physical world to the virtual world. The Internet has become a new place of 
interaction between people and organizations. This new, radically different place has its own rules. 
Since the Net development had such a rapid pace, regulating digital identity had not begun until 
recently. Each new system, even a new application, used to come with new built-in proprietary DI 
solution. There existed many proprietary solutions for Identity management, but none of the big 
players have success in elevating their solution to the level of wide adopted standard. Collaboration 
need is pressing major players for adoption of standards for management7 and interchange of DI 
data. World wide standards are now on the way, with rules and regulations to follow. Digital 
identity (DI) standard development is the milestone of Web services integration and customization. 

                                                 
7 The management includes provision, propagation, use, deprovision, and maintenance of DI data 
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Without secure, reliable DI, development of the Web services within Service Oriented Architecture 
(SOA) is limited.  
 
Challenges of DI management 
 
As we talk more and more about network economy and service oriented architecture (SOA), DI is 
increasingly becoming a business development enabling factor. Many organizations today have so 
called identity “data silos”, a sort of encapsulated identity data repositories. These data typically 
cannot be exchanged with other programs, running on other platforms. Organizations today usually 
rely upon various applications, very often upon couple of operating systems and platforms supplied 
by multiple vendors. Every new application/system/platform usually comes with built-in, integrated 
identity management that must be administered separately. Every change of user status therefore 
has to be updated for each system separately. The administration is difficult to automate. Very often 
system administrators have to create, update or delete user data, and that is an error-prone activity. 
Bigger organizations might have several databases with identity data where some data are updated 
and correct, and others are not. Old users not deleted, new users not registered, forgotten passwords, 
differences in naming and data description can turn the life of security personnel into a nightmare.  
 
Another issue is need for an exchange of user credentials between several systems and applications 
across the organizations’ boundaries. Modern users seek simple and comfortable web-experience, 
best possible, tailor-made, service in the shortest possible time. At the same time a user requires 
access to the resources with minimal authentication effort. Users today typically have to remember 
number of usernames and passwords, and that is heavy load for users, but also burden for identity 
data administrators. The ideal situation for modern users is compounded in term “Single Sign On”, 
which is basically following simple principle: “let me just sign-in once, and enable that my identity 
follow me as I move from one site to another on the network”. Personal data are usually sensitive, if 
not confidential information. Therefore the transfer of user data requires the appropriate security 
level assigned, to ensure data integrity and confidentiality on its way through the net. No doubt that 
the highest security level is assigned to data transfer between systems where confidentiality is top 
priority8.  
 
Identity and security 
 
It is easier to have more than one identity on the Internet. Nobody can see you sitting behind the 
screen; you can have dozens, even hundreds of identities on the Internet. Still, once we start talking 
about access to sensitive data or scarce resources, we have to make sure that a “real” person, with 
name and some kind of ID number is on the other side of the line. Since digital identity is but a 
pattern of digital code, it is also easier to falsify or corrupt somebody’s identity. Installing a 
passport sniffer on the Internet, or even keystrokes recording program can steal somebody’s 
credentials. Misuse of stolen credentials can corrupt someone’s digital identity. Protection of the 
identity from unauthorized access is fundamental principle that preserves trust into IT systems’ 
reliability. Data/IT/Network security is therefore very important segment of digital identity 
management. Digital Identity (DI) is basically authentication, authorization and access control. DI 
is also management, storing and administration of user data and log files analysis. All these 
elements are also concern of IT-security. DI and IT security deal with many common areas, see 
figure below. At first glace DI may seem just a part of IT security. In reality Digital Identity 

                                                 
8 Such as state security, military, and other systems vital to a state.  
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exceeds IT-security involving areas out of security context, such as privacy and legal issues. The 
main role of the security in DI context is to preserve trust. It is of extreme importance that the trust 
in digital identity system is preserved at any price. 
 

 

Digital 
Identity 

IT 
Security

Figure: DI and IT-security deal with many common areas of IT 

 
Since a user can be invisible in the virtual world of the Internet and other electronic networks it is 
more difficult to prove somebody’s identity. How can we trust somebody we don’t see, somebody 
we don’t know, even somebody who might not exist? We can use chain of trust. We can trust 
somebody, if someone else, whom we trust, guarantees that Mrs. Somebody is trustworthy i.e. that 
she is the one she says she is. Once we accept somebody’s credentials, a permission to access some 
of our resources can be given. The more valuable resources are, the higher level of trust is required. 
Your Internet bank for example won’t accept solely username and password to let you access your 
account. Higher or two level of authentication would be required, e.g. in addition to username and 
password users are sometimes asked to present their private encrypted digital key.  
 
Many older systems relied on perimeter-based security trying to protect company’s valuable assets 
from ‘bad boys’. In order to do so e.g. firewalls, DMZs, intrusion detection systems have been used. 
Security management was mostly centralized, focusing and managing security inside system 
boundaries. Inter-system security was approached in an ad hoc manner. Information access was 
mostly client-server based. Known users were accessing known systems. Access control was static, 
coarsely grained. Operational context was ignored.  
 
Identity and business 
 
Businesses are the main driving force behind the activities around DI. Many companies want to 
develop an IT architecture that will support end-to-end business processes. These processes include 
employees, customers, partners, suppliers, contractors, and external users. As mentioned earlier, this 
trend pose a big challenge to current, perimeter-based systems using exclusionary security models 
based on logic “let’s keep bad people out of the internal network”. This model is not good enough 
to support requirements of modern enterprise. Today, businesses must augment exclusionary 
security with an inclusionary security model, one capable of explicitly determining, through policy, 
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on who can access the applications and data that support core business processes. (Windley, 2005, 
p.xii). This goal cannot be achieved without new standards for identity management (IM).  
  
If we look at e-business, especially in the area of e-commerce, where a new supplier is just a few 
clicks away, the challenge is even bigger. If a user experiences any kind of trouble using a web-
service (e.g. if she is not immediately recognized as a registered user or if she is not able to use the 
resource she has been promised) she might just leave, and maybe never come back. Many Internet 
users are getting comfortable with the idea of being recognized as registered user with her 
preferences, buying histories and reputations upon returning to a web-site. E-bay and Amazon are 
typical examples. At E-bay user have her (usually good) trading reputation, and Amazon tries to 
keep you buying goods making customized offers looking at your previous purchases. The only 
problem of this approach for a user is that the companies are putting themselves in the center of 
attention, trying to lock you in around their site. In order to use customized services, each time a 
user choose a new supplier, she must fill in different online (sometimes also offline) forms, very 
often with the same identity data. The more customized service they want, the more data they have 
to fill in. Again a user has to remember and use several different credential pairs for different sites.  
 
Dick Hardt, CEO of Canadian company Sxip Identity invented the term Identity 2.0, which he calls 
a new trend in identity handling where users are in the centre, and companies are around. This 
scenario would make the user owner of her own identity data. She could then direct the flow of her 
identity data from site to site, reuse factual identity data in becoming a user on a new site and reuse 
a good reputation earned on another site.9
 
The companies that are fully covering customers needs usually harvest the biggest benefits. All 
companies, apart from those in monopoly position, want to keep their customers by giving them 
best possible service. Upon customer insistence, they would be willing to share identity data with 
others, but doing so today would be impossible, because of lack of standards, technological and 
legal obstacles.  
 
Identity and privacy 
 
Another important issue, the subject of current debate, is the level of privacy acceptable to the 
individuals, i.e. in what grade will individuals be able to preserve the control over their digital 
identity. Some people predict the end of privacy, while others see it as a step towards liberation of 
individuals that will invert the traditional relationship between ‘consumers’ and ‘service providers. 
(Windley, 2005, p.xii)  
 
The majority of users today want to keep their right to privacy. They want control over their identity 
data flow. They don’t want to see a situation where data about their identities is being exchanged 
without their consent, or being compromised in any other way. Many countries legally protect their 
citizens against unauthorized possession and exchange of personal data. Some institutions have 
developed systems of collecting and storing of personal data, for commercial purposes. The data 
can also be subject for activities such as espionage, manipulation, or net abuse. Some people are 
concerned about tendencies for growing pressure to their privacy, fearing Orwellian 1984 10 
scenario. Privacy issues are strongly linked to identity management, and will be further examined in 
the next chapter. 
                                                 
9 For more info see: Identity 2.0, The video at http://www.sxip.com/ 
10 Referring to George Orwell’s book 1984. The book is describing futuristic massive intrusion into privacy.  
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Identity and technology 
 
Looking at Internet-scale domain, we can identify the requirements for whole set of infrastructure 
elements such as directory services, rule-based user provisioning, delegated administration, and 
self-service administration of passwords and/or other identity attributes. All this elements are 
supporting identity management. Beside authentication mechanism relying on common identity 
management, companies must apply standardized access management systems that will allow 
communication across various operating systems, applications, and web-based single sign-on (SSO) 
products.  This requires a new approach to systems integration and interoperability. 
 
Several approaches, such centralistic, decentralistic, etc. have been addressing issues of IT 
architecture and IM. A new and more effective approach called Identity federation have recently 
emerged. The approach supports web services architecture relying on eXtensible Markup Language 
standard (XML). Web services framework enables virtual enterprise11, while IM secures it. Identity 
data have to flow over this framework, freely and securely. Identity management is the key enabler 
of service-oriented architecture (SOA). 
 
Exchange of data can be arranged, but it requires huge standardization efforts. Interested parties 
have to agree upon minimal technological requirements for hardware, software and communication 
protocols. That would a main part of so called framework for interoperability, built for the purpose 
of exchange of identity data. Many countries have begun process of building their interoperability 
frameworks.  
 
General motivation and Scope of Digital Identity Management 
 
Identity management, user provisioning and single sign on are the top three priorities of IT 
spending in Fortune 1000 companies. 

 
— "The April 2004 Heat Index," Information Security magazine 

 
Digital identity is one of the fundamental building blocks for the next generation of information 
systems. 

— Tony Scott, CTO of General Motors 
 

The increasingly distributed nature of corporate networks, the proliferation of Web-based 
applications, increased security awareness, and government regulations such as Sarbanes-Oxley & 
HIPAA have contributed to making Identity Management a necessity for virtually every business. 

 
— Roberta Witty, Research Director, Gartner, Inc. 

 
The Internet era has changed the way companies do their business. It has enabled a totally new set 
of products previously unseen. Modern society is becoming more and more automated. Service-
oriented economy builds upon exchange of network-based automated transactions, where Digital 
Identity (DI) is a fundamental issue. The usual pattern is: identify yourself if you want access to my 
service or resource. Here we are not only talking about e-commerce; e-government and e-health 

                                                 
11 Virtual enterprise: where core business directly depends on IT 
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applications are based on the same principle: tell me who you are, and I can see what services I can 
grant you access to. Every modern service-oriented system needs reliable, secure and private means 
for creating, storing, transferring, using, and validating DIs.  
 
ATM machines are also an example of extending business opportunities. It can offer the service to 
more customers concurrently, outside working hours, and at numerous additional locations. 
Business extensions can be made in time, scale and locale (Parenty, 2003). All these extensions are 
built on a foundation of DI. DI allows bank executives to trust people, allowing them to make 
authorized actions. The growth of the Internet has helped remove the old restrictions of time, scale 
and locale. ATM machines are a good example of how humans can be replaced in the identity 
verifying process of a trust loop. A bank does not need a human any more to verify somebody’s 
identity.  
 
The new business era postulates that information systems get integrated not only within the 
organizational boundaries, but also towards partners and external users. In order to improve 
efficiency organizations have to be interconnected also with both suppliers, and customers. This 
trend caused emerging of standards for data exchange, such as EDI12 and more recently XML.  
 
Service-oriented architecture is dealing with decentralized computing, a lot of clients and servers 
communicating across the net. SOA puts an additional pressure on redefining traditional 
exclusionary security models13. Policies supporting this model deal mostly with machines and 
networks. Only inclusionary security models14 where we talk more about documents, people, data, 
actions, and organizations can support SOA development. The new security paradigm is called 
deperimeterization. In network security, deperimeterization is a strategy for protecting a company's 
data on multiple levels by using encryption and dynamic data-level authentication. 15 The Jericho 
Forum16 provides more information about deperimeterization.  
 
Basic concepts such as trust and privacy lie in the fundament of any DI interchange. 
Implementation of DI includes higher level concepts including authentication, cryptography, 
identity provisioning, authorization, directories, digital rights management, identity federation, 
interoperability standards, etc. Standardization of DI data provisioning and exchange, wide adoption 
of common denominators in the area is a key factor for successful implementation. More difficult 
part of mass-implementation is related to interest clash, profitability prospects, policies, and even to 
political issues. The situation may seem chaotic, but all these issues can be addressed by using 
proper methodology, e.g. the one defined by ITST – The Danish national IT and Telecom Agency17 
or the one proposed by Phil Windley. The National IT and Telecom Agency established the IT 
security division under the Ministry of Science, Technology and Innovation. 
 

                                                 
12 EDI = Electronic Data Interchange 
13 Perimeter based security model where only registered users have access to organisational assets. 
14 Security model which opens up for non-registered/external users 
15 The term deperimeterization was coined by Paul Simmonds of the Jericho Forum, a non-profit group dedicated to 
"the development of open standards to enable secure, boundary less information flows across organizations." (Source: 
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci1022899,00.html) 
16 Source: http://www.opengroup.org/projects/jericho 
17 ITST – IT og Tele Styrelsen (Part of the Danish Ministry of Science, Technology and Innovation) 
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In his book, Digital Identity18, Windley outlines Identity Management Architecture (IMA), a 
methodology that can overcome these challenges. According to his views IMA has three primary 
components: 
 

• Process Architecture, determining present and future status of identity related requirements 
needed to for a company’s virtual businesses.     

• Data Architecture, determining where the data is stored, the data model outline. 
• Technical Reference Architecture, giving the implementation guidelines to the company’s 

system architecture.    
 
ITST have come up with a Reference Model for the IMA. The reference model primarily prescribe 
technical reference architecture for federated identity, but also include elements of process and data 
architecture, policies and IF. 
 
Each of these components makes use of two other important parts of IMA: 
 

• Policies, defining guidelines to proper behavior of the employees, in relation to identity 
infrastructure. 

• Interoperability Framework (IF), a list of standards chosen by the company’s management. 
 
Establishing IMA is the only way forward for majority of the organizations, as we have seen that DI 
is at the core of almost every business process that includes data provision and exchange.  
 
This chapter will cover IMA components and all the concepts related to digital identity and 
(Digital) Identity Management (IM). These concepts are portrayed in the figure below.  
 

                                                 
18 For more info about books cited see references 
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Concepts of Digital Identity 
 
Digital Identity and Identity Management 
 
Every digital identity record has its lifecycle: it has to be created, stored, maybe revoked, and 
eventually erased. Therefore we cannot talk about Digital Identity isolated from Identity 
Management. Basic concepts of DI have been addressed in the introduction. In this chapter the 
author of this report will go further on with defining Digital Identity and Identity Management. 
 
Windley defines DI as data that uniquely describes a person or a thing (called the subject19 or 
entity in the language of digital identity), but also contains subjects’ relationships to other entities. 
A subject or entity may be a person, software program, organization, machine, or any other thing 
making a request to access a resource. A resource might be a piece of data in a database (DB), a 
web page, or an action20 to be performed. In other words, identities are collections of data uniquely 
describing a subject.  
 
A subject is digitally represented with its attributes, preferences, and traits. Attributes describes a 
subject’s qualities. The attributes are spread around in a number of repositories. Buecker et al. 
formulate it this way: There are many attributes that can represent a particular identity. The 
concept of identity needs to be thought of as a distributed concept where multiple attributes of an 
identity are federated across multiple data repositories (Buecker et al., 2005, p.18). An average 
student in Denmark, for example, have her identity data registered in databases of a university, 
study funding office (SU), tax office, her dentist, and so on. Preferences represent desires. People 
can for instance choose to receive only sport news in a pool of all news offers. Traits are inherent 
features of the subject, such as eyes color or the year a company was incorporated. If we look at 
identity at a personal level, identity is a set of attributes, preferences, and traits. 
 
Wikipedia, an online free encyclopedia defines Digital identity as such: Digital identity refers to the 
aspect of digital technology that is concerned with the mediation of people's experience of their own 
identity and the identity of other people and things. Digital identity also has another common usage 
as the digital representation of a set of claims made by one digital subject about itself or another 
digital subject.21 The same source defines Identity Management (IM) as an integrated system of 
business processes, policies and technologies that enable organizations to facilitate and control 
their users' access to critical online applications and resources — while protecting confidential 
personal and business information from unauthorized users. It represents a category of interrelated 
solutions that are employed to administer user authentication, access rights, access restrictions, 
account profiles, passwords, and other attributes supportive of users' roles/profiles on one or more 
applications or systems.22

 
We can see that all of the DI definitions are mentioning collections of data, attributes or set of 
claims that uniquely describing a subject. We can also note that Buecker is seeing identity as 
distributed concept, and this statement will prove right later on in this once we come to the subject 

                                                 
19Subject: Active entity, often in form of a person (user), accessing an object, changing its state, or causing information 
to flow within different objects and subjects; Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf  
20 Action: Abstract operation initiated by a subject on an object; among others, creation or deletion of files, database 
requests, modification of documents, etc; Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf  
21 Source: http://en.wikipedia.org/wiki/Digital_identity 
22 Source: http://en.wikipedia.org/wiki/Identity_management 
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of federated identity. For the researcher, DI is simply collections of data spread around multiple 
data repositories uniquely describing a subject. 
 
In the introduction chapter we have mentioned that the Identity management is about how the users 
are identified, what rights they should have, how to control their behavior and how to organize the 
necessary administration. Let’s see how the others define the subject. 
 
M-Tech Information Technology Inc, a leading provider of identity management (IdM) solutions 
defines IM as a shared platform and consistent processes for managing information about users: 
who they are, how they are authenticated, and what they can access. It is an emerging class of 
technologies intended to streamline the management of user identity information both inside and 
outside an enterprise.23  
 
HP in their Security Handbook (p.17) defines IM like this: 
Identity management is the ability to identify every user, application, or device across an 
organization or business. It provides flexible authentication, access control, and auditing24  while 
respecting privacy and regulatory controls. Delivered via a set of processes and tools for creating, 
maintaining, and terminating a digital identity, identity management allows administrators to 
manage large populations of users, applications, and systems quickly and easily. The tools permit 
selective assignment of roles and privileges, which facilitates compliance with regulatory controls 
and contributes to privacy-sensitive access controls.25

 
As stated earlier it is difficult to talk about Digital Identity isolated from Identity Management. 
Identity data have to be managed. As we have seen from cited definitions, different authors define 
the scope of IM rather differently. Some say it is a system of business processes, policies and 
technologies (rather broad view), others call it a shared platform and consistent processes for 
managing information about users, and for someone else it is just the ability to identify every user, 
application, or device while respecting privacy and regulatory controls (rather narrow view). The 
author of this report would define identity management as the way to provide, exchange, and keep 
track of identities, both for internal and external users (presenting credentials provided by some 
authority we trust). The primary purpose of an IM system is to provide always up-to-date 
information to the access control system which in turn responds to a user’s request to access a 
resource. 
 
Trust 
 
Trust is a concept implicitly understood by humans. It is hard to measure, difficult to quantify and 
find appropriate capturing algorithm. Trust can appear at different levels: person to person, person 
to group, person to system or group to group.  
 
Trust is often established over time. E.g. trust in email addresses is usually gained over time. The 
level of trust depends on circumstances; for example a transaction can happen over secure lines, or 
over the Internet. The former transaction will have a higher level of trust, as secure lines imply 
secure transactions. 
                                                 
23 Source: http://idsynch.com/docs/identity-management-terminology.html 
24 Auditing aims at (reactively) uncovering and proving offences against the security policy by preservation of evidence 
(i.e. logging user logging user activities); Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf 
25 Source: http://ztxaawspro03.ztx.compaq.com/enterprise/downloads/HP%20Security%20Handbook.pdf 
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Windley defines trust as a firm belief in the veracity, good faith, and honesty of another party, with 
respect to a transaction that involves some risk (Windley, 2005, p.16). Trust is a very subjective 
feeling. It can be granted to or withheld from others. Trust has noticeable properties: 
 

• Trust is transitive only in very specific circumstances 
• Trust cannot be shared 
• Trust is not symmetric 
• Trustworthiness cannot be self-declared; it is based on reputation. 

  
In relation to DI, trust is bound to a set of identity credentials and with them associated attributes.  
Trustworthiness is based on reputation. Reputation is something that is gradually built in 
communities of trust. These communities have five components: governance (prescribing rules, 
responsibilities, etc), people involved in trust relationships, processes for operations and 
transactions, technology tools (incl. software and hardware), and a viable economic model.  
 
DI infrastructure has to build up to and meet the requirements of all the features of community of 
trust. 
 
Policy 
 
A policy is a collection of objectives based on business requirements, the circumstances of the 
transaction involved, the degree of risk businesses are willing to live with and the cost the 
businesses are willing to pay to reduce risks to an acceptable level.  
 
Business requirements define the level of acceptable risk. Some businesses and people are more risk 
averse than others. The risks associated with a particular transaction should be quantified and 
balanced with the benefit expected in return. Usually, the bigger benefit expected, the bigger risk 
have to be accepted. Risks can be managed with a so called service level agreement (SLA). SLA is 
just a contract between supplier and customer that defines what is being delivered, and what the 
consequences are in case of contract breach. 
 
Privacy 
 
In one sense, all human rights are aspects of the right to privacy26  

— Fernando Volio 
 
People want their identity data protected, and they want to preserve their privacy. Some companies 
are very dependant on privacy and need to appoint privacy officers to ensure the privacy of their 
customers and themselves.  
 
The protection of privacy in today’s global infrastructure requires the combined application 
solution from technology (technical measures), legislation (law and public policy), and 
organizational and individual policies and practices. Emerging scenarios of user-service 

                                                 
26 Fernando Volio, Legal personality, privacy and the family, from Henkin’s book The international Bill of Rights, see 
references for more details 
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interactions in the digital world are also pushing toward the development of powerful and flexible 
privacy-enhanced models and languages.27

 
Privacy issues can be observed looking at the following example. RFID stands for Radio Frequency 
Identification Device. A RFID tag attached to a thing sends radio waves to a receiver, and in this 
manner the thing can be easily identified. If production of RFID becomes cheaper, these tags could 
be attached to everything, from banknotes to every product in a supermarket. Some people see this 
as an opportunity for business development; others see it as an Orwellian28 nightmare of massive 
intrusion into individual privacy. (Windley, 2005, p.22) 
 
Acceptable level of privacy is different in different parts of the world, and is the subject of intense 
debate. There are many laws and regulations concerning privacy issues, affecting organizations and 
individuals. Laws across different countries are often conflicting, making it difficult to control how 
personal information is being used and how individual privacy is being violated. The solution to 
this problem lies somewhere between government, industry, and the individual. (Kruck et al., 2002, 
abstract) 
 
Many examples show that people are willing to exchange their personal data for some payoff they 
understand. Companies are concerned about privacy because they want to keep their customers: if 
the customers’ needs are not met, they tend to switch supplier. Privacy policy is often part of terms 
of service agreement. Some companies conducting e-business use cookies to recognize the 
customers next time they return, to track their purchasing habits or their behavior on the net. They 
use these data to create customer profiles at Durand’s abstract tier (tier 3) level. Created profiles are 
usually used for direct marketing, but they can also be subject to misuse in form of selling them to 
third party. 
 
Business over the Internet allows pseudonymity. Systems associate unique IDs with appropriate 
attributes, rights, and privileges to persons logging in with pseudonyms in the same way they would 
do with persons logging in with real names.  
 
Customers have the right to know which data are collected, why, and what the companies do with it, 
but not many get to know it. It is important that companies understand the level of identity needed 
for successful business interaction. Mitigating customer expectations is usually a guaranty for long-
term relationship. 
 
Per Helge Sørensen (Olsen et al., 2005, p.35) says that registering of network traffic data, that is 
originally directed against criminals, can easily be subject for abuse. Abuse is happening in virtual 
world too. Why should e.g. a building-block network administrator have an access to a tenant’s 
sensitive data, such as details of her e-mail correspondence?   
 
Sten Schaumburg-Müller (Olsen et al., 2005, p.57) thinks that privacy needs to be protected from 
international human rights organizations, the justiciary and the legally. He means that too much 
privacy can be dangerous, because aggressive and destructive activities may happen in private 
rooms, out of the public eye. We need to balance necessary privacy with necessary keeping out of 
the public eye, Sten writes. He is a bit worried about increasing public intrusion of individuals’ 

                                                 
27 Jajodia and Wijesekera Lecture Notes in Computer Science 
28 Referring to George Orwell’s book 1984. The book is describing futuristic massive intrusion into privacy. 
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privacy, as this can weaken private autonomy and prevent individuals in taking part in public 
debates.  
 
How is so privacy connected to DI and common IM infrastructure? Individuals will use IM only in 
case they feel secure on the net, but they will ignore it if they feel they are under constant 
surveillance. In order to be able to protect identity data, and preserve privacy, chief privacy officers 
have to know all about the data from the moment of their creation to the moment of their 
destruction. Sooner or later it is necessary to make data inventories or resource mapping, and that is 
the first step in performing privacy audit. To complete this audit many other issues have to be 
addressed such as data collection, ownership, custodianship, access, storage, transport, backups, 
logs and other security measures, but first of all control over identity lifecycle have to be preserved. 
 
Digital Identity Lifecycle 
 
DI lifecycle contains following phases: provision, propagation, use, deprovision, and maintenance. 
Maintenance is a parallel phase to propagate and use phase. Provision is a creation of an identity 
data record. After the data is created, it is propagated and used. Propagation is simply writing the 
data to a file or database. A password and attribute change or addition happens occasionally and it 
gets repropagated.  Deprovision or destruction of identity data occur if the data is no longer in use. 
 
 
All phases can be managed by an administrator, 

or as user self-service. Self-service is common for most web-services on the Internet.  

SPML SPML SPMLSAML

XACML

Deprovision Provision 

Maintain 

Propagate Use 

Figure: DI management life cycle an appropriate XML standards (inspired by 
Windley, 2005, p.29) 

 
Different systems have different sets of identity data, hence their unique needs, so planning of the 
lifecycle for each system has to be done separately. 
 
Let us now look at the security requirements for an IT system. Every modern IT system has to 
comply with the following security requirements: 
 

  - 29 - 



• Confidentiality 

 Authenticity, non-repudiation, privacy, … 
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Besides availability (making sure the data are available) - integrity, non-repudiation and 
confidentiality of are the basic principles of IT/Data Security. Since we know that users will use 
system only in case they feel secure on the net, any Identity Management system has to comply 
with the same principles. There is not much sense in building an IM system, user
T
 
Integrity is making sure that the data sent from the source is the very same data receiv
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Non-repudiation is provisioning the evidence that a message has been sent/received or that a 
transaction has been commenced/comp
a
 
Confidentiality is an I
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These three IM/IT-security principles can be implemented by use of cryptography. The ov
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Figure: Key concepts and features of cryptography are assuring IM/IT-security principles 
of Integrity, Confidentiality, and Non-repudiation 

 
 
Cryptography 
 
Cryptographic keys, message digest, digital signatures, digital certificates, Public Key Infrastructure 
(PKI) and activities of Certificate Authorities (CAs) are all based on the use of cryptography.  
 
Cryptography is the science of making the cost of discovery of hidden information greater than the 
value of the information itself. (Windley, 2005, p.34) Two types of cryptography exist: symmetric 
and asymmetric (also known as Public key cryptography). 
 
Symmetric cryptography uses a single secret key to transform plain text into an unreadable 
message. In order to retransform the unreadable message back into plain text, people need to 
exchange the secret key between them. The secrecy of key exchange has to be ensured if we want to 
achieve confidentiality.  
 
Public key cryptography (asymmetric cryptography) uses public and private key pairs. The private 
key is secret to anyone but the owner, and the public key is public and accessible to all. A message 
encrypted with an entity’s public key can only be decrypted with that entity’s private key and in this 
way confidentiality is ensured. A message encrypted with an entity’s private key can only be 
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decrypted with that entity’s public key – in this way integrity and partial non-repudiation can be 
ensured. If the private and public keys can both encrypt and decrypt, the system is called reversible. 
If the private key can encrypt, but not decrypt and the public key can decrypt, but not encrypt, the 
system is called irreversible. Reversible key systems ensure confidentiality, integrity, and non-
repudiation, while irreversible key systems only ensure integrity and non-repudiation. 
 
Public key cryptosystems can take 100 to 1000 times longer than secret key systems to decrypt and 
encrypt, and it is therefore inconvenient to use public key systems to encrypt large amounts of data. 
Instead public key systems are usually used to exchange small data patterns, such as secret keys. 
The combination of symmetric and asymmetric cryptography is called a hybrid cryptosystem. The 
most commonly known hybrid key system is TLS (Transport Layer Security), also known as SSL 
(Secure Socket Layer). 
 
Message Digests (Hashes) 
 
Confidentiality can only be achieved by use of a cryptographic system. Cryptography though 
demands additional computational power, and this slows down the transmission. Sometimes it is 
enough to ensure the integrity of a message. Message integrity can be verified using a mathematical 
technique called a message digest (also called hash). 
 
A message digest is a fixed-length string of bits that is produced from a variable-length message 
through a special mathematical transformation (Windley, 2005, p.39). Hash value has three 
important properties:  
 

• irreversible (cannot reproduce original from hash)  
• non-selectable (difficult to guess the original which would produce the given hash)  
• unique (cannot find two documents having the same hash value). 

 
Digital Signatures 
 
A private key in a public/private key pair, that is kept secure, can function as a personal digital 
signature when it is used to encrypt a document or data stream. It represents digital identity of a 
person uniquely. It can also be used in two level authentication IM systems, together with e.g. 
username and password. The encrypted document is unintelligible unless decrypted with 
appropriate public key.  
 
It is difficult to find out if the private key has become corrupted. There is no mechanism to 
automatically revoke a stolen or corrupted key. Message digest and public key can be combined to 
ensure both integrity and confidentiality. 
 
Digital Certificates and PKI 
 
A data structure that associates identifying information with a public key is called a digital 
certificate. Digital certificates use a data structure called the Public-Key Infrastructure (PKI). PKI 
consists of well secured databases with all the public keys. High uptime of online accessibility of 
the data needs to be ensured. If a data structure is to be called PKI, public keys must be available all 
the time on demand. Apart from that PKI must have two other characteristics: is must be secure and 
it must be scalable.  
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Trust in PKI is of vital importance to its credibility. Probably the biggest problem with public-key 
cryptosystems is that if an enemy can convince me that her public key belongs to you, I’ll accept 
whatever she tells me as coming from you.(Windley, 2005, p.42). 
 
Certificate Authorities 
 
Anyone can issue (digital) certificates using OpenSSL or some other programming API 
(Application Programming Interface). The trusted issuers of certificates are called Certificate 
Authorities (CAs). Governments, International agencies or some other trusted authorities can 
empower a CA to issue certificates in the same way as national banks are empowered to issue 
banknotes. The certificate authority accepts and processes applications for certificates from 
entities, authenticates the information that the entities provide, issues certificates, and maintains a 
repository of information about certificate and their subjects (Windley, 2005, p.44). CAs have 
hierarchical order and higher-level CA certifies lower-level CA. Each Certificate Authority must 
establish and provide at least the following services: 
 

• Certificate enrolment process,  
• Subject authentication,  
• Certificate generation,  
• Certificate distribution,  
• Certificate revocation, and a  
• Well secured data repository where certificates are stored.  

 
Apart from that a CA would typically publish policies and practices related to the above activities in 
a Certificate Practice Statement (CPS). 
 
A certificate can be revoked, when it appears a need to prematurely terminate a certificate. The list 
of revoked certificates is called Certificate Revocation List (CRL). The CRL is a data structure that 
contains identifying information about the CA, a timestamp, and a list of serial numbers of all the 
certificates that have been revoked (Windley, 2005, p.46). 
 
In this chapter we have learned that fundamental properties of IT-security – integrity, non-
repudiation, and confidentiality – constitute the basic principles of any IM implementation.  
 
Let us now look at basic IM processes. Authentication, authorization and access control are basic 
processes that make the very essence of every modern IM system. IT-security protection of 
enterprise system resources is usually implemented in layers. A majority of IT-systems today have 
inseparable built-in identity management, perimeter-based security and silo architecture. The 
traditional way to protect organizational resources was to keep “the bad boys” out, using firewalls, 
DMZs, intrusion detection systems etc. Organizations typically have at least two layers protecting 
resources: perimeter-defense layer and control layer. Most of IM processes are happening in control 
layer as shown on the figure below. Figure was inspired by Søren Peter Nielsen’s presentation 
slides29 of July 2004. He is the chief architect behind Danish Identity Reference Model. 
 

                                                 
29 Source: http://www.oio.dk/files/Brugerstyring-refmodel-udkast-v021-OIO.pdf 
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Perimeter defence layer 
Keep intruders away 

Firewalls, VPN, Anti-virus, Intrusion detection 

 
Resource layer 
Applications, Data 

 

Control layer 
Authentication, Authorisation & Access Control 

May I get the access to legacy systems, web services, web applications? 
What can I see and do? 

May I get my own “control panel?” 

Figure: Most of IM processes are happening in control layer  

 
 
Identity Management processes 
 
Identification is the process of determining a subject’s identity. Process of determination is also 
called authentication process. During the authentication process a subject proves her identity 
indicated by presenting some credentials. E.g., if a user logs on to the IT system, she indicates an 
identity using a user name and proves her identity by entering valid password. 
 
In the next chapter the author of this report will explore the first step of the process of accessing a 
resource: authentication. 
 
Authentication 
 
Accessing a resource is a process involving several steps. First step of this process is authentication. 
Every modern IT system requires authentication, before a subject is allowed to access an 
object/resource. Authentication is an identity establishing process. It answers the questions: Who 
are you? and How do I know I can trust you? Authentication depends a great deal on trust. Often 
there is no need to make trust procedures, as the same entity is used for issuing and authentication 
e.g. in self-service ID/Password systems. When the issuer is not the same entity as authenticator, 
trust relation usually has to be formalized in form of contract or other legal act. The place of 
authentication in dynamic IM process of accessing a resource by a user is shown on the figure 
below.   
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Authorisation 

 
Access control 

 

Object 
 

Subject 

Figure: Accessing an object/resource by a subject/user is a serial process; 
Authentication is the first step of this process 

 
 
In order to fulfill its function, an authentication system requires some sort of credential(s). 
Credentials are created based on: 
 

• Something you are 
• Something you do 
• Something you know 
• Something you have 
• Some combination of the four 

 
These features are also known as authentication factors. The security of the authentication system 
increases as the number of authentication factors increase. The rule of the thumb is: the more 
valuable resource a subject wants to access, the higher the number of authentication factors is 
required. Stronger authentication systems require more then one factor authentication. Two- or 
three-factor authentication is usually considered as strong authentication. 
 
Every professional authentication system should have following system properties to fulfill the 
professional requirements: 
 

• Practicality – easy to use and non-intrusive. 
• Appropriate level of security – in respect to both the cost and sensitivity of a system 
• Location Transparency – ability to authenticate remote users. 
• Protocol Insensitivity – assurance that authentication systems and various servers 

interoperate 
• Appropriate level of privacy – lower-level users should be restricted from seeing higher- 

level data 
• Reliability – all data should be trustworthy. This is a must, because intrusion into an 

authentication system can be the foundation for access to mission-critical resources 
• Auditability – A must to ensure accountability. This means making logs at various levels 

and tracking and protection of these logs 
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• Manageability – should be easy to manage – meaning that users/licenses/certificates should 
be easily added, updated, or deleted 

• Federation support – federative trends require confidence in the partner organization and 
significant planning. Modern authentication systems have to support this trend. 

 
Common authentication schemes (also called credential schemas) are: 
 

• Cookies 
• ID and Password 
• Challenge-Response Systems 
• Digital Certificates 
• Biometric Devices 
• Smart Cards 

 
Let’s look at them more closely. 
 
Cookies 
Cookies are weak form of identity credentials transfer on the Internet, and if enabled, these 
credentials are exchanged between browsers and web-servers. They are weak credentials because 
browsers might be placed on a shared computer. Cookies are using single authentication factor: 
“something I have”. A cookie is ‘a handle, transaction ID, or other token of agreement between 
cooperating programs. "I give him a packet, he gives me back a cookie." The claim check you get 
from a dry-cleaning shop is a perfect mundane example of a cookie; the only thing it's useful for is 
to relate a later transaction to this one (so you get the same clothes back). (The Hackers Dictionary, 
chapter 1930) 
  
ID and Password 
ID and Password systems are a two-factor authentication system with the ID (or User/Username) 
representing something I have and the password being something I know. As ID is very often public 
or semi-public, secrecy of credential relies solely on password, and therefore we count this 
authentication scheme as a one-factor authentication. The strength of authentication therefore 
becomes directly dependent on strength of the password. ID and password systems are familiar and 
simple to most users, but have serious limitations: 
 
An average user can remember approximately 8 medium strength passwords. People tend to use 
shorter passwords that are easy to remember, but also easy to guess to an attacker. It is not 
uncommon that people and machines are tricked into revealing passwords to an attacker. 
When users have to comply with strict password policy, requiring strong passwords, people tend to 
write them down, or store them as plain text in the file system. This can result in compromised 
secrecy. 
 
If appropriate threshold to password input attempts is not properly set, by help of software programs 
called password crackers, every password can be disclosed sooner or later, regardless of how strong 
a password is.  
 

                                                 
30 Source: 
www.worldwideschool.org/library/books/tech/computers/TheHackersDictionaryofComputerJargon/chap19.html 
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Automation of password reset procedure is a good idea. Password problems can make up to 25% of 
all calls to an IT help desk, and these calls can cost up to $35 per call. (Windley, 2005, p.54). 
Imagine how much the cost can be reduced with an implementation of self-service password reset 
system. 
 
Challenge-Response Systems 
Challenge-Response Systems are made to provide a higher-level of authentication. A server 
generates a random string character. The user is then requested to manipulate the string in a certain 
secret way (usually using mathematic algorithm) and to return the result of manipulation back to the 
server. Higher-level authentication is achieved by difficulty to guess users input. In addition it is 
difficult to use a password cracker, since a one-time password’s living time is usually shorter than 
the time needed to use the ‘brute-force’ cracking method 31 needed for obtaining the plain text of a 
random generated string password.  
 
The disadvantage of the challenge-response system is that the sting manipulation algorithm must be 
coded on a special-purpose device or on the user’s computer. The device (usually called token) is 
something you have and might therefore be subject to loss or theft. Some tokens generate a 
pseudorandom number in determinable periods, let’s say every 60 seconds. This number is carefully 
synchronized with a server, and is used to challenge manipulation. This method is more secure, 
because the algorithm is dependent on the number. The pseudorandom number token creates a two-
factor authentication system where the user uses something he has (the token) and something he 
knows (the algorithm or the password) to log in. An attacker would have to have both pieces to 
break into the system. (Windley, 2005, p.55) 
 
Digital Certificates 
Digital Certificate is higher-level mean for authentication. Digital certificates and PKI are based on 
cryptography. It is much more difficult to crack or falsify a digital certificate. They are therefore 
more reliable identification proof then the other authentication mechanisms. A single account can 
be associated with many certificates, each of them attached to different sets of attributes. From the 
users’ point of view, it is a very practical feature, since by use of digital certificates they don’t need 
to maintain many accounts. Despite these advantages, digital certificates are not very popular since 
the majority of users find them relatively complicated to obtain and use. The access codes are 
frequently forgotten, and since they are stored on local machines, the certificates can be subject to 
loss of theft. Renewals may show costly, especially for large organizations. In order to preserve 
trust in the system, corrupted and revoked certificates have to be listed at a Certificate Revocation 
List (CRL). Before a certificate is accepted it should always be checked against CRL. The 
maintenance of CRL is must, and therefore adds additional cost to already relative expensive 
system. Even if CRLs is well maintained, PKIs today have no mechanism that would automatically 
check the lists, every time a certificate is used. This can be serious problem for security. 
 
Biometric Devices 
Biometric device is an electronic device verifies the identity of a person through the use of a 
personal attribute (the researcher called them traits earlier), such as hand or finger shape, 
fingerprint, voiceprint, signature dynamics, retinal pattern, or iris pattern32. (U.S. Department of 
Justice). They are usually used when we need to minimize the risk of unauthorized access. 
                                                 
31 The method when a cracker program tries all possible combinations of characters, ex. a, aa, aaa, etc; this method can 
take sometimes several days of trying before it finally cracks a password.   
32 Source: http://www.ncjrs.gov/school/ch4b_5.html 
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Biometric devices ties traits to physical personality quite accurately. Since biometric devices are 
quite expensive they are usually used when resources, objects or facilities are very valuable to the 
owner.   
 
Smart cards 
Smart cards are multipurpose devices supplied with microprocessor and memory for storing data. 
They are small and portable; they can interact with computers and other automated systems; and 
the data they carry can be updated instantaneously33. Their microprocessor makes them active 
devices capable of reacting to challenges of computers and other electronic devices. They can 
process the data stored; they can make complex calculations; they can be used for authentication. 
Some of them use card-readers for contact; others are "contactless" using radio signals to operate. A 
well known type of smart cards is the SIM (Subscriber Information Module) card. Smart cards are 
getting cheaper, but smart card readers can be expensive. Furthermore the maintenance costs related 
to smart cart systems can be high as well. 
 
We have learned that in order to access an organization’s valuable resources, a user has to claim a 
particular identity, present credentials and undergo an authentication process. Authentication 
verifies that an entity can lay claim to a particular identity, and that forms the basis for all future 
authorization and access-control determinations. (Windley, 2005, p.57). Authentication process 
verifies user’s identity. Process of authorization determines what rights a user might get.    
 
Authorization 
 
Authorization is a process of checking which access rights are assigned to certain subjects (e.g. 
read, write, delete, execute) in relation to certain objects. An object or resource is a passive entity 
that contains or receives information (a file, a database, a relation, tuple, memory segment, printer 
or other passive device) 
 
Scope of authorization is disputable. Different sources define authorization in different ways. Let us 
look at some views. 
 
Authorization complements authentication to form the basis for access control. In many ways, 
authorization is the focal point around which the enterprise identity management structure 
revolves. (Windley, 2005, p.72) 
 
Wikipedia, online encyclopedia defines authorization in this way: Authorization protects computer 
resources by only allowing those resources to be used by resource consumers that have been 
granted authority to use them… Permissions are generally defined by the computer's system 
administrator in some types of "security policy application", such as an access control list.34

 
A subject wants to access a resource. Authorization is second step in that direction, as shown on the 
figure below: 

                                                 
33 Source: http://www.cardwerk.com/smartcards/smartcard_overview.aspx 
34 Source: http://en.wikipedia.org/wiki/Authorization 
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The service-oriented architecture (SOA) can be used to build new solutions lever aging services, to 
cleave together existing applications or to cleave apart existing applications. Although there are 
standards for providing confidentiality, integrity and message authentication for services, there is 
not yet a standard specification for authorization.35 (Indrakanti) 
 
The author of this report will address this gap in the area of identity management and security for 
the SOA. 
 
Abstract Authorization Architectures  
 
Authorization decisions are made in two abstract places: the policy enforcement point (PEP) and the 
policy decision point (PDP). A user’s requests to access a resource first arrive at the PEP. For 
example, if a user attempts to access a file, the file server is the PEP. The decision as to whether or 
not the user will be allowed to access a resource is made at the PDP. The decision itself about 
whether a particular subject has right to access a particular resource is called an authorization 
decision assertion (ADA). 
 
 

 

                                                 
35 Source: http://ftp.informatik.rwth-aachen.de/Publications/CEUR-WS/Vol-169/paper2.pdf 

 
Authentication 

 

 

 
Access control 

 

Subject 
 

Object 

Figure: Accessing an object/resource by a subject/user is a serial process; Authorization, the 
second step of this process, grants or denies permissions based on access control definitions

 

Abstract authorization architectures elements 
Policy enforcement point (PEP) – point where request arrives 
Policy decision point (PDP) – decision made Authorization 

decision assertion (ADA) = the decision itself 

Figure: Main elements of Abstract Authorization Architectures 
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Let us look at an example of a concrete IM system implementation through authorization process on 
the figure below (inspired by Windley, 2005, p.10).  
 

PEP PDP 
OK?

Yes

 

Resource 

ADA 
Permission 

given 

Request

    Credentials presented 

Allow 

Consults 

Subject 

Figure: An example of concrete IM system implementation where a subject was 
allowed to access an object through authorization process 

 
 
A subject wants to access a resource. The subject activates a permission granting process that can 
respond with ‘permission granted’ or ‘permission denied’. The IM system executes this process in 
several steps.  
 

1. A subject presents its credentials (username and password, X.509 certificate, etc), some kind 
of transfer of trust between subjects. 

2. The credentials are validated by a security authority or Policy Enforcement Point (PEP), 
perhaps using a separate authentication server. 

3. The credentials are authenticated in some kind of identity proof procedure. The 
authentication level is directly proportional with the risk related to the access.  

4. The authority then consults the security policy in the Policy Decision Point (PDP). 
5. PDP controls the rights the subject has over the desired resource. This regards entitlements 

and permissions associated with the resource for the asserted identity. 
6. PDP returns information to PEP through an Authorization Decision Assertion (ADA).  
7. PEP either allows or denies the action.  In our example decision is positive, so the subject is 

allowed to access the object (green-line) 
 
Authorization is finding out if the person, once identified, is permitted to have the resource. This is 
usually determined by finding out if that person is a part of a particular group, if that person has 
paid admission, or has a particular level of security clearance. Authorization is equivalent to 
checking the guest list at an exclusive party, or checking for your ticket when you go to the opera. 
 
Access control is a much more general way of talking about controlling access to a web resource. 
Access can be granted or denied based on a wide variety of criteria, such as the network address of 
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the client, the time of day, the phase of the moon, or the browser which the visitor is using. Access 
control is analogous to locking the gate at closing time, or only letting people onto the ride who are 
more than 48 inches tall - it's controlling entrance by some arbitrary condition which may or may 
not have anything to do with the attributes of the particular visitor.36

 
Let’s make a closer look into the substance of access control. 
 
Access Control  
 
Typical systems today have clear boundaries where security management is centralized and internal 
networks and remote connections are controlled and owned by an organization. Known users are 
typically accessing known systems. Access Control is static, usually coarsely grained, e.g., User, 
Admin, Guest. The main feature of the silo architecture is single system/single enterprise. 
Interoperability is limited, and if existent, then made ad hoc.  
 
Access control takes care of confidentiality and integrity security requirements. The primary 
objective of access control is to preserve and protect the confidentiality (read access), integrity 
(write access), and availability of information, systems, and resources.37

 
The researcher defines access control as the mechanism that implements security policy. The policy 
determines what rights an authenticated user should be granted or denied. This definition is very 
close to Windley’s: Authentication can be performed to certify a set of credentials and their 
associated identity.  Our ultimate goal, however, is to use that identity to control the actions that 
subjects can take on resources. This is called access control, and it is based on determining a set of 
authorizations for a given identity. Access control is the process of granting certain subjects access 
to a resource while denying others access...  (Windley, 2005, p.63)  
 
The place of access control in the whole process of accessing an object is shown on the figure 
below:  
 

                                                 
36 Source: http://httpd.apache.org/docs/1.3/howto/auth.html 
37 Source: Laura Taylor’s article: Access Control 101, 11/10/2003 at 
http://www.intranetjournal.com/articles/200311/ij_11_10_03a.html 
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Business policy determines security objectives. After they are gone through risk analysis 
considering security standards a collection of security objectives are put together in a security 
policy. Beside the other security issues, security policy defines access control mechanism, 
permissions, rights and responsibilities.  
 
Responsibility for resources 
 
One of the most important aspects of access control is responsibility for data.  Responsible can be 
classified into three categories: Owners, Custodians, and Users.  
 
The owner can be the creator, the chief officer of the organization, or some other person performing 
a specific role. Ownership can be inherited, delegated or assigned. Custodians are the daily 
managers of the resources. They are responsible for resource integrity; hence it is their duty to 
ensure enforcement of access-control through the policy, and availability for authorized users. A 
custodian and an owner of a particular resource can be the same person. System administrators or 
technical operations personnel are often custodians of resources. A user, as mentioned earlier, is an 
entity that wants access to a resource. 
 
The Principle of Least Privilege  

 

 
Authentication 

 
Authorization 

 Security 
Policy 

 

Subject 
 

Object 

Figure: Process of accessing of an object/resource by a subject/user. Authorization 
certifies the identity associating the permissions received from access control mechanism.

Principle of Least 
Privilege 

 

User”Need to know” 

Figure: Let the user know only the things she needs to know to accomplish her task 
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This principle says that users should only have access to resources necessary to accomplish their 
tasks. It sounds logical, and is a good guideline, but in practice, it has certain limitations in actual 
authorization/access control systems: 
 

• It needs very fine- grained permissions. In essence, it needs to define permission for every 
possible action taken by any user on any resource, and this is not always easy to predict. 

 
• New tasks are generated, and the old ones abandoned. Importance of tasks also change, thus 

the types and levels of authorization would change over time. 
 
Accountability versus Enforcement 
 
Authoritative or flat based organizational culture? The issue is dependent on many factors, so it is 
with the access control policies. There are pros and cons for both kinds. 
 
The simplest access-control policies to implement are based on trust and accountability. User 
actions are logged, and the logs are audited. When the logs show an unauthorized access by a user, 
appropriate action is taken. Accountability is a log-processing problem that can be done offline by 
a separate system and thus scales very well.(Windley, 2005, p.66) 
 
The main disadvantage with an accountability system is the risks involved, if sensitive data is 
leaked. If an organization relies solely on an accountability system (without enforcement systems) 
the risk of sensitive data being leaked is very high. Organizations should consider where risks can 
be tolerated, as accountability-based systems are significantly cheaper to operate than enforcement 
systems. Solutions today are somewhere between perfect enforcement of least privilege and a 
system based solely on accountability. 
 
Access Control Types 
 
On the figure below an overview of common types of access control and the main concepts and 
features related to access control are shown: 
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Responsibility
 

• Owner 
• Custodian  
• User 

 

Security 
Policy 

Determines 
Access Control 

Digital 
certificates and 
access control 

Can store subjects 
roles and 

permissions  

 

Accountability 
vs. 

Enforcement 
 

Log-analysis vs. 
Strict control 

User-Based Permission Systems
Three permission levels: read (r), write (w), and execute (x) 

Access-control lists (ACL) 
Lists of specific users and groups and permissions 

Attribute-Based Access Control - (ABAC) 
On user attributes and object metadata 

Role-Based Access Control - (RBAC) 
Access based on users roles. Role assignment. Role 

authentication. Action authorization 

Mandatory access control (MAC)  
The owner sets the policy 

Discretionary access control (DAC) 
The custodian sets the policy. Access rights delegated to users 

Access-control types: 

Figure: Common types of access control and the main concepts and features related to 
access control 

 
 
Mandatory and Discretionary Access Control – MAC and DAC 
 
Trusting custodians and users to follow the policies is built in virtually every access-control system 
implementation. Two basic ideal models exist, and practical implementation of access control in 
today’s systems usually hangs somewhere in between. Mandatory38 and Discretionary39 Access 
Controls are not mutually exclusive, and may be used in conjunction40.  
 
Mandatory system is quite strict. The system where the owner (or the owner’s representative) sets 
the policies, and where custodians and users are obliged to follow them, is called mandatory access 
control (MAC)(Windley, 2005, p.68). MAC system is restricting access to objects based on fixed 
security attributes or “labels” assigned to users and to files or other objects41. 
 
The systems where the custodian is left to determine what users will be granted access is called 
discretionary access control (DAC). Further, once granted access, the user becomes, in effect, a 
custodian, because a user can grant access to other users (Windley, 2005, p.68). 

                                                 
38 Mandatory, in the sense that controls cannot be modified by users or their programs  
39 Discretionary, in the sense that a subject is capable of passing certain access permission on to another subject 
40 Source: http://lotos.csi.uottawa.ca/ncac05/yuan_18500229.ppt 
41 Source: http://lotos.csi.uottawa.ca/ncac05/yuan_18500229.ppt 
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DAC basically means restricting access to objects based on the identity and need-to-know of the 
user, process, and/or groups to which they belong42

 
User-based permission systems 
 
In user-based permission systems users are defined as individual users or put into groups. Both 
users and groups are delegated rights to access resources. The Unix file system is a typical 
representative of this model. File permissions can be read (r), write (w), delete (d), if a resource is 
data file, and execute (x), if the file content is a program file, or other executable code. Owners of 
files can be users or groups. The permissions can be set for files’ owners and for all the others 
(unspecified users or groups) i.e. three permission levels: users, groups and others.  
 
The advantage of user-based permission system is simplicity, robustness and relatively simple 
administration. Inflexibility of the group system and difficulties of group administration are the 
main drawbacks of the system. Good group management tools are often missing in Unix systems, 
e.g. deleting a group does not necessarily delete group members’ permissions to the resource. 
 
Access control matrix 
  
The simplest way to implement an access control policy is an access control matrix. On one axis all 
subjects and on the other axis all objects are listed. The intersecting cell stores the permitted 
actions (e.g. read, write, execute, …) for the subject on the object43. 
 
The model is widely accepted because of its simplicity, clear structure, and adaptability to various 
implementations. The main drawback is storage inefficiency.  

o1 o2 o3 

s1 

s2 

… 

rw 

w 

rwx 

rwdx 

  

 

  

Figure: Access control matrix. 
 

 

                                                 
42 Source: http://lotos.csi.uottawa.ca/ncac05/yuan_18500229.ppt 
43 Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf 
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Access-Control Lists 
 
Access-Control Lists (ACL) model has a bit more flexible approach to individual user’s access to 
specific resources. ACLs are lists of specific users and groups who have access to the resource. In 
file systems, ACLs are stored as attributes of the files and encompass the standard file-permissions 
system and expand it to enable specific users or groups to be designated as having a particular 
level of access (Windley, 2005, p.69). 
 
ACLs are also known as IBAC (Identity Based Access Control). 
 
There are two possible implementations of ACLs44: 
  

• A list is assigned to each object, containing all users that have access to the object (and 
their permitted actions) 

 
• A list is assigned to each subject, storing all access rights granted to the subject for 

accessing certain objects 
 
Because of its flexibility and scalability, many access-control systems today use ACLs. The system 
also has its drawbacks though: 
 

• ACLs are not fully supported by many tools and applications, as they are a recent addition to 
many operating systems 

• As permissions are attached as attributes to files, and files are distributed across the file 
system, the access management becomes difficult because of lack of traceability and 
replication. 

 
Digital Certificates and Access control 
 
Apart from use as authentication devices, digital certificates can also be used to store roles, 
permissions and entitlements of a subject. Strength of this system is that permissions move with the 
certificate, so that for a decision procedure there is no need for a permission database. Any change 
in authorization parameters causes revoking of the signature, and this inflexibility is a major 
drawback preventing the broader use of the method. 
 
Role Based Access Control – RBAC 
 
Maintaining of access configurations is labor-intensive, especially administering of privileges, see 
figure below: 
 

                                                 
44 Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf 
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Rapid growth of privileges causes problem of maintenance of access configurations, since for the 
majority of current systems this maintenance is manual. According to Ferraiolo et al.45 symptoms of 
the problem are:  
 

• Unused accounts proliferate 
• Turn-on time rises for user privilege creation 
• Privilege review is impractical 
• Security audits fail 
• User down-time increases 
• Security admin requests staff increases 
• Help desk requests staff increases 

 
The authors propose centrally administered and locally enforced Role Based Access Control 
policies as the solution for the problem. 
 
Role-based access control46 (RBAC) is based on the idea that users are typically granted access to 
resources based on their roles in the organization (Windley, 2005, p.70). 
 

                                                 
45 Source: http://www.csrc.nist.gov/rbac/RBAC-Std-Proposal.ppt 
46 Described in ANSI/INCITS 359-2004 standard, approved by InterNational Committee for Information Technology 
Standards (INCITS), more info: http://csrc.nist.gov/rbac/rbac-std-ncits.pdf and http://www.techstreet.com/cgi-
bin/detail?product_id=1151353 
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Figure: Estimated privilege distribution in a typical company (Source: IDC, 2001) 
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RBAC promises less complex administration than the traditional way, where users are administered 
as individuals or group members. It also provides a better overview of the rights that should be 
revoked, hence enhancing the security of the systems. 
 
A key feature of the RBAC model is that all access is organized through roles assigned to each 
employee (in addition to subject attributes) by an authority of an organization (such as a HR 
department). Privileges, resource attributes, and permissions are then attached to roles by a resource 
owner. Each organization should define the roles that are matching organizational business 
processes.  
 
Another key feature of the RBAC model is that roles can be hierarchically defined. A medical 
surgeon role will typically include general practitioner and nurse roles. 
 
Role-based authorization schemes are based on these three rules: 
 

• Role assignment. All users of the system are assigned roles; users without roles cannot take 
any action. 

• Role authentication. Before a user can take on a role, that role must be authenticated for 
that user. 

• Action authorization. A user can take an action only if that action is authorized for the 
current, authenticated role of the user. (Windley, 2005, p.70) 

 
 
RBAC is more flexible than authorization schemes based on simple groups; it is relatively easy to 
add and remove a user’s access to resources as his function in an organization changes, even if he 
changes tasks day to day.(Windley, 2005, p.70). It is also more secure than authorization schemes 
where users can be authorized independently of groups or roles. 
 
In the specification RBAC is described as Core RBAC and Hierarchical RBAC. Hierarchies are a 
natural means of structuring roles to reflect an organization’s lines of authority and 
responsibility47. Core RBAC with its elements and features is shown on the figure below. 

                                                 
47 Source: http://csrc.nist.gov/rbac/rbac-std-ncits.pdf 
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A bit more detailed schema is shown on following figure: 
 

 
 
Problems of regular RBAC models in open, heterogeneous environments48: 
 
                                                 
48 Source: http://www.aegean.gr/IPICS05/ipics-05-Pernul-Priebe.pdf 

Figure: Core RBAC elements and relations, inspired by figure 1, from 
http://csrc.nist.gov/rbac/rbac-std-ncits.pdf 

Permissions 

 

Users 
 

Roles

 

Sessions 

 

   Operations 

User 
Assignment 

(UA)

Permission 
Assignment 

(PA)
     

   Objects 

user  
session 

session  
roles 

Roles 
related to 
business 
processes 

Subjects 
as s signed role

Sessions 
 

Session 1

Dynamic 
Allocation

Role2Role1 

UA 

Role4 Role3

Session 2

 

User C
 

User B
 

User A 

PA 

Privileges 
/Permissions 

Data/objects and 
action/operation on 

data 

Figure: RBAC, its dynamics, elements and features 

  - 49 - 



• Complex, fine granular role hierarchies, especially in an Internet (e-Commerce, e-
Government) context 

 
• Short-term or dynamic “roles”, e.g. for projects, location-based 

 
• Unmanageable number of subjects and objects (e.g. documents), users not known 

beforehand or anonymous 
 

• Manual assignment of roles and permissions unfeasible 
 
The author of this report believes that majority of organizations want RBAC, because it has many 
advantages comparing to the traditional individual user and group approach. Until now the 
researcher has been considering appliance of RBAC within organizational boundaries.  
 
Once we start talking about RBAC in context of cross-organizational, federated exchange of user 
data, question of role-definitions appear. A role related to one organization’s business process might 
not match the role with the same name, belonging to the same process of the other organization. 
 
Let’s find an example. In a medical organization, for instance, the different roles of users may 
include those such as general practitioner (GP), nurse, patients, etc. One may think that within a 
country’s health-care system, a nurse have the same role across the organizational boundaries. But 
even in a relatively small and well organized country like Denmark, there are differences in how 
role nurse is defined, and what rights a nurse may and may not have.  
 
A nurse is for example authorized to sign prescriptions to patients in some of Denmark’s counties, 
while in others she has no rights to do so. What happens when a nurse, who usually has prescription 
privileges, needs to use automated prescription service in the area where that privilege is not 
assigned to ‘nurse’ role? What if a patient’s life depends on whether she can immediately obtain a 
drug and the automated drug delivery service is the only option? We have to be aware of the fact 
that roles may have different privileges assigned to the same role name, sometimes even within the 
same organization. Privileges assigned to a role and role definition differences are getting bigger, 
especially in less standardized countries, not to talk about global plan.  
 
The two possible solutions to this problem are given in the conclusion chapter. 
 
We have seen that in cross-organizational exchange environment, question of role definitions 
appear. A role matching business process of one organization might not match the role describing 
the same function of the other organization. Solution may be attribute-based, as we will see in the 
next chapter. 
 
Throughout this chapter the author of this report has been talking about personal access to the 
resources or objects, but there are no major obstacles applying RBAC for automated client or 
remote web applications. 
 
Attribute Based Access Control – ABAC 
 
An ideal access control model would provide more flexibility than RBAC, without loosing the 
intuitive handling. ABAC is a step in that direction; an access control system where authorization is 
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based on user attributes demonstrated through the disclosure of digital credentials, and object 
metadata49. ABAC allows access control decisions to depend on multiple attributes of the requester, 
not just their identity or role. 50 ABAC differs from the traditional discretionary access control 
model by replacing the subject by a set of attributes and the object by a set of services in the access 
control matrix.51

 
A representation of ABAC principle is given on figure below: 
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Figure: Overview of ABAC; Inspired by www.aegean.gr/IPICS05/ipics-05-Pernul-
Priebe.pdf 

 
Let’s examine an example where we can see the practicality of ABAC. The role “an adult living in 
Park Allé in Copenhagen” is pretty granular, but to make it even more granular we can use 
attributes such as “an adult from Park Allé between 18 and 26”, “an owner of apartment in Park 
Allé”, or “a pet owner from Park Allé” or similar. Then we can search for the attributes and 
combine them making dynamic roles used when needed, or a role can be set without knowing 
beforehand what this role can be used for in the future. On the other hand each data file could have 
a short kind of “abstract”, where the file is well described and set into metadata file. Metadata could 
have the data about e.g. the file’s substance, target group and confidentiality level. Matching the 
attributes of subject and metadata of the object for the purpose of access control would be much 
easier in this case. We could for example prevent children under certain age to access data with 
violent or sexually abusive content. A pet owner from Park Allé in Copenhagen, could e.g. get rid 
of all irrelevant information, and get access only to pet-food shops located in Copenhagen, if she 
simply wants to purchase food for her pet. 
                                                 
49 Schemas that define structures in which the data is stored. More about metadata in chapter Names and Directories. 
50 Source: http://www.cs.sunysb.edu/~stoller/cse394/ 
51 Wang et.al. A Logic-based Framework for Attribute based Access Control. Source: 
http://csis.gmu.edu/faculty/jajodia-fmse-2004.pdf 
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An example of ABAC is Richard Fernandez’s case study52 of Enterprise Dynamic Access Control 
(EDAC).  
 
Unlike other RBAC systems, the EDAC powerful role and permission assignment technology is 
capable of evaluating resource access based on the following criteria: 
 

• Attributes 
• Environmental 
• Business rules 
• Questionnaire 
• Workflow 

 
This type of meta-database access control (MDAC) evaluation capability is quickly growing as a 
necessary requirement. Currently customers are encountering problems with niche access control 
solutions that only satisfy portions of their requirements. EDAC offers a comprehensive solution 
with an extensible framework.53

 
Several attribute-based access control models have been defined in the literature i.a. Digital Library 
Access Control Model - DLAM (Adam et al., 2002), Attribute-Based Access Matrix model – 
ABAM (Zhang et al., 2005), but the researcher won’t go deeper into this research. 
 
Another example of Attribute Based Access Control’s flexibility is the ABAC-specific term called 
Environment Attribute. Environment attributes describes the operational, technical, or situational 
environment or context in which the information access occurs, e.g. current date time, current 
threat level, network security classification,54 etc. 
 
While RBAC just need a role name to allocate a resource to the user, the ABAC requests number of 
attributes to validate if a person can be authorized to get a role assigned and access the 
resource/service. The attributes represent a particular user identity, presented by a digital credential. 
The process of validation is dynamic; a user wants to access a resource. Presenting her credentials, 
she is triggering a session. A session then requires certain attributes both from the user’s profile, 
and from the external sources, such as environment, business policy, etc. If validation requirements 
are met, a user is given the permission to access resource/service. ABAC grants access to services 
based on the attributes possessed by the requester and external parameters. Objects are described 
and stored in metadata directories. Graphic overview of ABAC permission granting and denying 
procedures presented bellow:  
 
 
 
 

                                                 
52 Fernandez, Richard Enterprise Dynamic Access Control (EDAC)- Case Study, a study made for U.S. Navy, source: 
http://csrc.nist.gov/rbac/EDACcase-study.pdf 
53 Source: http://csrc.nist.gov/rbac/EDACv2overview.pdf 
54 Source: lotos.site.uottawa.ca/ncac05/yuan_18500229.ppt 
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service requester’s attributes 

  
As ABAC is taking parameters and attributes other than that of a user, it has the capacity to solve 
access rights obstacles in relation to digital rights management. 
 
Digital Rights Management  
 
DRM is a system for specifying and managing rights – but not the same kind of rights as in 
authorization. Typical examples of DRM can be fond in entertainment industry, e.g. watching a 
right protected content over the net. 
 
Authorization rights typically center around weather a subject is allowed to read, modify, or create 
objects…In DRM, we often want to give specific rights (for example, the right to view but not copy) 
to specific people (Ted in accounting or a particular customer) for specific time periods (for the 
next two hours or three more times). That makes the task much more difficult… The problem can be 
made tractable by being able to build general licenses and derive specific licenses from them 
automatically. (Windley, 2005, p.95) 
 
In DRM systems it is not possible to separate rights from the objects being protected (as in 
authorization rights). Separation of rights increases the ability of operators to take protective action. 
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Entertainment industry as well as other service providers would like to keep control over their 
products. At the same time they want to use the Internet, with all its users as a distribution channel. 
In order to make it happen they need to publish the metadata related to their product/service. 
Users/consumers, on the other hand need means to search for services and analyze the search 
results. Both providers and consumers need the context and the mean to control the access. Service-
Oriented Architecture – SOA is the context; how the access can be controlled in such a context  
has to be explored.  
 
Access Control and Service Oriented Architecture 
 
Wikipedia describes Service-Oriented Architecture (SOA) as a software architectural concept that 
defines the use of services to support the requirements of software users. In a SOA environment, 
nodes on a network make resources available to other participants in the network as independent 
services that the participants access in a standardized way. Most definitions of SOA identify the use 
of Web services (i.e. using SOAP55 or REST56) in its implementation57.  
 
According to Eric Yuan and Jin Tong, Canadian researchers58, Web Services are modular XML-
based applications using standards and technologies for distributed computing 

• Defined with WSDL59 
• Published in UDDI60 
• Invoked via SOAP 

 
Unlike traditional point-to-point architectures, SOAs comprise loosely coupled, highly 
interoperable application services. These services interoperate based on a formal definition 
independent of the underlying platform and programming language (e.g., WSDL). The interface 
definition encapsulates (hides) the vendor and language-specific implementation. A SOA is 
independent of development technology (such as Java and .NET). The software components become 
very reusable because the interface is defined in a standards-compliant manner. So, for example, a 
C# (C Sharp) service could be used by a Java application61. 
 
The SOA is based on Web Services standards - SOAP for invocation, WSDL for interface definition, 
and UDDI for service discovery, all of which use XML as the communication format. 
These standards remove any dependence on machine architecture and operating system, making 
composition of independently developed components far easier62. 
 

                                                 
55 SOAP - Simple Object Access Protocol is by W3C defined protocol for exchanging XML-based messages over a 
computer network, normally using HTTP. Source: Wikipedia 
56 Representational State Transfer (REST) is a software architectural style for distributed hypermedia systems like the 
World Wide Web. Source: Wikipedia 
57 Source: http://en.wikipedia.org/wiki/Service-oriented_architecture 
58 Source: lotos.site.uottawa.ca/ncac05/yuan_18500229.ppt 
59 The Web Services Description Language (WSDL) is an XML format defined by W3C, published for describing Web 
services. Source: Wikipedia 
60 UDDI is an acronym for Universal Description, Discovery, and Integration – A platform-independent, XML-based 
registry for businesses worldwide to list themselves on the Internet. There is also a global UDDI registry, called a UBR 
(Universal Business Registry) that is hosted by IBM, Microsoft, SAP and Fujitsu. Source: Wikipedia and 
http://www.soaprpc.com/faq.html 
61 Source: http://en.wikipedia.org/wiki/Service-oriented_architecture 
62 Source: http://www.hpl.hp.com/techreports/2006/HPL-2006-3.pdf 
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The main feature of SOA is disappearance of network, system, and enterprise virtual boundaries. 
HTTP/SOAP access is being conducted through conventional firewalls. The access is getting more 
peer-to-peer63, and security information management is getting decentralized. A relationship 
between consumers and providers is not a necessity in SOA. Web services are searched and 
discovered dynamically via UDDI. 
 
In order to define tailored, dynamic, fine-grained access policies, rich semantics needs to be 
defined. The big challenge of most existing perimeter-based it-systems is how to match these new 
requirements SOA is outlining for modern access-control systems. At SOA platform, an access 
control model and architecture that meet these challenges is needed. Access control within this 
context is meant in a broader sense; the process includes both authentication and authorization. 
Identity management is part of this process and one of the cornerstones of access control.  
 
End-to-end consumer-to-provider information security is a must, if we want to preserve trust in 
information systems of tomorrow.  One of the biggest challenges for IM is how to match new 
requirements SOA is putting over for modern access-control systems. How can we define access 
control mechanism in SOA context? Let us first look at the main issues and position of access 
control within SOA. An overview is given on the figure below: 
 

                                                 
63 A peer-to-peer (or P2P) computer network is a network that relies on the computing power and bandwidth of the 
participants in the network rather than concentrating it in a relatively low number of servers. Source: Wikipedia 
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In the past decades we have been witnessing rapid growth in number of users, IT-systems, and data 
volumes in particular. Hence it is getting more and more complicated to administer who has access 
to what as for traditional silo architecture both users and resources need to be administered 
separately for each system. According to NIST64 the amount of privileges are almost doubled 
yearly. Therefore the need for more structured administration of users’ rights and privileges has 
become a focal point. The main two problems with traditional the access control models today are 
that they are mostly static and coarsely grained; they are not well-suited for the service-oriented 
environments where information access is dynamic and ad-hoc in nature. 
 

                                                 
64 NIST – National Institute of Standard and Technology (USA) 
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The only way forward is building up the common platform for service providers and service 
consumers, and that means open-systems and common standards for interoperability of IM systems. 
We need common standards for access control that have the potential to match modern business 
requirements of SOA. Standardization of naming and directories in SOA context is one of the 
important issues.   
 
Names and Directories 
 
Names provide convenient handles for large, complex things – allowing them to be manipulated 
and referenced by some short, easy-to-remember string, instead of a longer, unwieldy 
representation… Names also disassociate the reference from the thing itself, so that the underlying 
representation can change without changing the name. – e.g. domain names. They can stay the 
same when the underlying IP changes, and the users won’t know the difference. (Windley, 2005, 
p.75) 
 
Namespaces are the virtual spaces where names have meanings and are unique. They are also called 
“domains”. Namespaces can be flat or hierarchical. A flat namespace is e.g. a username on a 
standalone computer, while a file system or domain-names on the Internet are examples of a 
hierarchical namespace system. Two known examples of global namespaces are URI – Uniform 
Resource Indicator and URL – Uniform Resource Locator.  
 
Directories are structures of names set in certain order to be accessible for subjects or distributed 
applications. These, usually hierarchical structures are set in structured repositories, some kind of 
schemas that are centrally manageable, with provided possibility of querying the entries. The 
schemas define structures in which the data is stored. These schemas of directories are often called 
metadata.  
 
Metadata defines the overall relationship of each piece of data stored in each entry in the directory 
to the others… Directories are useful for a wide range of IT and business needs. As such, 
directories are a critical part of the identity management infrastructure in most organizations. 
(Windley, 2005, p.78) 
 
Directories may at first glance seem similar to databases, but they are not. There are many 
differences between directories and databases: 
 

• Directories are usually hierarchical, and databases are usually relational. 
• Retrieval is more important than updating in a directory 
• Directories usually stores many small files, and databases usually stores less amounts of 

larger objects. 
• Directories do not usually support transactions 
• Directories offer extensive support for matching, partial matching, filtering, and other 

querying operations. 
• Directories usually have preconfigured schemas making them instantly usable for common 

purposes but not very customizable, whereas databases usually require a lot of schema work 
before any data can be stored. 

• Directories are intended for external, wide-area use by default. 
• Directories are simpler to manage than relational databases. 
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• Directories are easier to replicate for redundancy and performance reasons. (Windley, 
2005, p.79) 

 
Some examples of directories are:  
 

• Domain Name System 
• RMI – Registry 
• X.500 
• LDAP 

 
RMI is the Java Remote Method Invocation facility that provides the groundwork for creating 
client-server architectures over a network. RMI Registry is the RMI directory. (Windley, 2005, 
p.82) 
 
X.500 is a series of computer networking standards covering electronic directory services.65

 
LDAP is the acronym of the Lightweight Directory Access Protocol66. It was created to facilitate 
client access to X.500 directory services specification on mainframe machines. It is made for 
querying and modifying directory services. It is running over TCP/IP and it specifies API for clients 
in the client-server architecture.  
 
Over time, LDAP have evolved to be a complete directory service, which specifies a network-based 
server with hierarchical namespace, as well as a method for doing referrals to other directories so 
that multiple LDAP servers can cooperate to create a single virtual namespace from the 
namespaces of the individual servers. (Windley, 2005, p.83) 
 
For aggregation of identity data, organizations have following four choices: 

• Build a single central identity data store. 
• Create a metadirectory that synchronizes data from other identity data stores in the 

enterprise. 
• Create a virtual directory that provides a single integrated view of the identity data stores in 

the enterprise. 
• Federate directories by tethering67 identity data stores together.(Windley, 2005, p.84-5) 

 
Metadirectories are collections of directory information from various, diverse directory sources. 
The information from those directory sources is aggregated to provide a single view of the data. 
(Windley, 2005, p.85) 
 
With metadirectories the enterprises can collect information from existing directories into a single 
identity store that can be used as if all the data was stored in a single directory. 
 
Advantages of metadirectories: 
 

• A single point of reference for applications. 

                                                 
65 Source: http://en.wikipedia.org/wiki/X.500 
66 Its current version is LDAPv3, as defined in RFC 3377 
67 Tether = fasten with rope or chain 
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• A single point of administration helps data maintenance 
• Redundancy can be eliminated 

 
Challenges in building metadirectories can be divided into two main categories: governance and 
technical.  
 

• Governance challenges with metadirectories: information ownership, interorganizational 
administrative responsibilities, namespace choices, data formats and schemas, legal 
requirements, and information security 

• Technical challenges: the architecture of the metadirectory, namespace normalization, 
protocols, and procedures for data synchronization. (Windley, 2005, p.85) 

 
An example of two directories aggregated into a single metadirectory is shown on the figure below: 
 

X.500 

Metadirectory 

LDAP 

Payroll directory HR directory 

Figure: Metadirectory aggregating data from two directories, using different standards. 
(Inspired by Windley, 2005, p.86) 

 
There are a number of difficult tasks in creating a metadirectory. Eliminating namespace conflicts 
between aggregated directories is the one. Another difficult task is providing a mapping between 
the metadirectory namespaces and the underlying namespaces in such a way that attributes are 
meaningfully integrated, also called attribute validation. A third problem is data synchronization. 
 
Virtual directories are similar to metadirectories. They represent a real-time interface to underlying 
identity data view of multiple directories using real-time queries, while metadirectories uses 
software agents to replicate and synchronize data. Virtual directories are used typically in cases 
where real-time access to frequently changing identity data is important. (Windley, 2005, p.88) 
 
Interoperability Standards 
 
Interoperability is the most significant challenge to any enterprise contemplating building an 
identity management infrastructure.(Windley, 2005, p.98). 
 
We wouldn’t have to have interoperability and standards if we would just have single Web Service 
provider. A simple security policy would be enough. The fact that we actually have a number of 
Web Service providers makes things more difficult. Sometimes we have a situation where a 
document is being passed around by different services. The transport layer security mechanisms 
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only secure the information exchange between two application endpoints; they do not provide an 
end-to-end security model. 
 
In XML level security, also called Message level security, the security information and access 
policies are bundled in the message itself. There is a long list of standards in this space, though the 
ones that have some market acceptance at the moment are XML-Encryption, XML-Signature (also 
used as a part of WS-Security) and SAML.68

 
The basic security standards for messages are: 

• XML-Signature  
• XML-Encryption  
• WS-Security  

 
Security token standards aim to enable interoperable authentication and authorization across 
systems. This is done by having security tokens bundled along with a SOAP message, and these 
tokens can be in any format, such as: 
 

• X.509 certificates  
• Kerberos tickets  
• SAML assertions  

 
X.509 and Kerberos have been around for a long time- they pre-date Web Services. SAML (Security 
Assertion Markup Language) is however getting a lot of commercial attention, and has a number of 
implementations. There is another standard with some overlap to SAML called XACML (eXtensible 
Access Control Markup Language), which, as the name suggests, is an access control rule 
language69. 
 
Standards such as XML Encryption, XML Signature, SAML, and XACML are important factors in 
the interoperability of components in an enterprise-wide digital identity infrastructure. 
 
XML Signature is a standard that ensures message integrity and prevents repudiation of message. It 
is XML syntax for digital signatures, describing how a digital signature can be applied to XML 
documents. <signature/> block contains XML Signature, that consists of three elements, containing 
reference to signed data, actual signature, and key information to validate the signature. 
 
XML Encryption is used to ensure confidentiality of a XML document. It specifies how an XML 
can be used to represent a digitally encrypted web resource, including another XML document. 
There are two ways to do so:  
 

1. An XML document can be fully or partially encrypted, sent over the Internet, to be 
decrypted on the other end.  

2. The transmission channel can be encrypted (e.g. by using SSL)  
 

                                                 
68 Source: http://www.soaprpc.com/archives/000002.html 
69 Source: http://www.soaprpc.com/archives/000002.html 
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A problem of the second way is that the document has to be decrypted showing a message in the 
clear on each intermediate machine. Encryption/decryption requires computational power, and 
therefore slows down the transport.  
 
WS-Security is a protocol neutral mechanism for securing SOAP messages. It builds upon XML-
Signature and XML-Encryption, and also specifies how security tokens can be associated with 
messages.70

 
All federated identity models are based on interoperability and existence of an identity management 
infrastructure. Interoperability includes defining and adopting standard languages and protocols for 
interchange of identity data. OASIS, the Organization for the Advancement of Structured 
Information Standards71 is the international organization for standardization that has come furthest 
with the development and application of open-source standards. SAML, SPML - Service 
Provisioning Markup Language, and XACML are Oasis standards that enable interoperability 
between identity systems. Number of protocol standards have emerged from other standards bodies 
like the W3C72, and the Liberty Alliance.  
 
SAML is a well developed, mature standard widely accepted by all major players at international 
business scene. The standard is also declared mature by ITST and as such part of Danish Reference 
Model (RM). The other two standards are not yet considered as fully mature, but they are needed to 
complement SAML. All above mentioned standards are based on XML. XML (eXtensible Markup 
Language) is used for designing standards, and is very flexible because of its well developed tools.  
 
Security Assertion Markup Language – SAML 
 
Modern distributed and automated identity management systems need a structure for creating and 
distributing authentication and authority assertions. 
 
SAML represents standardized way to use XML to represent security credentials. The SAML 
specification also defines a protocol for interchanging credential data between requester and a 
SAML authority service. In practice, SAML usage is straightforward. A client makes a request 
about a subject to a SAML authority, and the authority returns assertions about the identity of the 
subject for a particular security domain. (Windley, 2005, p.102) 
 
Three types of SAML authorities exist: authentication authorities, attribute authorities, and policy 
decision points (PDPs). These three types of authorities return three distinct types of assertions: 
SAML authentication assertions, SAML attribute assertions, and SAML authorization assertions. 
The last one is returned by PDP, a place where decision about permissions are taken. 
 
The current version of SAML specification, SAMLv2 specification, states that assertions contain 
the following common elements: 
 

• Issuer ID and issuance timestamp 
• A globally unique assertion ID 

                                                 
70 Source: http://www.soaprpc.com/archives/000002.html 
71 OASIS is a non-profit global consortium that drives the development, convergence and adoption of e-business 
standards, more into at www.oasis-open.org 
72 W3C is acronym for World Wide Web Consortium, more info: www.w3.org 
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• Subject, including a name and security domain and optionally the subject’s authentication 
data 

• Optional, additional information provided by the issuing authority; this is called advice 
• Conditions under which the assertion is valid such as the assertion validity period (e.g., 

NotBefore and NotOnOrAfter) 
• Audience restrictions 
• Target restrictions such as the intended URLs for the assertion 
• Application-specific conditions (from OASIS’ SAMLv2 specification73) 

 
SOAP and Web-browsers use SAML. SAML can be used to create a single sign-on between two 
web sites, using different profile systems. Here is a simple example given by Windley:  
 
The pull profile uses SAML artifacts (in essence, tokens) that are passed from one site to another 
using URL query string. The site making the assertion (the source site) creates a link to the 
destination site containing the artifact in the URL, and when the user clicks on it, the destination 
site receives the artifact as part of the HTTP GET request. The artifact is a key that the second site 
can then use to pull the actual assertion from the source site. (Windley, 2005, p.104) 
 
 

Web site 1 Web site 25

4

31
Ann’s browser

2

Figure: Browser pull profile (Inspired by Windley, 2005, p. 105) 
1. Ann logs-on to the site 1, being authenticated 
2. Site 1 provides link to the site 2 
3. Ann clicks on the link and the artifact gets transferred to site 2 
4. Site 2 makes SAML request using artifact 
5. Site 2 receives an authentication assertion, and she can use the 

services on the site 2 without signing on the site 2 directly. 

 
Alternative to HTTP GET, it is possible to send an assertion to the destination using HTTP POST, 
pushing the assertion using HTTP form mechanism. The push profile example is given on the next 
figure: 

                                                 
73 Assertions and Protocols for the OASIS Security Assertion Markup Language(SAML) V2.0, OASIS Standard, 15 
March 2005, see: http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf 
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Web site 1 Web site 2

31
Ann’s browser

2

Figure: Browser push profile (Inspired by Windley, 2005, p106) 
1. Ann logs-on to the site 1, being authenticated 
2. At some point site 1 returns a HTML form containing the complete 

digitally signed identity assertion 
3. Ann submits the form. Site 2 checks the signature, and being 

satisfied with the credentials processes Ann’s request 

 
 
Beside browsers use of pull and push profile, SOAP messages can use SAML for direct request and 
response. 
 
The primary benefit of SAML is that the security context for a subject travels with the subject (in the 
form of the assertion) so that a new context doesn’t need to be recreated at each associated site. 
This reduces the need to store and synchronize identification, authentication, and authorization 
information at each site. The data is more secure, single sign-on can be implemented, attribute-
based authorization can be supported, and multiple service providers can be federated using the 
same language and protocols.(Windley, 2005, p.107) 
 
As we have seen, SAML is “a means” or “an envelope” for interchange of the identity information.  
 
Let us now look at the motivation for inventing a standard for identity provisioning. Why is the 
standard to be used consistently across organizations needed? 
 
Service Provisioning Markup Language – SPML 
 
In this connected world, organizations have linked their supply chains and increasingly use each 
other's systems to extract maximum efficiencies and productivity from the combined resources. A 
standard that is used uniformly helps achieve the management of provisioning across different 
organizations and disparate systems.74

 

                                                 
74 Source: http://www-128.ibm.com/developerworks/xml/library/x-secspml1 
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A unified way to make provisioning of user identities need to be set for various systems, enabling 
automated provisioning. Automated provisioning is supported through the use of provisioning 
standards. SPML, or Service Provisioning Markup Language, is an XML-based language for 
exchanging provisioning requests and responses. SPML or something like it, will be necessary to 
create automated identity systems. The goal of the SPML specification is to support the automation 
of all aspects of managing an identity throughout its entire lifecycle, including creating, amending 
or revoking the identity. (Windley, 2005, p.107-8). SPML is as stated earlier an open standard75 
defined by OASIS. SPML is getting widely adopted, i.a. by IBM. They are working on the 
implementation of the SPML architecture, as shown on the figure below.  

Figure: SPML Architecture (source: IBM) 

 
SPML is made up of three primary components, see figure above: 
 

• Requesting authority (RA) – the entity making the provisioning request 
• Provisioning Service Provider (PSP) – a SPML-enabled software service that responds to 

SPML requests from the RA. 
• Provisioning Service Target (PST) – the entity that performs the provisioning. Sometimes 

the PSP and PST are the same software agent, but they needn’t be. The crucial difference is 
that while the PSP is required to understand SPML, the PST is not. So the PSP may be a 
front-end for other software services that do not understand SPML.  

 
                                                 
75 Specified at http://www.oasis-open.org/specs/index.php#spmlv1.0 
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Like SAML, SPML defines a request-response protocol, with the RA making a request, in SPML, 
and the PSP returning a response or appropriate error code, in SPML.(Windley, 2005, p.108) 
 
SPML requests take one of several forms (Windley, 2005, p.110): 
 

• <addRequest/> Used to request the creation of an account 
• <modifyRequest/> Used to request that an account be updated 
• <deleteRequest/> Used to request that an account be deleted 
• <searchRequest/> Used to query PSP about accounts and their properties 
• <schemaRequest/> Allows an RA to request the provisioning schema from the PSP’ 

 
Here follows an example of practical use of SPML76: Now assume that you are a human resources 
(HR) rep and you want to create an e-mail account for the new employee. You call the mail server 
administrator. Your conversation with the administrator may go as follows: 
 

  
You: A new employee has joined the 
organization. I want to get his e-mail account 
created. What information do you need from me 
to set up the e-mail account?  

 

 Admin: Please give me the employee's full name, 
preferred e-mail ID, a description of the job 
roles and responsibilities, and the project to 
which the employee is assigned.  
 

You: Sure. (You provide all the details.) Please 
let me know when the account is created. Also 
let me know if any restrictions apply to the 
account.  

 

 Admin: I will get back to you when the mail 
account is created. I will also send applicable 
restriction details.  

 
Table: Traditional way of user profile provisioning example77. 

 
In the SPML world, this conversation gets reduced to a SOAP-encoded SPML message exchange 
between two systems -- the HR system and the mail server in which e-mail account of the new 
employee is to be created. The sequence of the SPML messages exchanged is as shown below. 
 

                                                 
76 made by IBM’s Manish Verma 
77 Source: http://www-128.ibm.com/developerworks/xml/library/x-secspml1/ 
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SPML message 1: The HR system (RA) 
sends a SchemaRequest to the PSP 
responsible for managing the mail server 
(PST) to find out what the mail server 
needs to create a new e-mail account. 

 

 SPML message 2: The PSP sends a 
SchemaResponse back to the HR system. This 
SchemaResponse includes details of the information 
required by the mail server (PST) for mail account 
creation. 

SPML message 3: Based on the schema 
received in SchemaResponse, the HR 
system (RA) sends an AddRequest to 
the PSP for adding a new mail account.  

 

 SPML message 4: The PSP initiates the process of 
creating the e-mail account by calling the mail server 
APIs directly, or by further passing an SPML 
AddRequest to the mail server. The PSP simply 
records the e-mail account creation details in a file. 
The PSP sends an AddResponse message back to the 
HR system with the specifics of the applicable 
restrictions.  

 
Table: Modern way of user profile provisioning example using SPML messages78. 

 
eXtensible Access Control Markup Language – XACML 
 
IT policies are constantly changing trying to mirror changes at structural and business level. Once 
changed these changes have to be applied on each and every part of the IT-infrastructure. If an 
organization is huge, implementations of access-control policies update seems like Sisyphus’ 
work79, as the policies are expected to change even more often in the future. IT professionals need 
standards for storing and sharing access-control policies. To fulfill this need several standards are 
proposed. Out of open-source standards, the most advanced is again OASIS’ eXtensible Access 
Control Markup Language (XACML)80. If XACML is applied, each of organizational policy 
decision point (PDP) could use a single policy distributed from Policy server without continuous 
manual configuration and reconfiguration. The ideal situation is shown on the figure below: 

                                                 
78 Source: http://www-128.ibm.com/developerworks/xml/library/x-secspml1/ 
79 Referring to Greek mythological figure who was trying to fulfil impossible task over and over again 
80 Specified at http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml 
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Figure: Policy server distributing policy changes to all network elements using XACML 
(inspired by Windley, 2005, p112) 

 
 
Whereas SAML provides a format for exchanging identity and access information, XACML 
provides a format for describing what to do with that information… (Windley, 2005, p. 112) 
 
The adoption and wide-scale use of standardized languages by both vendors and users of products 
that operate at all phases of the identity lifecycle will do much to automate the routine operational 
tasks of identity management. Interoperability standards and common infrastructure are main 
enablers leading to federating identity. 
 
Federated Identity 
 
Federated identity is a situation where trust between organizations exists, the interoperability 
standards are adopted, the infrastructure is established and the identity domains cooperate. Road 
towards federated identity is not paved yet, and many challenges need to be addressed, but huge 
benefits can be expected in return. Let’s address some of technological challenges. 
 
If we would want to organize a centralized digital identity system, some challenges would appear. 
The main problem with centralized digital identity systems is that they do not scale. All local 
identifiers would have to be converted to a single standardized ID, or a new mapping database must 
be created to each and every repository. This leads us to the issue of who will finance these 
transformations or the creation. Validity of a central ID repository would be both difficult and 
costly to maintain. The pace of changes is rapid, and adding a new user, a new application, or even 
a new function within an application, would cause a problem for the central administration. 
 
To sum up there are two primary problems with centralized digital identity systems: 

• All local identifiers must be converted to a single canonical ID, or a new mapping database 
must be created. 
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• When the system is in place, changes at any one point ripple out through the network. 
Adding a new user, a new application, or even a new function within an application, 
requires a new round of talks to ensure the central ID remains valid. (Windley, 2005, 
p.119). 

 
Ethernet inventor Robert Metcalfe has said: The value of a network grows as the square of the 
number of its users.81 With this he meant that the more users of a network that can communicate 
with one another, the more useful the network is. Windley comments: the value is the number of 
potential relationships, not the number of nodes. (Windley, 2005, p.120). Today the development of 
potential relationships is seriously halted by the difficulties of digital identity problems, or better to 
say inability to broaden the relationships’ circle. 
 
Windley argues that a true solution for a collaborative identity system cannot be a centralized one. 
A centralized solution would be a huge “honey pot” for attackers, prone to commercial and political 
abuse and single point of failure. Therefore he thinks the only solution for system interoperability, 
is federated identity.  
 
Federation defines processes and supporting technology so that disparate identity stores can 
cooperatively solve identity tasks…Federation means that local identities and their associated data 
stay in place, but they are linked together through higher-level mechanisms… The primary tenet of 
centralized identity is the creation of a single, globally unique identifier. Various identities on other 
systems are then mapped to this global identifier. (Windley, 2005, p.119).  
 
Metadirectories and virtual identities are mechanisms that were made in order to have a single view 
of an organization’s identity infrastructure. An alternative approach is to leave the repositories 
distributed in their location, and instead create the processes and technologies to link them together. 
 
A lack of reliable and practical identity check is choking the development of web-services. 
Federated identity systems can address the problem without the associated inefficiencies and costs 
of centralized identity solution. Some requirements, such as basic operational standards, 
certification and auditing, security, fraud prevention, and privacy protection, are common across 
any digital identity system. A federated system provides an umbrella of common policies and 
mechanisms across disparate local identity systems. (Windley, 2005, p.122). In order to achieve 
digital identity federation, apart from loosely coupled software architecture for automatically 
exchanging identity information between heterogeneous systems, interoperability standards are 
must.  
 
As it was shown in the previous chapter, OASIS has done a good job in standardization of e-
business driving the development, convergence and adoption of standards such as SAML, SPML, 
and XACML. There are other two other primary organizations driving development of standards for 
federation: Microsoft-IBM alliance, and the Liberty Alliance project. The former82 were primus 
motor for the development of the WS-* security standard suite, and the letter have been working on 
Identity Federation Framework83 (ID-FF), Identity Web Services Framework (ID-WSF), and 
Identity Services Interface Specifications (ID-SIS). The Liberty Alliance Project is an alliance of 
more than 150 companies, nonprofit and government organizations from around the globe. The 
                                                 
81 Also known as Metcalfe's Law 
82 along with 15 partners 
83 ID_FF is incorporated into SAML 2.0 
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consortium is committed to developing an open standard for federated network identity that 
supports all current and emerging network devices.84

 
There are many other projects working in the same field. Shibboleth is a project of 
Internet2/MACE, is developing architectures, policy structures, practical technologies, and an open 
source implementation to support inter-institutional sharing of web resources subject to access 
controls. In addition, Shibboleth will develop a policy framework that will allow inter-operation 
within the higher education community85. It is basically open source middleware software which 
provides Web Single Sign On across or within organizational boundaries.  
 
The emergence of overlapping specifications is likely to complicate the process of establishing true 
standards for Web services security and identification, analysts say. Every bigger player has interest 
to keep control over the standards. They see making standards as a profitable activity where winner 
takes it all. A lot of competing standards slow down the pace of development making people aisle, 
waiting to see which standard will prevail. It seems that OASIS is getting the most respectable 
organization, unifying interests of big players. If we want to see faster progress in Web service 
development, the major players, OASIS, Microsoft, IBM, Sun, Liberty, etc. will have to find ways 
to move faster toward convergence of their specifications. 
 
We have seen that in addition to standards and technical requirements, establishing a federated 
identity requires expertise, best practices, and a lot of negotiation between different stakeholders. 
Sometimes two or more organizations are interested in enhancing their cooperation and can decide 
to form federated identity. This case is called ad-hoc network. Sometimes a big organization is 
dictating the federation to its suppliers and smaller partners. There we have hub-and-spoke system 
of federated network appearance. The third case is when an independent, usually government 
organization, such as ITST, makes a reference model for other public organizations. This case is 
called Identity Network. 
 
A prerequisite for any of these patterns is an establishment of a trust relationship. In the first and 
last case trust is established through agreements. In the second case trust is imposed to smaller 
players by the bigger ones. Federated identity cannot establish trust – it can only communicate it… 
Digital identity is not something necessary for a single business process or relationship; it is a 
fundamental element of the emerging world of decentralized business. (Windley, 2005, p.130) 
 
The environment for identity federation should be subject of regular quality-control. Only then, the 
stakeholders can be sure that the identity network can mitigate the risk of fraud or security breaches. 
The risk assessment must be well done, giving an estimation of the likely damages of any breaches 
that can occur. 
 
It is clear that digital identity establishment is an ongoing process.  It sets significant demands to 
system quality. As companies link themselves more closely with their customers, employees, and 
partners, federated identity mechanisms must scale to accommodate new demands and counter a 
wide variety of threats. (Windley, 2005, p.132) 
 
 
 
                                                 
84 More about the project: http://www.projectliberty.org/resources/specifications.php 
85 Source: http://shibboleth.internet2.edu/about.html 
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Architecture for Digital Identity 
 
Let us now come back to the enterprise level architecture. Process of building of the Identity 
Management Architecture (IMA) is a question of choice of structural approach. In his book Digital 
Identity, Phil Windley has come up with his proposal of the model and the governance of IMA 
building projects. His proposal is similar to many big enterprise restructuring projects, and seems 
very good example of a well structured approach. Next couple of chapters will therefore mainly 
follow his approach to IMA. IMA is seen here as a part of overall enterprise architecture. 
 
Enterprise architecture is a set of standards and rules that creates an interoperable and flexible 
enterprise-wide IT infrastructure. (Windley, 2005, p.133). Architects are doing the standardization, 
certification, and management of enterprise networks. Most of organizations today think short-term, 
when it comes to IT investments. They make ad-hoc solutions, solving short-term problems, and 
therefore many of the enterprise systems get unstructured all too soon. Long-term objectives in 
implementations are rarely met; quality assurance is not always done thoroughly, and therefore IT 
systems become difficult to maintain and scale. 
 
Identity Management Architecture vs. Information Security Planning 
 
IMA is the governance and modeling tool made to support the business. It is a coherent set of 
standards, policies, certifications, and management activities. These are aimed at providing a 
context for implementing a digital identity infrastructure that meets the current goals and objectives 
of the business, and is capable of evolving to meet future goals and objectives. (Windley, 2005, 
p.134) 
 
The purpose of an IMA is creating a digital identity infrastructure that gets employees, customers, 
partners, and suppliers to the resource they need…. An IMA creates a plan that allows features 
such as single sign-on and federated identity management to work reliably. (Windley, 2005, p.135, 
136). 
 
As previously mentioned, information security is concerned with digital identity issues, and vice 
versa. Identity management needs to comply with the requirements for the desired level of security. 
ISP – Information Security Planning could therefore easily be included in the process of building an 
IMA. At first sight IMA looks very much alike ISP, but there are significant differences between 
the two. While an IMA requires a functional business plan – ISP rarely mentions business plans. An 
IMA strategy considers long-term business goals involving employees, partners, suppliers, and 
customers – ISP usually neglects these factors, and often considers them as obstacles. IMA requires 
that resources and entities are defined first – ISP first and foremost considers perimeter defense. An 
IMA identifies dependencies between identity data and systems… an ISP emphasizes projects that 
are deemed critical, without considering dependencies between data and systems. (Windley, 2005, 
p.134) 
 
Building of an IMA has no alternative. One of the biggest benefits of an IMA is allowing the 
organization to focus on the positive aspects of digital identity in creating value. (Windley, 2005, 
p.135). In the long run, the establishment of an IMA leads to increased information security. 
Increased security does not have to come at the cost of user convenience…A properly implemented 
digital identity infrastructure allows information to flow more freely, while keeping it within the 
bounds set by the digital identity management policy. (Windley, 2005, p.135-6). 
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On the way towards building an IMA, each organization has to restructure its process of designing 
identity records, inventories and other structural information related to use of standards. As a result 
of this evolution path, an overview of data is provided and the costs in managing identity are 
reduced. Part of an IMA’s plan should take external requirements from partners and governments 
into account. The purpose of the plan is not only the management, but also control of the access to 
resources. The IMA’s ultimate determining factor should be business policy and business prospects 
as seen from management perspective. Designed in accordance with current business strategies, 
products, markets, mergers and acquisitions, an IMA enables a more agile enterprise that easily 
accommodates all changes of business strategy and environment, enabling business agility. 
 
IMA building always should start with raising the management’s awareness for the need for identity 
management. Management should be able to understand the importance of the project and set 
realistic expectations of short-term costs and benefits. The first step towards IMA is that that all 
relevant players have agreed to follow the same standards. In the second step, the management has 
to show support and obtain the resources necessary to ensure the success. The IT department must 
be fully involved in the process. The management has to determine and follow-up with the roles and 
responsibilities assigned to team members. 
 
The major obstacles for successful project implementation can be i.a. mistrust, fear of loss of 
control, inexperience, lack of training, severe chronic resource shortages, etc. Other obstacles may 
include arrogance on the part of the IT organization – the “we know best” mentality, corporate 
politics and players with other motivations, fixation on short-term return on investment (ROI), 
acceptance of the status quo, and recent visible failure at IT planning. 
 
Components in an Identity Management Architecture are given below (Source: Windley, 2005, p. 
141): 
 

 

Identity Management Architecture 

Data Architecture 

Technical Reference Architecture

Process Architecture 

Figure: Components in Identity Management Architecture  
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Windley says that creating an IMA Strategy requires following key steps86: 
 

• Governance 
• Business context 
• Resources 
• Policy 
• Interoperability framework 
• Reference architecture 

 
Let’s look at the issues of Governance and Business modeling 
 
Governance and Business modeling of enterprise architecture 
 
As any other process IMA lifecycle has its phases. It starts with modeling of business processes, 
data, technological choices, and then moves to planning and documenting, resulting in creation of 
policies.  
 
The result of the next phase is the review and once done, model, plan, documents and policies get 
approved. Once approved the information is sent to the others in the organization. The plan is then 
implemented by system architects and others from the organization involved.  
 
The final phase is auditing: all the other phases influence the implementation, and auditing 
evaluates it. Thorough auditing will certainly find some errors and inconsistencies in other phases 
of the lifecycle. Audit result suggests changes, and the lifecycle starts all over again. Similar 
process of reengineering is found in many other developing processes. The IMA lifecycle schema is 
shown in the figure below.  

                                                 
86 Source: http://conference.digitalidworld.com/2004/attendees/slides/1026_1100_C.pdf 
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I
MA building should be an ever-evolving process that perfectly fits and reflects the ever-changing 
business environment. Creating of an IMA requires the help and cooperation of multiple people 
from many different organizations within the enterprise, or between the organizations. In order to 
coordinate their actions and create an atmosphere where the results will be accepted and used, the 
processes for creating the IMA, approving it, and enforcing its provisions, must be clearly 
delineated. (Windley, 2005, p.145). Many people in the organization will be given their roles in the 
process. They will probably be assigned a role in a team of specialists with clearly defined goals. 
Each team should perform its tasks in accordance to the goals in accord with other teams. The 
management as always has the ultimate responsibility that all involved teams and individuals work 
together to create an IMA. The users’ acceptance is the best attest that shows whether the project 
management team has succeeded. 

Plan and 
Document

Review and 
Approve 

 

Model 

 

Communicate 

 

Implement 
 

Audit 

Evaluation

Rapports

Figure: Identity management architecture lifecycle (Inspired by Windley, 2005, p144) 

PoliciesModel 

 
There are specific steps to take in the initiation phase to ensure a successful outcome of the IMA 
process. These are: 
 

• Develop a vision of IMA effort, and gain executive support from both IT and business units. 
• Determine appropriate governance roles and responsibilities, and determine who will fill 

these roles. 
• Determine the initial scope of the IMA work, and lay out a roadmap for future efforts. 
• Obtain a commitment for funding the IMA efforts. (Windley, 2005, p.145). 

 
The researcher won’t go into the details of these steps, but each of them involves a great deal of 
preparation, understanding, supporting, building, meeting, and negotiation. 
 
Governance of the IMA process includes two categories of roles: primary and supporting. A table 
containing the list of the primary and supporting roles for the creation of a governance model for 
enterprise architecture is given below: 
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Primary roles 
 

Supporting roles 

Audience Enterprise executive 
Champion Subject-matter expert (SME) 
Overseer Technical operations staff 
Manager Product/project teams 

IMA team Procurement manager 
Communicator Special interest groups 

Advisor  
Reviewer  
Auditor  

 
Table: IMA governance roles (Source: Windley, 2005, p.149) 

 
 
A critical success factor of the IMA creation process is to find and allocate resources. The two 
primary resources are people and computer systems. 
 
The size of teams is important. The scheduling and managing of teams larger than seven people can 
be difficult. Communication between the members must be planned well. Team members must be 
able to easily share their data and documents.  
 
Some specialist knowledge would be needed, therefore external consultants should be hired, but 
they should also be used for education of local staff, since building an in-house competency in 
identity and the processes for managing an IMA is crucial… Identity driven businesses should own 
rather than rent their identity management architecture. (Windley, 2005, p.153). 
 
Windley proposes a model that produces two important results:  
 

I. A business function matrix, and  
II. A set of guiding principles for the IMA effort 

He said that both of results are important for creating an IMA that is sensitive to business 
objectives. (Windley, 2005, p.156-159). 
 
Creating the governance process, fashioning the business function matrix, and establishing the 
guiding principles for the IMA are critical steps. They form the backdrop against which we build 
the IMA. (Windley, 2005, p.160). 
 
 
Identity Maturity Models and Process Architectures 
 
A business model should be a well documented description of people, goals, and processes of 
business units. This description is the first step in building process of the identity management 
architecture (IMA). Step two is the determination of state a company is at, regarding technology 
and processes. Step three is improving the first two steps. The system used here is called digital 
identity maturity model. 
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Mature from immature identity processes has to be distinguished, making identity process inventory 
and a plan for the improvement. Mature processes are, unlike immature, not just repeatable, but also 
measurable. The improvement will typically follow specific milestones, called ‘maturity levels’ 
where key elements are identified and defined. According to Gary Daemer87 model, four levels can 
be distinguished, see figure below: 
 

Integrated 

Standardized 

Focused 

Ad Hoc 

Figure: Levels of DI maturity (inspired by Windley, 2005, p.162) 

 
In level 1, tactical and ad hoc infrastructure design is constructed, with very few processes. Identity 
management processes and the system have been constructed without planning and structure.  
 
Level 2, ‘focused’ level have some part of identity infrastructure well designed, while others need 
improvement. Here we meet some planning and documentation, but there is very little quality 
control, leading to inconsistent performance of systems and processes. 
 
Some companies have created enterprise-wide policies, well designed processes and infrastructure. 
They have reached level 3, ‘standardized’ level. Identity management practices are consistently 
executed, but they are not easily adapted to changing business requirements. 
 
‘Integrated’ level (4) includes the companies whose processes have been automated, infrastructure 
completed, and policies matured. Here we meet repeatable, consistent practices that easily adapt to 
changing business circumstances. Identity management is optimized according to feedback from 
business, tools and metrics.   
 
Each level of the maturity model has its characteristics that cover 8 areas: business goals, policies, 
identity management, processes, identity storage, authentication, authorization, and federation. A 
detailed description of these characteristics for each level can be found in Windley’s book 
(Windley, 2005, p. 163-166). Companies can use this model by assessing the maturity for each of 
the components and set their goals accordingly.  
 
The first step of the evaluation process is identification of identity processes, making an identity 
process inventory. The next step is documentation and evaluation of identity processes. Many 

                                                 
87 Of Booz Allen Hamilton 
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factors, such as business drivers, systems and technologies, integration, metrics, etc. can be relevant 
for the evaluation. These factors can be scaled (e.g. from 1 to 10) to give better ranking 
possibilities. This method should allow us to assign an overall maturity level to the process. 
Rankings should be given by people who are not involved in performing a process day-to-day. They 
should be helpful rather than judgmental.    
 
The inventory data should not be a static, plaintext document. The best way to store the data is in 
some kind of structured way (XML or database), so that it can be searched and retrieved for future 
use, especially in improvement planning. In this way companies can spot the troublesome or costly 
tasks. Improvement of processes associated with these tasks has to be considered first. Critical 
processes must be improved first. The improvement goals could be, standardizing, replacing manual 
processes with automated self-service system or integration. To move slowly towards any of the 
goals is OK, as long as there is continuous improvement.  
 
The gap between the current state and the goal state is often fulfilled with “best practice” activities. 
Four characteristics of these activities can be noted: 
 

• Best practices build on experience of others; look what others do. 
• Best practices are documented, in such a way that others can follow. 
• Best practices are reusable, so that other groups can duplicate them.  
• Best practices are measured; metrics can be used to evaluate the practice. 

 
Best practices show that it is better to create desired process first, and then fit the technology in, 
than the other way around.  Designing a process before talking about technology, gives us a clear 
picture of requirements and systems that will meet the business needs. The process creation that 
leads us to our goal state has four steps: 
 

1. Design a process and document it. 
2. Put the process into action. 
3. Measure the results. 
4. Make changes and start again. 

 
Each company has to find out at which state of organization it is now, and where it wants to go. The 
identity maturity model is a tool, a map helping to find the shortest way to the optimal identity 
management system.   
 
 
Identity Data Architectures 
 
The ultimate goal of building data architecture is the support of business processes. 
 
Digital identities are usually stored as digital records of some kind in a memory of computers. Data 
architecture is a link that connects these data to a specific business goals and processes. It 
categorizes it, identifies metadata, and takes care of the way it will be represented later on. 
There are three important roles of data architecture: categorizing, exchanging, and structuring 
identity data.  
  

  - 76 - 



The researcher has defined digital identity as a record containing one or more names, as well as 
attributes, preferences, and traits of some person or thing. Together attributes, preferences, and traits 
can be considered as “properties”. Identity management is not only about authentication and 
authorization. It is more than that. Some examples given later on in this chapter will show this. 
 
Companies today rarely find the resources needed to clean up the data and create enterprise data 
repositories. They have data saved at different, sometimes incompatible systems. The lack of 
possibility to exchange identities on these systems results in expenses in time lost, causing 
inefficiency of business.  
 
Data architectures are built step by step. The first step is to gather identity data across the 
organization. This fundamental information identifies high-level data sources, as well as the 
documents about them. From the process inventory we can identify critical processes, and find the 
identity records linked to them.  
 
Let’s for instance look at the employee provisioning process. A new employee is not only registered 
with a unique identifier in the HR database. The employee profile is provisioned with several other 
things, such as employee ID, payroll identifier, telephone, computer and network adapter with their 
serial numbers assigned to the employee, e-mail address and phone number, each enterprise 
application the employee needs access to (ex. CRM, ERP, etc). Provisioning is a single business 
process but creates multiple identity records. The process links these records even if the 
infrastructure does not. Making the data inventory is the first step in creating identity data 
architecture. 
 
The identity data inventory should have following attributes (Windley, 2005, p.176-177): 

• Name of the data store  
• Version 
• Definition 
• Process 
• Identifiers 
• Properties 
• Owner 
• Custodian 
• Notes  

 
It may be more convenient to make a baseline data inventory together with the process evaluation. 
In this way it is possible to get a clear picture of relation between identity data and processes. 
 
Data categorization is the next step following baseline identity inventory. It can be done in three 
ways: 
 

1. Identity data audit, asking additional questions about identity data. 
2. Creation of identity map, concentrating on identity lifecycle for each data source 
3. Process-to-identity matrix, connecting the data to processes. 

 
An identity data audit should be done periodically. The purpose of the audit is maintenance of IMA, 
risk assessment of security and privacy purposes, and protection against data loss. The owner or 
custodian of the data should not be in the audit team. A number of questions concerning privacy, 
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use, storage, backup, ownership, processes, etc. should be answered. The result of the audit should 
be used for estimation of maturity level of different aspects of the identity data. The result ought to 
be shared not only with the owner and custodian, allowing them to offer feedback and correct 
mistakes, but to the number of other people responsible for building the support for the process in 
the organization. 
 
Identity map is a flowchart that shows creation, usage, and eventual deletion of identity data. 
Identity map looks much like the general data lifecycle. The map shows details about how the 
record is created, used, maintained, and eventually destroyed. The interaction between identity 
systems is clearly stated on identity maps, and the map is particularly useful when you want to do 
re-architecting.  
 
Process-to-identity matrix relates the identity to processes in a visual way. Note that some identity 
records are used by multiple processes. On the other hand different records might be serving the 
same purpose in different processes and may be combined. 
 
Result of the inventory gives us a database of identity data in use. One of our goals is to establish 
the authoritative source for each identity. Inconsistency of the data is one of the main obstacles in 
reaching the goal. Identity data can be inconsistent in five different ways: 
 

1. Inconsistent use of identifiers for the same data; e.g. there can be several data records for the 
same customer 

2. Inconsistent values for the same data in a field; A name can be stored as a single value or 
split into first and second name. 

3. Inconsistent names for fields that carry the same data; E.g. “lname” and “lastname”. These 
are called “synonym fields” 

4. Inconsistent meaning for field names; the field name phone might refer to the phone number 
of the customer or as a flag that a salesperson should make a phone call to the customer. 
These are called “homonym” fields. 

5. Inconsistent representation; a customer identity record can be stored as a number, and 
another as a series of characters. 

 
Once the identity records are identified, the inconsistencies should be solved. Owners and 
custodians of the data should meet, adopt the common format for data elements and choose an 
authoritative source. 
 
Authoritative metadata records are stored in a metadata repository. As a new project comes up with 
new identity data, new data element should be stored in the metadata repository. Metadata 
repository is a valuable building block to system developers. It is also the basis for exchanging 
identity data. Once the repository is created, it should be easily accessible; creating and updating 
records should be easy. Accessibility is best ensured having the repository online, rather than 
having it on a personal machine in a spreadsheet.  
 
A centralized source of all identity data is currently not very common. It means that identities have 
to be exchanged between systems, and therefore the need for data architecture planning. Here 
standards come into play. 
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Several standards are in use today. The researcher has described the most common ones in 
Interoperability standards chapter:  
 

• XML standard for exchanging the data. XML-based standards are very extensible through 
namespaces.  

• SAML – standard for exchanging assertions about identity, access-control information, and 
properties of the identity record.  

• SPML is a standard for exchanging data for provisioning identity systems.  
 
Standard exchange format is very important. The best is to choose an external standard. It can be 
used both outside and inside company’s perimeters. External standards are better than creating 
proprietary, internal standards for several important reasons, such as the possibilities of getting tools 
developed for an external standard, the possibility of hiring consultants, and the possibility to 
advance in sync with the advancement of the standard.  
 
If no external standard match the business needs, an internal standard can be developed on the basis 
of the identity inventory and metadata repository that defines the preferred format of the data. These 
two resources can be used to generate an XML schema that supports the exchange. The biggest 
drawback of XML is the serialization and de-serialization of the data in and out of XML format. 
These processes are causing latency. The price for this drawback should be paid when: 
 

• Data formats are expected to change in the future. 
• Data is to be exchanged with external partner. 
• The systems exchanging data are separated by WAN. 
• Asynchronous transport mode is used for the data. 

 
Several important principles are recommended for review, consolidation, and creation of identity 
data in the literature88. These are recommended by Windley (Windley, 2005, p.185-6):  
 

• Don’t replicate identities; ask an authoritative source using an SML request, rather than a 
local database. 

• Business requirements should drive identity replication. Replication is made when business 
requirements force the replication only. 

• Replicated identities should be read-only, otherwise the data is soon out of sync.  
• Identity data should have location transparency, and be accessible from any predefined 

location. 
• Enforce the consistency and integrity of data with policies, processes, and tools. 
• Don’t rely on a single validation to check the integrity of identities. Each system should 

perform identity check. 
• Use open standards rather than proprietary standards. 
• Use encryption to protect sensitive identity elements. Only sensitive data elements should be 

encrypted. XML encryption can be used. 
 
Data architecture is created by finding baseline inventory, consolidating the data, creating metadata 
repository, and establishing exchange standard for important data. Good results are usually achieved 
                                                 
88 Windley, Phillip J. Digital Identity. O’Reilly Media, and McGovern, James, et al. The Practical Guide to Enterprise 
Architecture. Prentice Hall 

  - 79 - 



by creating one part of the architecture at the time, best in relation with process improvement 
projects. 
 
Interoperability Frameworks for Identity 
 
Interoperability frameworks (IF) are nothing more than listings of accepted standards, both 
external and internal, that an organization uses (Windley, 2005, p.187). IF enables decentralized 
identity infrastructure to work together as a single identity management system. 
 
Windley recommends several important principles that a good IF should follow: 
 

• Derived from current practice towards accepted standards. 
• Enforced. Management has to ensure enforcement by controlling purchasing, guiding the 

infrastructure towards certain standards. 
• Understandable. Management has to understand the need for standards. 
• Complete. IF has to be completed, any gaps where there is no standard fulfilled. 
• Flexible. IF has to be flexible to respond to ever changing business needs.  

 
Interoperability framework contains three primary kinds of standards: 
 

1. External standards, such as XML, SAML, etc. 
2. Software standards, such as Lotus Notes or Linux 
3. Hardware standards have to support interoperability 

 
The document defining IF should consist of a governance section, an application section, guidelines 
for use section, and an exemptions section. The former two are more important. The governance 
section describes the IF creation procedure, and the IF change procedure, while the application 
section describes the scope of the IF. 
 
The document will also have the list of standards with standard status indicating whether it is 
mandatory or not. A standard can have number of defined statuses. Here is a status example 
(Windley, 2005, p.189): 
 

• Approved; critical for the organization and will be enforced 
• De facto; widely accepted inside the organization 
• Emerging; may have future value, but no specific benefit at this time 
• Sustained; no future, but still in use 
• Sunset; on a way out 
• In process; awaiting approval and assignment of status  

 
The following information should be assigned to each standard: 
 

• Description; the name, e.g. SAML (Security Assertions Markup Language) Version 2.0 
• Reference; typically URL pointing to the location for the standard, e.g. www.oasis-

open.org/... 
• Status; e.g. Approved 
• Review cycle; when to be reviewed, e.g. annually, biannually…  
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• Notes; additional information, e.g. enables single sign-on and federated identification 
mechanisms. 

 
We want to communicate the IF document to numerous other people in the organization. Therefore 
it might be a good idea to make the document available online in variety of different formats.  
 
Organizations should not be overly restrictive when creating an IF. Single-minded devotion to a 
specific technology can narrow the strategic space, and make an organization rigid. It is far better to 
embrace a standard, than picking specific technology, software or hardware. 
 
Interoperability framework – IF is a fundamental document that should be created in the very 
beginning of IMA building process. Polices and other documents should also refer to IF rather than 
to a specific standard or product. The hardest part of IF creation would likely be assigning the status 
to various standards. If the status is e.g. set to approved or sunset, the action has to be taken towards 
meeting the standard’s requirements or towards dismantling the part of existing architecture. 
 
Identity Policies 
 
Standards set quality requirements, describe best practices, and specifies certain goods, services and 
levels of performance. Polices, procedures, and rules, on the other hand, are the primary means of 
governing of IT in a large, loosely coupled organization. Policies often refer to standards and 
prescribe expected conduct and behavior of the personnel. Furthermore policies specify the tools 
and processes to be used in an organization. 
 
Well designed policies enable action and encourage productivity. They are the heart of the 
architecture, and form the basis for effective identity management strategies. A policy must have 
several important qualities: 
 

• Implementable; the policy has to be workable. 
• Enforceable; penalties for non-compliance should be included. 
• Understandable; best with short sentences and bulleted lists. Paragraphs should be 

numbered.  
• Guided by the business; they should be tied to business and represent a consensus. 

 
Identity policies will usually start from one of the following sources:  
 

• Business inspired project and processes; policy templates should be created proactively. 
Point policies on the specific questions. 

• Security considerations; security policies should be separated. They should actually be built 
on top of identity policies. 

• External demands; government regulations often place requirements on the enterprise. It can 
be legal or regulatory requirements. 

• Feedback on existing policies; a policy is an iterative task. 
 
Windley gives some useful advices when writing a policy(Windley , 2005, 199-200): 
 
Policies should not reference a specific standard or product; it is better to refer to interoperability 
framework. A modular structure is the best for a policy, because it can be reused, it is relevant for 
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longer period of time, and are easier to maintain. Instead of writing policy from scratch, consider 
buying policy template. 
 
A policy should have following sections: 
 

• Section 1: Purpose, answering the question, why is this policy needed? 
• Section 2: Scope; what is covered by the policy? 
• Section 3: Definitions of terms used 
• Section 4: References; comprehending the list of other policies, standards, and documents 

used in the body. 
• Section 5: Body; requirements of the policy 
• Section 6: Enforcement; what actions will be taken? 
• Section 7: Contacts; responsible people for the review, modification, and enforcement. 
• Section 8: Revision history; dates and changes 

 
An identity policy suite is a collection of high-level policies dealing with identity. It deals with 
authentication and authorization, naming and directories, software development and licensing, 
encryption, privacy, networking, and federation. The policies should state what is non-negotiable, 
and leave room for identity governance. 
 
A policy on naming and certificate forms the foundation for identity and security policies.  
 
A password policy has to define password creation and protection, formats, storage, where 
password must be used, and the exceptions granted by authorities. We have to be careful not to 
over-specify the password policy.  
 
Most modern businesses have used digital certificates for their Web site or in a Virtual Private 
Network (VPN). A policy on encryption and digital signatures has to outline the acceptable 
cryptographic techniques. 
 
The directory policy should determine a way to create global unique IDs for the records in 
enterprise-wide directory. One way is appointing the Enterprise Directory Director (EDD) who will 
enforce the rules. The other is to create the directory schema, designing which records will be 
standardized.  
 
The primary goal for privacy policy is to establish the ground rules for protecting personally 
identifying information. These rules should not be mistaken for the privacy statement placed on 
some Web sites. For protection of privacy, large organizations should appoint a Chief Privacy 
Officer (CPO)  
 
The authentication policy is built on naming, directory, and password policy. It should provide 
guidance on using the enterprise directory infrastructure, and define the authentication levels. 
Common authentication levels for an organization could be as such: 
 

1. Casual; simple token such as cookie would determine an identity 
2. Standard; ID and password 
3. Secure; in addition to ID and password, a physical token, such as smart card, would be 

required. 
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4. Critical; a separate ID and password, different from standard together with a physical token 
would  be required 

 
Note that these authentication levels have nothing to do with access control as the researcher have 
defined it. 
 
Access control policy should define the owners and custodians of the data, and assign their 
responsibilities. Owners usually determine the access policy for the resource, and custodians how to 
implement the policy. The information resources fall into one of the following three categories: 
 

1. Uncontrolled resources; it is unfortunately the default classification stage for most of 
corporate data. 

2. Audited resources; an organization can determine which user took what action and when.  
3. Controlled resources; access control policy enforced by the information systems.    

 
Access control methods are usually not specified, but might be recommended by the policy. 
 
Provisioning policy is done in accordance with standards specified in IF. The ultimate goal is 
automation of identity management where possible. New systems procurement has to comply with 
this goal. 
 
Federation policy should include a part that covers behavior of employees, and the procedure 
required in case of need for an agreement that may stray from internal policies. The amount of trust 
placed in external partners has to be stated, and often reviewed. The policy can choose to imply an 
external standard, an independent security criteria for federation, such as SAS7089. It should also 
limit the company’s liability in case of fraud or error. Most of the foregoing agreements are private 
federation agreements. The standardization agencies’ goal for the future is to create and enforce the 
network of standard polices and agreements. The downside of these agreements is the lack of 
customization and unification based on the principle “take it, or leave it”. On the other hand it will 
be a lot easier to join the federation, once federation standards are widely adopted.  
 
A review framework should be included in the policies. It is really nothing more than a review 
schedule, a review cycle put in a table together with policy properties.  
 
Policies should be regularly assessed using following criteria: 
 

• Completeness; we cannot foresee every possible problem.  
• Effectiveness; assess how the policy contribute to the business goal. 
• Cost; costs of compliance with the policy, as well as with non-compliance should be 

calculated.  
• Risk; make estimation of risk in relation to each policy enforcement procedure. 

 

                                                 
89 Statement on Auditing Standards (SAS) No. 70, Service Organizations, is an internationally recognized auditing 
standard developed by the American Institute of Certified Public Accountants (AICPA), Source: 
http://www.sas70.com/about.htm 
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Enforcement of policies should be checked regularly by measuring employee understanding of 
important policies. Periodic audits should be conducted. Audits should be standardized and non-
punitive, where possible.    
 
Where polices define “what”, procedures define “how”. Procedures are just as important as policies. 
They will be defined by the authorities, but sometimes spring out of common practice. Incident-
handling procedure is one of the most important ones. They should cover the areas of responsibility, 
define actions to be taken, and the escalation process.  
 
The best way to get started is to review the available governance information on standards, and 
form a team to build the organization’s policy suite.  
 
 
Identity Management Reference Architecture 
 
Reference Architecture (RA) is a component of the IMA. It provides architectural guidance, and 
recommends practices. It gives a picture to both technical and business planers of where the 
enterprise is heading concerning the infrastructure. System architects find a map to structure 
systems, and best practice for the implementation. They can see where and how an IM system fit 
into large enterprise-wide systems. The architecture shows enterprise components, such as 
directories.  
 
RA also has some pitfalls. It can overload some projects, and stifle others, otherwise maybe creative 
approaches to the problem. Therefore the feedback should be gathered, and the reference 
architecture changed to fit the business requirements. 
 
Reference architecture has its best practices. Windley come up with some of them (Windley, 2005, 
p.213): 
 

• Use the governance process; review and update 
• Customize; fit the model to the organization, not the other way around. 
• Implement incrementally; step by step principle. 
• Prove in a pilot; launch a pilot, test and retest if required. 
• Experiment; the interoperability frameworks specify what hardware and software 

components are allowed, while RA recommends the combinations working well together. 
Experiment with compatible choices.  

 
Large organizations will probably not have one centralized identity management system. It is more 
likely that there will be several systems spread around on remote locations. Reference architecture 
would need to show how these systems would work together and communicate with various Web 
services and other enterprise systems such as the corporate metadirectory. 
 
Reference architecture has three primary components.  

1. A statement of technical positions 
2. An enterprise-wide Consolidated Infrastructure Blueprint (CIB) 
3. Individual reference architecture 
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A statement of technical positions is standard guidance to system architects. Burton Group90 
recommends that organizations take position on the following technology issues in identity 
management: 
 

• Access management 
• Directory access, administration, and security 
• Directory applications 
• Directory content, structure, and distribution 
• Directory integration 
• Directory tiers, instances, and roles 
• User management 
• User authentication 
• Public-key infrastructure 

 
IF does not specify hardware and software. A statement of technical positions is the advisory that 
gives more detailed guidance on these issues. Making decisions about technical positions is a 
process. Management need to gather the input from many people within the organization, and then 
create consensus around the decision. We can start with the list of technology issues. Then we 
determine our organization’s requirements to customize the problem in relation to business needs. 
Then we list options for solving a problem. Near-term future developments have to be considered, 
and evaluation criteria determined. The final step is to state our position. The technical position on a 
great scale is usually just a collection of related, subordinate, smaller technical positions. All these 
actions are taken in order to create consensus within an organization. 
 
Second component of the RA is a consolidated infrastructure blueprint (CIB). It shows the actual 
components of the identity infrastructure and how they are connected to each other. It looks like a 
programming block diagram, with IM elements connected with connectors to show an architectural 
solution. 
 
After CIB is drawn, different maturity levels should be assigned to different elements of CIB. The 
assignment should be given in a consensus by the project team. It should be defined what changes 
have to be done in order to advance the maturity level. CIB should also give the goal states for the 
infrastructure that matches organizational goals. 
 
System Reference Architectures (SRA) show the connections of individual systems to CIB. 
Individual systems are made of components from the identity framework. The IF recommends the 
components, such as identity server and directory software. SRA gives the detailed information 
about the components. Ideal SRA would also give test results of components working together 
based on the experience of other organizations.  
 
Reference architecture designs platforms to meet the business needs. It shows technological 
choices, and defines the interoperability with the overall enterprise architecture. By its 
recommendations, a RA saves the exploring efforts, developing solutions, and hereby project time 
for organizations. 
 
 
                                                 
90 More about the company: http://www.burtongroup.com/ 
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Building an Identity Management Architecture 
 
This chapter will describe the process of how to put it all together. 
 
The author of this report will start with the scope. The key criterion for the scope decision is 
whether the organization unit needs to develop its own digital identity strategy or not. The main 
goal of IMA is to create the platform on which the identity infrastructure can be implemented, and 
to create the environment of interoperability. When talking about the scope, enterprise-wide scope 
might be overly ambitious to start with. It is better to start with a smaller scope, e.g. with a single 
organizational unit. Figure below shows the matrix that would help deciding which projects should 
be of local character and which should be undergone at enterprise level. 
 

 
 

Local 

 
 

Enterprise

Strategic 

Breadth 

Figure: Enterprise decision matrix (Source: Windley, 2005, p.222) 

 
The rule of the thumb is that projects of great strategic importance affecting many divisions fall 
under enterprise-wide project spectrum. All the others are to be of local character, though based on 
adopted IMA.   
 
Building the IMA is done in phases. Phases are:  
 

I. Initiation phase 
II. Building phase 

III. Implementation phase 
 
Vision for IMA and the governance process are defined in the initiation phase. Most of the work is 
done in the building phase. It starts with defining a business function matrix and process inventory. 
Gap analysis and data inventory follows. These activities might require some iterations. After that, 
the interoperability framework (IF) can be designed. The creation of policies may start.  By the end 
of this phase the reference architecture can be done based on the process inventory, IF, and identity 
data inventory. The implementation phase will surely require some revision. 
 
IMA is not a static document; it undergoes changes evolving in scope, quality, and quantity of 
information, policies, and processes. Organizational units’ boundaries should not stand in the way 
as a limit to the scope. Identity information usually flows between departments and units, and we 
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must go for a complete picture of the identity information and infrastructure. IMA is a kind of 
roadmap that shows this flow. It should also include products (customer-facing service), offline or 
online that have an identity component. One product/service at a time should be done. Starting with 
easy wins will surely give wings to the process. Getting some early success will be encouraging, 
alleviating fears of failure. 
 
The more complex the organization is, the more it has to rely on interoperability to get strategic 
value out of identity management. Building and following the reference architecture will provide 
the stable foundation for business growth. Standards and policies should guide system development. 
It isn’t enough to buy a right product. IMA is the governance and modeling tool made to support the 
business. 
 
In the first part of the study, the main theoretical issues related to Identity Management and 
structural approach to IM implementation at enterprise level were covered. In the next part we will 
see how all these issues reflect on IM situation in Denmark. 
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IM situation in Denmark 
  
General identity management situation in Denmark doesn’t differ so much from the situation of the 
other countries in the region. The majority of older systems have been developed in old-fashion silo 
architecture style with semi-automatic or manual maintenance routines. These systems are running 
with their own integrated proprietary IM system, without any possibility for interoperability with 
systems from other platforms of vendors. Any kind of true federation based on modern, open-source 
standards are impossible with these systems. Some companies like KMD have developed their own 
federation clusters. KMD’s cluster e.g. enables all the municipalities in Denmark to exchange 
identity information. The cluster therefore supports SSO for all the municipalities’ employees. Once 
logged-on, the employee can without any re-logging access every single application provided and 
supported by the company. The cluster is though based on proprietary exchange protocol and 
cannot be integrated with systems based on SAML. In the other words true federation cannot be 
achieved. 
  
National IT – and Telecom Agency91 (ITST) was established in 2002, by Danish Ministry of 
Science, Technology and Innovation92. The agency’s purpose is to propose solutions and standards 
for the area of IT and Telecommunication at the national level. The IT architecture-committee of 
ITST has been working on the Reference Model (RM) for Identity93. The model is basically an 
Interoperability Framework that has gone through several stages of development including the 
round of public hearing. The hearing’s feedback is analyzed, and the analysis results have been 
incorporated in the latest version of the model ratified in December 2005. The latest version of the 
RM’s six documents is the version 5. The documents define the IF for the Danish public for the area 
of Identity Management. The main purpose of the model is to alleviate the IM interoperability for 
Danish public sector, and to boost the development of true federation scenario. Other purposes will 
be listed in the following chapter. The sector would benefit from adopting the framework, cutting 
the costs of administration, and profiting from new business opportunities that will arise with 
emerging federation. 
 
Current development of Identity Framework in Denmark  
 
The core of the framework is a set of standards for federated identity managing, exchange, and 
communication between servers and other networks elements. The model is meant to be used also 
as guidelines for IM-systems procurement requirements. Once customers begin requiring in their 
procurement tenders the equipment based on IF standards, vendors will have to match the demands 
and start offering standardized equipment. The fair competition will lower the prices, and diminish 
vendor dependence. 
 
The standards, legal framework, technologies, and business models defining fully interoperable 
identity framework unfortunately haven’t been widely adopted yet, but the RM is the pioneering 
effort clearing the path for that direction. Before the framework participants would be able to reap 
the fruits of business benefits, the regulations, laws, policies and other mechanisms at the national 
level have to be refined and adopted. The model itself is meant to be continuously refined and 
updated with new technologies and standards. Government legislature and business policies must 
                                                 
91 In Danish: IT-og Tele Styrelse = Danish National IT and Telecom Agency, more info: www.itst.dk 
92 In Danish: Ministeriet for Videnskab, Teknologi og Udvikling, more: www.videnskabsministeriet.dk 
93 In Danish: Referencemodel for brugerstyring, more info: http://www.oio.dk/arkitektur/brugerstyring/referencemodel 
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also support the development. Compare to the situation in the region, the model is already quite 
advanced. Similar if not more advance job is done by e.g. Norwegian pendent organization KoeF 
that has provided recommendations to the Norwegian Ministry of Modernization on electronic 
services, IT architecture, and IT security in the public sector. There should be no doubt that the 
number of adepts will be growing over time.  The vision for ITST is that the digital IM will soon 
pervade each and every IM system in Denmark, first in public, then in private sector, enabling 
interaction and interoperability within and between organizations. Many similar standardization 
bodies at different levels are working for the same goal. 
 
In his book Digital Identity, Phillip Windley points at Danish Government’s Reference Profile94 as 
a good example of an online interoperability Framework. Like any good IF, this online resource 
gives members of the Danish government’s IT community useful information on what standards are 
supported and how to find out more information about them. In addition the online application 
allows the IF to be searched and for each individual standard, users can retrieve a detailed page, 
link to the standard’s official reference document, save standard in a bookmark, or write a review. 
(Windley, 2006, p.192). The interoperability framework operates with three overall categories of 
standards: Process Standards (1 standard95), Technical Standards (181 standards), Data Standards 
(427 standards)96. The area of IM is represented in the areas of Digital Certificates and Encryption, 
Authentication and Authorization, Directories and Identity Management. Following 11 standards, 
specifications and technologies from the reference model are described in Danish IF: XMLsig, 
XMLenc, xmlenc-decrypt, XKMS 2.0, SAML, SPML, RBAC, ANSI INCITS 359-2004, DSML, 
LDAP, and XACML. The status is assigned to each of these standards. The standard can be: 
recommended, approved, de facto, emerging, sustained or abandoned. 
 
 

Nr. 
 

Standard Name – Acronym  
 

Status 
 

Note 
 

1. Public Certificates for Electronic 
Services – OCES   

Recommended  Based on the ETSI TS 102 042 v 
1.1.1. (2002-04) 

2. Security Assertions Markup 
Language – SAML 2.0 

Recommended  OASIS standard 

3. Role-Based Access Control 
 RBAC,  

Recommended ANSI INCITS 359-2004 

4. Lightweight Directory Access 
Protocol – LDAP V3  

Approved More info: 
http://www.ietf.org/rfc/rfc1777.txt 

5. Directory Services Markup 
Language – DSML   

Approved   OASIS standard 

6. eXtensible Access Control Markup 
Language – XACML  

Emerging   OASIS standard 

7. XML signatures with XML 
Signature Syntax and Processing – 
XMLsig  

Emerging   Defined by W3C 

8. XML Encryption with XML-
Encryption Syntax and Processing –

Emerging Defined by W3C 

                                                 
94 The framework includes recommendations and status assessments for 609 selected standards, specifications and 
technologies used in e-government solutions. For more info see: 
http://interoperabilityframework.info/English/index.html for English version 
95 Single process standard described: Danish security standard DS 484 
96 Status for primo 2006 
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XMLenc   
9. XML signature and Encryption with 

Decryption Transform for XML 
Signature – xmlenc-decrypt  

Emerging   Defined by W3C 

10 XML Key Management 
Specification with XML-Key 
Management, where a PKI-
environment is used – XKMS 2.0   

Emerging Defined by W3C 

11 Security Provisioning Mark-up 
Language – SPML  
  

Emerging   OASIS standard 

 
 
The Reference Model 
 
The Reference Model addresses following set of questions:  
 

• How the users are identified? 
• What rights shall they have? 
• How to trace their actions? 
• How these functions should be administrated? 

 
According to the RM, the purposes of establishing IM solutions are: 
 

• It-security risk minimizing 
• Keeping up with changeable government regulations and legislation  
• Better service to citizens and companies 
• Effectiveness 

o Administration 
o User friendliness 

• Flexibility and interoperability 
o Via standardization and integration 

 
The author of this report will shortly describe the reference model, starting with the scope. RM 
comprises of 6 documents covering the six areas of digital IM. The scope  and main elements of 
Danish RM97 is shown on the figure below (source: BILAG til HØRING, One of the RM 
documents98): 

                                                 
97 Model is made by Danish it-architects, based on the Booz-Allen-Hamilton’s model. 
98 Documents are to be found in Danish only at: http://www.oio.dk/arkitektur/brugerstyring/referencemodel 
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Figure: Overall picture of Danish reference model for identity  
 

 
Let’s see what area is covered by each of these RM elements. 
 
Administration and management 
 
Administration and management part covers rights management of external users, provisioning – 
user’s accounts, rights and resources, workflow – automation of provisioning, and delegation of 
administrative rights, incl. self-management. Standards for provisioning and synchronizing of users’ 
profiles between the user catalogues are proposed. These standards include LDAP, LDIF 
(Lightweight Directory Interchange Format99), DISP (Directory Information Shadowing 
Protocol100), DSML (Directory Services Markup Language101), and SPML. It also includes XRI 
(Extensible Resource Identifiers102), a standard for unique resource representation, and XACML the 
standard for synchronizing policy server with network elements.  
 
Issuing of credentials 
 
Credentials issuing part is dealing with issuing, maintaining, revoking, control, registering of 
different types of credentials used in Denmark such as usernames/passwords, digital certificates, 
tokens, smart carts, etc. 
                                                 
99 LDIF (Lightweight Directory Interchange Format) is an ASCII file format used to exchange data and enable the 
synchronization of that data between Lightweight Directory Access Protocol (LDAP) servers called Directory System 
Agents (DSAs). LDAP is a software protocol for enabling anyone to locate organizations, individuals, and other 
resources such as files and devices in a network. An LDAP directory can be distributed among many servers. LDIF is 
used to synchronize each LDAP directory. Source: http://whatis.techtarget.com/definition/0,,sid9_gci549219,00.html 
100 X.500 DISP (Directory Information Shadowing Protocol) is the standard replication protocol that is a part of X.500. 
It is the only open standard for directory replication. Source: http://www.isode.com/whitepapers/case-for-disp.html 
101 The Directory Services Markup Language (DSML) bridges the world of directory services with the world of XML, 
providing means of representing directory information in XML. Source: http://www.oasis-
open.org/committees/dsml/charter.php 
102 Extensible, location-, application-, and transport-independent identification scheme that provides addressability not 
just of resources, but also of their attributes and versions. Source: http://www.oasis-open.org/committees/xri/charter.php 
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Storing 
 
Storing covers the area of collection and protection of user attributes, typically stored in LDAP user 
catalog.  Technological concepts covered here are i.a. virtualizing, meta-directories, synchronizing 
of digital identities, and enterprise directories. This part is recommending the core attributes for 
users and recommendation for unique-ID key. XRI and OCES (Danish specific) standards are 
recommended. LDAP scheme object class inetOrgPerson with four belonging basis-attributes 
is recommended for user definition.  
 
Authentication 
 
Authentication part describes the process of verification and validation of users and services. Policy 
enforcement point, policy decision point, and credential validation are described as basic services 
here. Four authentication levels are proposed, and risk analysis tool for the four levels presented. 
 
Authorization 
 
Authorization includes the validation and verification of user’s right to use particular service based 
on the set of attributes from user’s digital identity (DI). Services here include storing and policies. 
Technical solutions include the recommendation for rule103- and role-based access control. RBAC is 
described as Core RBAC and hierarchical RBAC. Interoperability, implementation and portability 
are addressed.  
 
Logging and control 
 
Logging and control part deals with registration of users’ behavior and protection of resources. 
Services include logging, proactive monitoring, control reports. 
 
The researcher will not go further into the RM details since the model is well described in the 
documents104. Issues and problems related to IM and the statements of leading Danish IT 
professionals about the model will be presented instead. 
 
More about the elements and other issues related to IM in Denmark 
 
Following information about the model elements and other issues related to IM are collected from 
number of sources: the internet, papers, forums, conferences etc. 
 
Trust 
 
In trust matters we can sometimes rely on statistics. Professor Gert Tinggaard Svendsen from 
Institute for Political Science of Aarhus University105 has led an explorative project involving 

                                                 
103 Rule-based Access Control is an alternative model in which access decisions are made in real time based on scripted 
policy rules. The model enables a greater degree of granularity in roles. The two models may be used together or 
independently depending on business needs. Source: 
http://www.bmc.com/products/attachments/BMC_WP_IdentityRoadmap.pdf 
104 They are to be found in Danish only at: http://www.oio.dk/arkitektur/brugerstyring/referencemodel 
105 In Danish: Institut for Statskundskab, Århus Universitetet 
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25.000 people in 21 countries106.  The research has shown that Danes are world champions in trust 
at person-to-person level: 78% of Danes trust the majority of other people. The research doesn’t say 
what level of trust the Danes put into other things: computer systems, e-mail, general 
communication through the networks - though the author of this report assumes that trust in people 
implies trust in systems made by people. This fact makes Denmark ideal country for appliance of 
federated identity. 
 
Privacy 
 
During the IT-security conference 2006, held on 18. January 2006, Henning Tiesen – civil lawyer 
and Per Helge Sørensen – writer, musician and engineer, had a debate-duel on privacy issues. 
 
Mr. Sørensen argued that Denmark experiences shift towards less privacy, and a general public 
acceptance of more surveillance, monitoring, and data logging of individuals’ private, sensitive 
data.  The main problem about it is our inability to know who is “the grey eminence”, who gets to 
know what we do, and who has the access to our private data. He thought that it shouldn’t be 
allowed, as it is today, that e.g. an apartment block network administrator can see, the tenants’ mail-
traffic sources and destinations. There is no guarantee that the access to the confidential information 
won’t be misused. He don’t see the purpose of mass mail-traffic logging, when potential terrorists 
can simply go to a library or net café and exchange mails in anonymity of a public computer.    
 
Mr.Thiesen stated that there is a broad public acceptance of surveillance, because it is mainly for 
protection and anti-terror precaution. 
  
Mr.Vagn Greve, Professor in Criminal Law – Copenhagen University, is also worried about privacy 
situation in the country. He means that legal development in the last couple of years in Denmark 
show signs of moving from legal towards police state. This development is not strange, he says, 
when police efficiency has become the strongest political argument now days.  
 
Digital signatures 
 
In this chapter the researcher will make a small analysis of most common digital certificates (DC) 
and other digital IDs and its issuers in Denmark. In February 2003 the Danish ministry of science, 
technology and Innovation chose TDC (Tele Denmark Communications107) to deal with the 
provisioning of digital certificates, and the public key infrastructure. Since then TDC have had 
exclusive rights to provide, propagate, use, revoke, and maintain digital signatures (DS) for 
individuals and organizations based in Denmark. The company has chosen a software solution for 
Digital Signature. To ensure provisioning accuracy, a pin code - used for downloading the 
certificate, is sent to physical address taken from the Central Registry of Danish Citizens (CPR108). 
After the pin-code is entered, the certificate is random generated, downloaded, and stored locally at 
an individual’s computer.  
 
From June 2003 until January 2006, almost 500.000 signatures have been issued for individuals and 
approximately 87.000 for employees from roughly 25.000 organizations109. Certificate issuing 
                                                 
106 Source: Danish daily Berlinske Tidende, Culture section, p.4, 31.dec.2005 
107 TDC is a major telecom operator in Denmark, a privately owned company. 
108 In Danish: (det) Centrale Personregister 
109 Source: Ingeniøren Magazine, nr.1 issue of 06.01.2006 
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progression was constant until the fall of 2005 when the demand suddenly exploded. In the period 
of only 10 days more than 30.000 citizens visited DS homepage requiring the signature. The boom 
was probably triggered by the new web service offered by health portal sundhed.dk, allowing 
individuals access to their health data if they presented DS for the authentication110. The latest 
development in the provisioning procedure is so called immediate issuing111 with three different 
possibilities: 

1. Secure Press-Self-a-Key-Code112 
2. Broad-band’s match 
3. Voice-response code 

 
From 18.november 2005, 9.831 Danes have received DS in this way113. Morten Storm Petersen – 
TDC, believes that the number of users will rise to ca. 750.000 during the summer 2006. He said 
that logging with DC enables access to over 150 services on the Internet.  
  
Many individuals and organizations have expressed their criticism of TDC’s solution since: the 
provisioning procedure is not strong enough, the cryptographic algorithm is week, the signature’s 
cryptography can be cracked, sounded some of the objections. Some critics argued that the 
company is a profit based organization, and therefore can be tempted to exchange the data for 
profit. The last argument heard by this author was that the signature is technology dependent since 
it only works properly with MS Internet Explorer. TDC’s solution showed severe security 
breaches114 when used with other browsers such as Firefox, Opera, Mozilla and Safari.    
 
Danish banks were not satisfied with 2003 ministry’s decision either. They have actually rejected 
the decision. For net-banking they have instead chosen to stick to their own DS solution, the Net-
ID, launched in the summer of 2004. Net-ID, was launched as a pendant to the signature, and 
according to the Danish Bankers Association 115(DBA), close to 2.2 million Danes use Net-ID.  
 
There are two DC/DS providers in Denmark: TDC and DBA. Average Danish user use DBA’s 
solution for net-banking and TDC’s for everything else.  
 
A number of Danish public portals are also accepting Kommunedata’s (KMD’s) Common Pin-
Code116(CPC). A single username/password is used for many services offered at these portals. More 
than 600.000 CPCs were issued in Denmark. DC/DS is certainly higher level credential, but in spite 
of that, some people argue that CPC is more secure, since it does not need to be installed on any 
computer. The quantity of credential issued until primo 2006 is shown in the chart below:  
 

                                                 
110 Statement by Morten Storm Petersen – TDC 
111 Source: Morten Storm Petersen’s slides from the IT-security conference 2006, held on 18. January 2006   
112 In Danish: sikker TastSelv-kode  
113 Source: Morten Storm Petersen’s slides from the IT-security conference 2006, held on 18. January 2006   
114 Source: Ingeniøren Magazine, nr.1 issue of 06.01.2006 
115 Danish Bankers Association is called Finansrådet in Danish 
116 Common pin-code is called Fælles Pinkode in Danish 
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Apart from TDC, which is a Danish top level CA, several other CAs are recognized in Denmark 
and of course all the higher-level CAs such as European Eurotrust, and American Verisign.  
 
RBAC 
  
The following recommendations related to use of RBAC are given in the reference model. 
 

• Access control should be based on roles and rules 
• Users should be administered individually only in case roles and rules cannot be applied. 
• Administration of role based rights should comply with RBAC-core definitions in the 

RBAC standard 
• Procurement and development of new it-systems, where relevant, should comply with 

RBAC-core definitions in the RBAC standard 
 
The purpose of these recommendations is to cut the expenses of administration of users access 
rights, enhance the security, and make a basis for further administrative automation of external 
users rights.  
 
The recommendation doesn’t give a proposal on how to define specific roles, and this is a potential 
problem for SOA solutions.  
 
Every organization the author of this report talked to either have or want RBAC, probably because 
of many advantages in comparison to the traditional individual user and group approach. Appliance 
of RBAC within organizational boundaries is relatively simple task, but cross-organizational 
exchange environment, question of role definitions appear. A role matching business process of one 
organization might not match the role definition for the same function of the other organization. 
Solution may be attribute-based access control - ABAC. 
 
During the IT-security conference 2006, held on 18. January 2006, the author of this rapport asked 
Mr. Søren Peter Nielsen – the RM chef IT-architect, why is the model recommending RBAC, and 
not ABAC which is according to many authors more flexible especially in federated context. Mr. 
Nielsen answered that at this point of development it doesn’t really matters whether authorization 
process uses user-attributes or user-roles. The main point is to make agreement about uniform 
standards for control and management of user identities and resources for a domain. 
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Taking into consideration the existence of central, authoritative registries, such as CPR and CVR117 
registry, basis for federated IM in Denmark already exist. The Danish reference model V.5 is a 
good starting point, but if we want to see results faster, it has to evolve into national standard, 
mandatory for all public sector orders of new IM equipment. It should also include structured 
method for transition from silo systems to federation enabled systems. In this case the federation 
can be implemented in the nearer future, only for public sector, and within the Danish borders. 
More comments about the model elements, general thoughts and the Danish specifics can be found 
in the next chapter under cross-case conclusions. But let us first look at general conclusions about 
the IM. 

                                                 
117 CVR is acronym of (det) Centrale VirksomhedsRegister, the Central Registry for Companies in Denmark.  
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Conclusion  
 
Digital Identity – DI is simply a set of data collections uniquely describing a subject. The 
collections are spread around in the networks and stored in multiple data repositories. New data is 
constantly being created in vendor specific formats by applications and systems built on proprietary 
standards, often incompatible with platforms of other vendors. DI data is quickly aggregating in 
files and databases of these silo systems. Silo systems are either totally closed for any data 
interchange, or communicate only with limited number of systems.  
 
In economy this situation is called lock-in effect. Vendors like the idea of locking you in, so that 
you have to keep on buying from them, if you want your system to grow. Changing a vendor is 
usually an expensive and risky decision, so even though many organizations are not fully satisfied 
with the support or quality of the equipment they buy, they are kind of “forced” to stay locked to 
their vendors, since not too many organizations can afford usually huge vendor switching costs.  
 
For maintenance, administration and management of DI data, a number of proprietary Identity 
Management – IM solutions and tools are developed. Identity management is but the way to 
provide, maintain, exchange, and keep track of identities. The primary purpose of an IM system is 
to provide always up-to-date information to the access control system which in turn responds to 
internal and external users’ requests to access a resource. Identity management system is the tool for 
administration and management of DIs. 
 
The existence of common platform for DI exchange would enable new ways of doing business. The 
key success factor for every modern, network based business lie in the organization’s ability to 
establish long-term relationships with suppliers, partners, and especially with customers. The 
customers want personalized, tailor-made products from vendors, any time, any place. Without IM 
based on common infrastructure for secure data exchange of DIs, these realization of these trends 
would not be possible. Without IM vendors wouldn’t be able to keep track of their customers’ 
preferences; customers couldn’t easily present their preferences. Therefore, IM is rapidly becoming 
e-business enabling factor of highest importance. The key words are hence a common infrastructure 
for secure ID-data exchange.  
 
Do we have that today? Yes and no. Yes, often we have it as clusters of common infrastructure on 
the enterprise level, as a B2C web services, sometimes also between the small number of associated 
organizations and partners (B2B). And no, we don’t have these clusters interconnected yet on the 
wide scale, on public or private sector level, national or cross-organizational level. Web based 
companies already do collect customers data, and offer customized services, but business appetites 
are much bigger. The potential benefits of federation of identity clusters are enormous. Users could 
e.g. get customized services from any company right away, if their identity profile assertions would 
be received by a service provider very first time they knock on the providers’ virtual door. 
Assertions exchange reduces the need to store and synchronize identification, authentication, and 
authorization information at each site. The data is more secure, single sign-on can be implemented, 
attribute-based authorization can be supported, and multiple service providers can be federated 
using the same language and protocols.(Windley, 2005, p.107) Federated identity would enable 
strategic partnerships providing product/service bundling allowing several providers to act as one. 
Bundle diversity and number of sales channels would increase with each new partner joining the 
partnership. The potential of these benefits are driving the IM development in the direction of 
federated identity. Federated infrastructure for secure ID-data exchange will enhance possibility to 
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communicate, cooperate and exchange, words, products, services, whatever. The business world is 
“screaming” for interchange and interoperability. IM is approaching the era of virtual globalization. 
 
IM Interoperability – ok, but how? The answer is simple: standards; standards for interoperability! 
OK, but which standards? Who is supposed to make them when so many financial and political 
interests are at stake? If the standards are made for benefits of most powerful nations or 
corporations are they going to be universal?  
 
A standard is what everyone uses, no matter what anyone says, said Nicholas Chase, the author of 
several books on Web development118. Standard diversity today is evident. E.g. the standard for 
electric outlet power in Japan is 100 V, while the same standard for many world countries is 
220/240 V119; three main television standards are used throughout the world: NTSC, SECAM and 
PAL120; not less then 10 differing and incompatible mobile phone standards exist worldwide121.  
Diversity in standardization mirrors the diversity of cultures, interests and practical circumstances. 
The internet has initiated change introducing majority of few global standards; URL, URI, and 
Domain Name Standard (DNS) are the examples of the more or less universally accepted standards. 
 
Number of alliances and organizations are working on IM specifications that sometimes overlap. 
The emergence of overlapping, some would say competing specifications, is likely to complicate 
the process of establishing true standards for IM systems’ interoperability. Big international 
corporations, such as Microsoft, IBM, Sun are actively involved in standardization process. They all 
have interest to keep control over the standards, because the control in this case means power and 
power in the long term means benefit. Standardization is profitable activity where winner takes it all 
(remember VHS against Betamax?). A lot of competing standards slows down the pace of 
development making people aisle, waiting to see which standard will prevail. There is cooperation 
but also competition between standards bodies. The competition may slow down the 
interoperability and the development of Service Oriented Architecture – SOA, but it may eventually 
produce better standards. It might be good idea to more than one standard for data exchange, said 
Мr. Andersen, system architect of sundhed.dk. If a single standard suddenly gets compromised, all 
the systems will be down.  
  
Number of IM standards has been launched from standards bodies like OASIS – Organization for 
the Advancement of Structured Information Standards, the W3C – World Wide Web Consortium, 
the Liberty Alliance, and others. Some of these bodies are cooperating on standards yet each 
organization is continuing its separate development. Liberty alliance has many standards compatible 
with those of OASIS. W3C standards are covering well areas of XML based digital signature and 
encryption. Four W3C IM standards are adopted as part of Danish Interoperability Framework - IF. 
It seems though that OASIS is becoming the most accepted IM standardization body. Their success 
is based on the quality of standards but they seem to be good also in conciliating the interests of 
majority of players. Four OASIS standards are included in Danish IF for Identity.  
 
The author of this report thinks that it is not important that the best standard wins and prevails. As 
we have seen in the examples above, people are used to live with number of standards. However, if 
the race ends up with 2 or more standards, it would be certainly more convenient for users that these 
                                                 
118 Source: http://www.informit.com/weblog/index.asp?g=xml&sort=replies&page=3&rl=1 
119 Source: http://kropla.com/electric2.htm 
120 Source: http://kropla.com/tv.htm 
121 Source: http://kropla.com/mobilephones.htm 
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standards are somehow compatible, as it is convenient at there are transformers that can make 
electrical appliances work even if the voltage environment has changed.  
 
Is it important that a standard is open? Open standards have been buzzwords for some time. 
Openness is defined as a set of specific properties of and relationships surrounding IT standards122. 
An open standard, as defined by EU, is based on following principles: 
 

• Adopted and maintained by a not-for-profit organization 
• Standard specification document is available 
• Intellectual property available on a royalty-free basis 
• No constraints on the re-use of the standard 

 
The author of this report cannot see many advantages of proprietary standards. It is proven that the 
use of open standards enhances the innovation and economics of scale. Open standards allows 
everyone to compete on equal terms. Therefore the big YES for open standards. Luckily the 
majority of IM standards defined by W3C and OASIS, are considered open standards. 
 
Identity, security and privacy are closely related key issues for identity management. As we have 
seen, DI can enable important business relationships and net-comfort for individuals. IT-security 
role is to protect digital identity data from unauthorized access, alteration, and destruction. Privacy 
protects the data from uncontrollable spreading beyond a subject’s will, or beyond the need for a 
particular transaction, preventing misuse and harassment.  
 
ITST has recently come up with the new version of the identity management reference model. 
Public sector institutions are supposed to gradually comply with this model for federated 
interoperability. The author of this report has been studied the model thoroughly following three 
case studies, the three Danish companies directly or indirectly affected by the model. The researcher 
has drawn a set of conclusions from empirical data colleted in the field. The set is collected in the 
next chapter. 
 
Cross-case conclusions 
 
The case study research method used here was primarily based on empirical data and statements 
made by leading Danish IT professionals collected in the interviews. The interviews were 
conducted in the period November 2005 – February 2006 with Mrs. Mette Brottmann, the leader of 
IT-security administration – PBS 123 A/S, Mr. Jørn Guldberg, IT-security architect – KMD124, and 
Mr.Niels Dalhoff Andersen, System architect – sundhed.dk. 
 
Micro-level or field challenges, from the perspective of an organization supposed to try out the 
Reference model in praxis, have been categorized and analyzed. IM issues are grouped in following 
five categories: 
  

1. About the model 
2. Authentication 

                                                 
122 Source: http://www.andwest.com/blojsom_resources/meta/tatle/050621Open_standards_-_Rapport_MOD1.pdf 
123 PBS, Payment Business Services, More info: http://www.pbs.dk 
124 KMD is acronym of Kommunedata, Municipality data 
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3. Access control and rights administration 
4. Standards, Interoperability and SSO 
5. Logging and control  

 
Each category starts with the interviewees’ statements ending with concluding statements of the 
researcher. Characters  “- § -“ will be used for delimitation between the interviewees’ and the 
author’s statements. Micro-level conclusions will be presented in form of proposals for theoretical, 
practical or methodical modifications and improvements of the RM and its elements.  
 
1. About the model 
 
Statement 1.1 
Mrs. Brottmann has not been well acquainted with the RM. She felt that PBS has been bypassed 
and causelessly excluded from the RM development (might be because of digital certificate 
authority conflict125). Both Mr. Andersen and Mr. Guldberg have been following the development, 
and were supporting the initiative.  
 
Statement 2.1 
Mr. Guldberg has been also actively participating in the hearing round. He believed that the model 
should have been more specified than it was at the time of the interview. The RM was meant more 
as recommendation then as a standard that public sector has to follow. Mr. Guldberg was aware that 
a work on the RM is an ongoing progress. The model will eventually become an OIO126 standard 
with the common set of rules for public sector. Public sector organizations will use the model when 
making their requirements specifications for IM system procurement. Strictly following the model 
standards, the organizations wouldn’t end up with many different IM systems that don’t work 
together. RM based requirements definition would force the suppliers make their systems 
accordingly. The systems will ‘talk’ together, the competition will get fair. As a result we would end 
up in win-win situation.  
 
Similarly as Mr. Andersen, he also thinks that the quality recommendations for the identity 
verification process should be integrated in the model. The model could e.g. prescribe mechanisms 
to protect authentication-verification systems of exhaustive searches of username/password, or the 
ways to automate certificate revocation lists control during authentication. The validation of the 
user attributes should be scrutinized further on, he said. He believes that one central authentication 
service from one ID provider – IdP would be sufficient for Denmark. He does however not exclude 
the probability of a solution with more than one IdP mutually acknowledging one another. 
 
Statement 3.1 
Mr. Andersen did not think that the model was paying enough attention on security issues. He 
thinks that test scenarios for implementations should be a part of the model. They have only 
recommended standards and architecture assuming that systems and data will be secure. I think 
that they have to go further on analyzing what can go wrong; guidelines for an implementation tests 
is missing in the model, said Mr. Andersen.  

- § - 
 

                                                 
125 Author’s remark, see chapter Digital certificate chapter. 
126 OIO is acronym for Offentlig Information Online, Public Information Online, more info http://www.oio.dk/ 
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The researcher does agree with the statements 2.1 and 3.1. Considering the existence of central, 
authoritative registries, solid basis for federated IM in Denmark already exist. In IM terms, 
existence of authoritative registry may mean, that the authoritative IdP could be implemented 
quicker and easier than in other countries, where such a register doesn’t exist.  
 
Government organizations don’t take RM seriously. KMD is e.g. running number of Internet portals 
for number of public sector organizations, but they never applied e.g. SAML even though it is 
recommended in RM. This is simply because none of their customers (many of them from public 
sector) ever required its application. The RM should be either better communicated to the target 
group or more enforcing, at least in the start. ITST could declare RM requirements mandatory at 
least for procurement of all new public IM systems for public sector, as Norwegian equivalent body 
KoeF did with the use of open IT standards, making them mandatory for Norwegian public sector. 
Exceptions in Norwegian model are possible but must be justified. Before the end of 2007, all 
entities within the public sector shall have incorporated requirements for using open standards into 
their own IT management documents, stays written in Norwegian model127. 
 
The RM should span in scope not only to the guidelines for implementation test, but also guidelines 
for implementation and for the transition from old silo architecture to federated system. Here could 
ITST use experience of the others. They could explore and propose some of existing method for this 
transition e.g. structural approach Phil Windley proposes in his book Digital Identity. His model 
gives step-by-step guidelines to the enterprises how to build their Identity Management Architecture 
– IMA. The RM that is basically part of IF is just one of the pillars in this model. The others are: 
policies, process, data, and technical reference architecture. The updated RM initiative is good first 
step, but if we want to make the progress faster in Denmark, the initiative has to span horizontally 
and vertically i.e. in scope, and implementation and test guidelines. 
 
2. Authentication 
 
Statement 2.1 
Mr. Andersen thinks that there is a serious breach in OCES PKI security. He believes that a central 
registry of when and from where a certificate has been used is a must. The registry could be used to 
make sure that a single certificate hasn’t been used from several locations within a very short time-
span. This registry would significantly enhance the security of Danish PKI. 
 
Statement 2.2 
Mr. Guldberg reminded us that some technologies are more vulnerable to attacks than others e.g. a 
user/password logon system is less secure than PKI system or biometric scanning. These 
technologies should be more specified in the model, and risk analysis made. 

 
- § - 

 
The implementation of central identity provider or identity provider federation would elevate the 
quality level of authentication technologies in Denmark. IdP(s) would certainly make set of quality 
requirements for credentials, their maintenance, security, issuing, etc. Higher standards for security 
and quality would make it more difficult that breaches like the one from statement 2.1. happen. I 

                                                 
127 Source: http://www.andwest.com/blojsom_resources/meta/tatle/050621Open_standards_-_Rapport_MOD1.pdf 
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think that quality control criteria and risk analysis should both be part of the RM and the Danish 
security policy standard DS - 484.  
 
3. Access control and rights administration 
 
Statement 3.1 
Sudhed.dk is a typical example of an organization with RBAC and decentralized administration of 
rights where a local administrator can manage and administer assignment of rights and roles for her 
domain. 
 
Statement 3.2 
KMD host the majority of municipalities’ systems that have built in older form of RBAC, SSO, and 
decentralized administration. KMD maintain the central authorization system being able to manage 
and administer every KMD’s hosted system, all over the country. The system manages currently 
over 120.000 users in Denmark. Mr.Guldberg thinks RBAC is handy way to ease the administrative 
burden of growing number of rights and privileges. Sometimes it is difficult to implement, as an 
understanding of a role can vary a lot. 
 
Statement 3.3 
For Access control, PBS has been using ACLs for managing groups and individuals on RACF and 
Windows earlier, but now they are in the process of switching to RBAC. Many banks are following 
the same development path….The department have to manage identities and resources on 5 
different silo systems….where they manually create and maintain user profiles and resources, for 
each of them separately 

- § - 
 

RBAC is almost certainly the most common access control system in the country. All of the 
organizations the author of this report has talked to had RBAC either implemented or in process of 
implementation. Statement 3.2 is pointing out at most likely biggest drawback with RBAC, an 
understanding of a role, the role definition. If this is an obstacle for access control of a single 
organization, it is certainly a problem for cross-organizational, federated identity access control. We 
have to be aware of the fact that roles may have different privileges assigned to the same role name, 
sometimes even within the same organization. Privileges assigned to a role and role definition 
differences are getting bigger, especially in less standardized countries, not to talk about global 
plan.  
 
There are two possible solutions to this problem: (1) either all the roles should be unified, 
standardized and accepted of all the parties involved in the federation, so that external users can use 
their domicile organizational roles for obtaining any service assigned to a specific role or (2) the 
organizations keep their freedom for role definitions specific to their circumstances, while the 
external users get their roles allocated dynamically in sessions on the basis of requester’s attributes.  
The goal for the former case is not easily achievable in the near future not only because of the time 
needed to reach the consensus, but more because of incompatibilities of business processes. The 
goal for latter case is easier to attain in the near future, e.g. by implementing ABAC – although 
solutions get more complicated with emerging need for administration and management of much 
greater number of attributes.  
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During the IT-security conference 2006, held on 18. January 2006, the author of this rapport asked 
Mr. Søren Peter Nielsen – the RM chef IT-architect, why is the model recommending RBAC, and 
not ABAC which is according to some authors more flexible. Mr. Nielsen answered that at this 
point of development it doesn’t matter whether authorization process uses user-attributes or user-
roles. The main point is to make agreement about uniform standards for control and management of 
user identities and resources. 
 
Decentralized administration is maybe the most common form of users’ rights and privileges 
administration. None of the organizations the researcher talked to had a single IM tool from where 
they could manage users and privileges. Statement 3.3 contains typical example of an organization 
having number of incompatible IM standards, with manual routines for creation and maintenance of 
user profiles and resources, where the routine has to be done for each system separately. Manual 
processes are always expensive and error prone. The solution to this problem is externalisation of 
IM from particular systems, vendor specific platforms and applications to a central IM system based 
on open-standards, with appropriate central managing tool. Open-standards could be e.g. SPML for 
provision and maintenance of identity records, SAML for secure exchange, XACML for spreading 
policies enforcements to servers and other network elements, LDAP protocol for creating a single 
virtual namespace from the namespaces of the individual servers. All these protocols are listed in 
the RM, but only recommendation of standards will not make them adopted and implemented 
because of lack of adequate guidelines for step-by-step structured implementation and the forces 
that are pushing the development in other direction. These guidelines will probably be integrated 
into future versions of the RM. 
 
4. Standards, Interoperability and SSO 
 
Statement 4.1 
For the moment there is no identity data interchange between PBS systems… We must secure SSO 
solutions very well. Imagine if the SSO password gets cracked; this would in our case mean, that 
the intruder would get access to over 150 servers of our intranet. That would be a catastrophe for 
us, said Mrs. Brottmann. 
 
Statement 4.2 
…SSO they use is sundhed.dk’s invention and they call it Secure Session Transfer – SST… In their 
solution credentials, rights and roles of the user are pushed through a browser session from 
sundhed.dk to the other system. Identity data is travelling encrypted… 
Mr. Andersen is supporting SSO initiatives unifying single entrance to vertical portals, but not SSO 
ideas for horizontal portals of public sector. He doesn’t see the reasons for horizontal unification, 
and wouldn’t trust the security on some of these portals.   
 
Statement 4.3 
In Denmark we have to follow and use the standards the major foreign suppliers use. SAML 2.0 has 
now been adopted as Danish standard for ID-exchange by Danish forum for digital security, said 
Mr.Guldberg. 

- § - 
 
Many organizations (also the two the researcher talked to) have implemented SSO at the enterprise 
level. Others, like PBS are reluctant to try the implementation for the security fears for their 
resources (see statement 4.1.). SSO solutions today are proprietary (see statement 4.2). One of the 
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main purposes of the federated IM is to provide SSO. Some people don’t see the reasons for 
horizontal unification of services (statement 4.2), e.g. why to connect tax services with health 
services under the same SSO solution? The answer is that common standard should just open the 
possibilities for exchange of the identity information. When the technology make the interchange 
enabled, it should be then only up to the organizations to decide whether they want to involve 
themselves and formalize their trust relationships. The good thing about the RM is that it 
recommends the standards the major foreign standards bodies define. It is not known to the 
researcher how much is Danish ITST connected with these bodies and involved in the definitions of 
standards, but Denmark as one of the leading nations in use of information technologies is in the 
position to take more active stance in the international standardisation scene too.  
 
5. Logging and control 
 
Statement 5.1 
Sundhed.dk has legal obligations to control the log-files, to inspect misuse of the system. This is 
usually done with random checks on the log files…. Log-database is enormous, but very secure, 
since not a single person has the right to delete any record. Record confidentiality is ensured with 
128 bit encryption. Decryption is possible exclusively by using a hardware unit held in a very 
secure place. Even if an intrusion would happen, it would be practically impossible to decrypt the 
data unless the intruder gains also physical access to the unit. 
 
Statement 5.2 
Transactions made by internal users, and customers (Dankort users) are recorded and kept available 
for analysis in 5 years. This is the legal requirement for financial institutions in Denmark. 

 
- § - 

 
The good thing about logging is that it enables retroactive control. Random checks (statement 5.1) 
are fine, but structured approach to analysis of log-files is better. There exist automated log-patterns 
recognition tools that are able to react to certain known patterns of misuse e.g. recorded exhaustive 
searches of username/password. These tools could in some cases trigger the active protective 
measure, such as blacklisting of the MAC or IP address in the firewall. Sometimes, even more 
sophisticated attacks like MAC address spoofing can be recognized by these systems. The problem 
with these automated log-patterns recognition tools - the same as with anti-virus systems, that they 
rarely can predict possible creative patterns of users’ misconduct. 
 
In large organizations log files are aggregating quickly, and require huge memory space. Backup of 
log files are often legally required (statement 5.2). Logging can be complicated and expensive, but 
might be necessary as passive access control. This area is partially covered by the RM. The model 
could go further on in recommendations of logging standards.  
 
Negative aspect of logging as log-information misuse can be seen in privacy issues. The identity 
data are sensitive and confidentiality and especially integrity has to be assured and regularly 
checked as they do in sundhed.dk. If we want to prevent the misuse, access to log files must be 
strictly controlled, legally by governments and locally with policies. Fine balance for what is logged 
and who has access to the information must be achieved, as exaggerated logging may affect users 
trust, and therefore limit use of systems.  
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The researcher hopes that his proposals for modifications and improvements will help the reader to 
create a new perspective to the enchanting world of Digital Identity and Identity Management. But, 
what about the future? What is future going to bring us in the area of Identity management? Is the 
global federation possible and probable? The next chapter will give us some answers about the 
future for IM.   
 
Putting IM into perspective 
 
We are witnessing enormous success and rapid development of the Internet technologies. This 
scenario is primarily based on adopting standard protocols for creation and interchange of electronic 
signals and more or less standard format for internet messages. TCP/IP protocol suite is de facto 
format for exchange of internet information. The other important ground-stone for the internet 
standards are namespaces. File system or domain-names on the Internet are examples of a 
namespace system. In fact the main feature of the World Wide Web is single, global and unified 
namespace, as Paul Prescod128 has formulated it. Two known examples of global namespaces are 
URI – Uniform Resource Indicator and URL – Uniform Resource Locator.  
 
URLs and URIs have three major components: 
 

• A protocol identifier (e.g., ftp:) 
• A domain name (e.g., www.itu.dk) 
• A path component indicating what specific resource in that domain is to be identified (e.g., 

/sw292.asp) 
 
If we want similar scenario for management of digital identities same thing has to happen. We need 
to establish some sort of Universal Person Locator (UPL)  
 
It's going to be an interesting future when you'll be able to attach services to a URL. We could even 
expand the word Resource a bit more: Universal Person Locator, Universal Company Locator, 
Universal Thing Locator, Universal Idea Locator, Universal Place Locator, and so on. Picture this: 
you get to meet someone, say, Betty. You exchange business cards (ye olde paper cards, they'll 
never die), and there are UPL and UCL (person and company, respectively) addresses on it. You 
put the addresses on your PIM, and then the magic starts to happen… describes his vision Carlos 
Villela, a software developer in his web-log129. 
 
The magic Mr. Villela is talking about is a vision of future for SOA, where each rational, definable 
concept has its universal representation on the Internet. If global society continues development 
towards democracy, individuals will be allowed to keep control over their preferences. Betty from 
the example above could enable or disable at will communication preference parameters at her IdP, 
enhancing or restricting communication possibilities for groups or individuals to contact her. If we 
had a global authoritative IdP and the UPL, the same magic could happen to our purchasing habits 
and preferences. Similar vision for the development of IM had Mr. Dick Hardt, CEO of Canadian 
company Sxip Identity who came up with the term Identity 2.0.  
 

                                                 
128 He is well-known for his implementation of systems using XML and the open source Python programming language 
129 More info at: http://www.jroller.com/page/cv/20040127 
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Many users today have their preferences, buying histories and reputations stored in the repositories 
of different portals, web-shops and content providers. E-bay and Amazon are typical representatives 
of the identity environment Mr. Hardt calls Identity 1.0.  By making commerce over E-bay 
(ebay.com), the users build their (usually good) trading reputations that can be used later as a 
promotion for seller or buyer. Amazon.com tries to keep you buying goods making targeted 
personalized offers looking at your previous purchases. The only problem a user could have with 
this approach is that the companies are putting themselves in the center of attention, locking you in 
and around their site. Switching cost is measured in time expense needed to fill in different online 
and/or offline forms, very often with the same factual data. The more customized service a user 
wants, the more data she will have to fill in. The other drawback for a user is that she would 
typically have to remember and use several different log-in pairs for different sites. 
 
Identity 2.0 prescribes scenario where users are in the centre, and companies are around. This 
scenario would enable a user to control the preferences and data flow. Ideally she would be able to 
reuse factual data in communication with every single subject on the net, being able to reuse her 
reputation if she wanted to130. 
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Figure: Current and Ideal identity situation for users 

  
Figure above (inspired by the video131) shows the two identity environments.  
 
When and how are we going to get there? Difficult questions! The first step is no doubt 
standardization and federated identity. Federation should start at enterprise level. Next steps will 

                                                 
130 For more info visit http://www.sxip.com/ 
131 For more info see: Identity 2.0, The video at http://www.sxip.com/ 
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involve cross-enterprise interconnection, international federation and adopting universal standards 
for identity. Per aspera ad astra132, a philosopher would say. 

                                                 
132 Latin proverb: Through difficulties to the stars, origin unknown 
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Appendix 
 
All the additional data of relevance for the project is recorded on the attached CD ROM. The CD 
contains following data: 
 
The interviews document: 
Summary of three interviews 
Classified interviews’ data 
 
Sound files (mp3s): 
The interviews 
IT security conference 
OIO developer forum 
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