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Conventions

Citations and specific names and phrases will be marked with italic style letters throughout this report. Additionally citations from books will be marked with following information (Author, year of publishing, page number). Book titles, publisher and other details about a book can be seen in References chapter. Documents, links and all other reference material will be colleted in the same chapter.

Additional information will be added if needed as a footnote in the bottom of page.
 
The method

This project is meant to be a knowledge production process. The four main elements in knowledge production process and the relations between them are shown on the figure below:


[image: image1]
Empiricism comes from Greek word empiria, and means experience, knowledge achieved by observation or experiment, not based on theory.

Word data is plural from Latin word datum. It means fact or information used in deciding or discussing something. Data can be quantitative (quantity in numbers) or qualitative (sort/kind). In expression: 123 cars are parked there, 123 is quantitative data, while cars is qualitative. Quantitative data are given in some measurable units, while qualitative data is a category that needs to be described, eg cars are vehicles used for transport of people and goods.

Theory is a set of reasoned ideas intended to explain facts or events. Theory is typically simplified picture of a part of reality with certain intern systematization. Theory is an assumption that builds upon limited information. 

Conclusion is an answer to the analysis we have gone through. 

The first part of the research will focus on the products that are supposed to solve the problems for Danish libraries. Products are industry leading, state-of-art solutions for the area of FIM and SSO. Technical specifications, user-guides, application examples, and other technical materials will be examined and the analysis will be made. The conclusion should draw an answer to the question to what extent are the products covering the needs of Danish libraries.

In the second part of the research the implementations environment will be explored, the goals, requirements and technological issues that need to be addressed. What is the plan the libraries have, and what is the strategy for switching to new system. 
The conclusion should include the author’s opinion about the current situation, and proposal for possibly additional technological steps that are to be performed in order to move faster from traditional to federated identity management for a group of Danish libraries. 
Basic method is to attack the problem of transition to FIM and SSO from two sides: from environmental side by locating the main unresolved issues, and from the side of solution supplier, answering the question: here we have a product… can this product by itself solve the issues, or additional efforts have to be made?

Problem formulation should help us decide what for a dimension should we take into consideration, and what others should be ignored. Some authors call it project delimitation. 

Every serious research starts with a problem formulation. This research has that ambition.
Project formulation

Globalisation means more cooperation, single global market, and bundling of offers and services. For IT systems it means more of common, open standards, protocols and trust-relations, distributed, real-time applications and web-services. Technology plays important role in enabling this cooperation, on an enterprise level, but also in collaboration with suppliers, partners and customers/external users. Traditional Identity Management (IM) is getting an obstacle for business development, slowing down the pace of interconnectivity; therefore we are going to see rapid development in this area. Identity management is on the evolution path from enclosed, perimeter defence “silo” system paradigm towards the open, federated identity systems architecture where users are not administrated within each enterprise separately. Common infrastructure will soon be in place.
Users want to access information/content through Web Services. For user it doesn’t matter if an information is stored in database, LDAP-server, or in file at the remote place. The organisations must adapt to user requirements, provide Web-service that will satisfy users or simply die. All the technological issues are solvable. This project aims to show what steps, from the technical point of view, a number of independent, “silo” type organisations need to undergo in order to come under the same, Federated Identity Management (FIM) umbrella. The author will try to explain this process following the example of implementation of new paradigm in Danish libraries. Group of Danish libraries are connected in certain areas, but their employees and users are still bound to smaller or bigger perimeters. They are currently running the project in the area of digital services, and FIM issue plays central role there.
In order to make my research more empirical I will be in touch with the team of it-professionals from Lenio (lenio.dk). Lenio is the leading Danish company in the area of identity management. In the project period I will take part in the preparation for implementation of Single-Sign-On (SSO) and the FIM solution for Danish libraries. The implementation is based on PingFederate, the state-of-the-art product developed by American company Ping Identity
. The product is the industry-leading federated identity server for enabling single sign-on to online services for employees, customers and business partners.
  Product seems to be ok, but does it address all the issues, library environment is craving for? This project should give a clear answer to this question.

This project scope is covering mostly technological issues. Each library-partner who is planning to join the federation must make technical preparation so that it’s it-systems gets ready for future federal IM. Beside technical preparation, establishment of trust relationship with partners requires putting in place number of procedural issues, legal agreements etc. These important challenges will not be addressed by this project, as they are exceeding the scope of the project, which is predominantly of technical character.

Introduction

There is strong current trend creating increasing need of cooperation and collaboration between organisations. We are witnessing rise in number of collaborative systems. Companies must bind their it-domains with suppliers, partners and customers. Identity federation effectively bridges separate security domains to provide companies with the ability to secure their cross-boundary interactions – removing friction, improving productivity, gaining efficiency and enabling competitive differentiation.

In my thesis
 I wrote that federated identity is a situation where trust between organizations exists, the interoperability standards are adopted, the infrastructure is established and the identity domains cooperate… All federated identity models are based on interoperability and existence of an identity management infrastructure. Interoperability includes defining and adopting standard languages and protocols for interchange of identity data. 
Danish libraries want infrastructure that would support Web-services, user-specific applications functionalities, and herewith necessary cross-domain user authentication and authorisation. In the other words they want to be part of Danish Service Oriented Architecture (SOA) plan for public services. Until recently this wish was difficult, if not impossible to be achieved, with all the proprietary identity management solutions, that wouldn’t (easily) cooperate. In relation to Communal Reform in Denmark, list of 20 most important standards
 are defined by of Science, Technology and Innovation. Interesting for us are those in the area of web-services and IM. These basic standards are: WS-I Basic Profile 1.1, WS-Security, XML-Signature, XML-Encryption, LDAP 3.0, SAML 2.0
. 
User identities, authentication and authorisation are to be managed first in order to make any cross-domain integration. Standards for creation and maintenance of user identities exist, as well as standards for exchanging identity messages and broadcasting of change in policies. Many companies are still selling solutions with their proprietary standards, but not for long. Ping Identity is the company that are focusing on open standards and integration of current systems. Their PingFederate4 solution is currently one of the most advanced products in the area of FIM and SSO in the market. In next chapter we will describe the product and check its potential. 
The products
In this chapter we will analyse the products that enable Federated Identity Management (FIM), Single-Sign-On (SSO) and Trust Services (TS). The products are called PingFederate and PingTrust, developed by American company Ping Identity. The products/solutions is marketed and deployed in Denmark by Lenio Company.
PingFederate

PingFederate is a completely self-contained server that installs in minutes and does not require any additional software infrastructure beyond the Java development environment (available for free download from Sun Microsystems). There is no requirement to either install an application server or run an identity management system.

The producer claims that PingFederate is the industry-leading federated identity server for enabling single sign-on to online services for employees, customers and business partners.
  Further on they state that their server is the only standalone federated identity server, PingFederate integrates and coexists with existing Identity Management deployments. As a result, enterprise-wide identity federation is achievable without extensive upgrades to Identity Management systems.

Benefits of deployment include: closer business relationships/optimisation of collaborative processes, simplification of business unit collaboration, improvement in customer service, acceleration of execution of partnerships, better information security, and reduction of identity management costs/cost of compliance. 
[image: image2.emf]
Figure: Overview of features and standards of the solution (Source: PingFederate4DataSheet111506.pdf ) 

As we can see from the figure above, the solution can enable SSO to customers, partners and employees. It can be used as “hub” for customers and partners and as internal “hub” or “spoke for employees. Blended scenario where PingFederate is used both as hub and spoke is also possible. 
Configuration console supports all versions of SAML as well as WS-Federation (WS-F). The product can simultaneously have multiple protocol connections. It can be integrated with an optional Hardware Security Module for PKI operations to enable compliance with FIPS 140-2 requirements.

The National Institute of Standards and Technology (NIST) issued the FIPS 140 Publication Series to coordinate the requirements and standards for cryptography modules which include both hardware and software components. The Federal Information Processing Standard (FIPS) Publication 140-2, FIPS PUB 140-2, is a U.S. government computer security standard used to accredit cryptographic modules. The title is Security Requirements for Cryptographic Modules.
 
The solution is delivered with the number of built-in integration kits, for the purpose of scalability and of making the deployment easy. Apart from covering of all the enterprise domains, the product enables centralized management of all partner connections from the single identity server. The management is based on the administrative role in the organisation. Role-based administration is enabled for following roles: User Admin, Admin, Auditor, and Crypto Admin. 

Ping Identity claims that the PingFederate4 is the leading product on the market because has built-in features such as support for multiple Identity Providers, Identity Mapping, User Attribute Management (including X.509 Attribute Sharing Profile) and more.
 The producer also claims from competition unmatchable product, concerning simplicity and comprehensiveness. The same use-case driven administration console is used to add new partners to the Identity Federation, thereby dramatically simplifying the process of integrating and connecting with each new partner.

User friendly interface example is given on the figure below:

[image: image3.emf]
Figure: PingFederate’s use-case driven administration simplifies even the most complicated single sign-on use-cases. (Source: PingFederate4ProductOverview111506.pdf )
While most of the identity federation systems embedded in Identity Management suites support only one or two single sign-on standards, PingFederate4 provides support for 4 dominant SSO-standards (out of 7 existing). By providing a single configuration paradigm supporting four different protocols, PingFederate reduces complexity and learning curves for organizations that have a requirement to support multiple SSO protocols. Furthermore, the PingFederate Configuration Console minimizes the potential for errors by only asking the administrator for configuration parameters that are applicable to the SSO protocol(s) they need to support.
 In addition the producer claims also openness and easy incorporation of new emerging standards. If true, deployment of the product guarantees the long-term compatibility with majority of customers and partners. Also organizations that have deployed Identity Federations are able to migrate their deployments to PingFederate in order to extend the Identity Federation to partners with previously incompatible SSO protocol standards… Because of PingFederate’s modularity and open architecture, organizations are enabled to “future-proof” their Identity Federations. By abstracting Federated Identity capabilities away from an Identity Management suite, upgrades, changes and additions to an Identity Federation can be accomplished more rapidly and less expensively. 

The trickiest part of new system deployment is usually integration with existing environment. It is “the first and the last mile integration” that makes headache to users, and generates business opportunities for consultants. PingFederate provides a suite of pre-built Integration Kits for reducing the cost of both first- and last-mile integration of single sign-on with existing applications or identity and access management systems. Integration Kits are protocol-independent, meaning a single Integration Kit will support every protocol run by PingFederate. As a result, PingFederate users will not have to update their Integration Kits when they decide to implement an additional protocol.

In the figure below an overview of possible off-the-shelf integration kits with supported list of operating systems, platforms, identity management systems and enterprise applications is given.
[image: image4.emf]
Figure: PingFederate Integration Kits are available for a growing list of operating systems, platforms, identity management systems and enterprise applications (Source: PingFederate4ProductOverview111506.pdf )
Some companies have deployed legacy IF systems. Some of these systems have distributed architecture enabling SSO from number of applications and security domains. Managing a distributed deployment of this type can be cumbersome and complicated, particularly so when the time comes to upgrade the deployment to take advantage of the recent advances in single sign-on standards. Consolidating distributed Identity Federation deployments with PingFederate significantly reduces administration costs and can reduce the burden of system upgrades and maintenance.

Integration challenges

Many organisations today are using Microsoft (MS) Server 2003. These organisations will be tempted to deploy MS ADFS, the product that enables identity federation. This product works fine so long every new partner uses WS-Federation SSO protocol standard. As soon as the partner uses another standard, systems get incompatible. On the long run it is unlikely that all parties in the Identity Federation will be able to integrate using WS-Federation. In addition to supporting WS-Federation, the only Federated Identity standard supported by Microsoft ADFS, PingFederate supports SAML 2.0 (including X.509 Attribute Sharing Profile), SAML 1.1, and SAML 1.0. 
PingFederate enables organizations using Microsoft ADFS to create Identity Federations with partners that are using one of the SAML protocols. In mixed application environments, using PingFederate along with Microsoft ADFS enables organizations to integrate non-Windows systems (such as J2EE-based applications)

into Identity Federations. Using PingFederate along with Microsoft ADFS enables organizations to integrate Identity Federations with other types of user repositories such as LDAP or RDBMS. 

Not all the organisations that are requested to join IF have IM system in place. For these organisations this product can be optimal solution. Because PingFederate does not require integration with an Identity Management System, PingFederate can enable organizations that have not deployed an Identity Management System to connect to an Identity Federation without an additional costly investment in an Identity Management suite.

PingTrust
This product/solution is basically a valuator and a generator of secure identity tokens. It is a standalone server
 that offers Security Token Service (STS). PingTrust is a Security Token Server that extends Identity Management Systems to Web services. With PingTrust, digital identities are associated with Web service requests to provide enhanced services while simultaneously ensuring appropriate information access and regulatory accountability. PingTrust manages validation and exchange of digital identities between browser-based and browser-less applications and the Web services to which they connect.
 It extents enterprises’ Identity management to Web-services.
[image: image5.emf]
Figure: To associate information, such as credentials and user attributes, with Web services, identity information must be packaged into security tokens. PingTrust provides token creation, validation and exchange use cases for both Java and .NET Web Service Clients and Web Service Providers.(source: PingTrust2DataSheet120106.pdf)
PingTrust server is based on two important security standards WS-Security and WS-Trust. These standards make it possible to embed trusted identity information into a Web service requests. OASIS
 Web Services Security (formerly WS-Security) defines techniques for binding security tokens, such as SAML assertions, Kerberos tickets, Username/Password tokens and X.509 certificates, into the headers of SOAP messages.
 WS-Trust eliminates the need for applications using WSS to secure their SOAP messages to know how to create and validate security tokens. Now this critical function can be centralized and made available to the entire SOA.
 
[image: image6.emf]
Figure: Web Services Clients and Providers Call the STS via the WS-Trust Protocol (source: PingTrust2UseCaseScenarios120106.pdf)
What is happening around PingTrust server/service is shown on the figure below:

[image: image7.emf]
Figure: Once it receives a request for a token from a Web Service Client, PingTrust interfaces with a local session authority to obtain or validate an existing security token representing the user. PingTrust can obtain additional user attributes for the Web Service Provider which are incorporated into the new security token. (source: PingTrust2DataSheet120106.pdf)
Let us now look at main features of PingTrust. From PingFederate this solution inherit important features like session integration adapters, subject mapping and role and attribute mapping. PingTrust enables centralized token processing, and aggregated trust management. It provides a central location for administration and auditing that supports the Client side and the Provider side equally well. Without PingTrust, every Web Service Client needs to establish a trust relationship with potentially every Web Service Provider it might call, leading to a many-to-many management nightmare. With PingTrust, each Web Service Client or Provider only needs to establish a single trusted relationship — with a local instance of PingTrust. PingTrust then establishes trust relationships with STSs in other security domains, dramatically simplifying administration. Multiple clustered servers managed by a single console enable high availability and near-linear scalability.

PingTrust includes interceptors that handle WS Security processing for Java-based Web Service Clients and Web Service Providers. Interceptors simplify configuration and deployment by effectively eliminating the need for customers to develop their own WS Security processing code. SDKs enable easy integration of PingTrust functionality into both Java and .NET applications (even integrating .NET clients with Java services). 
 Besides, the producer claims that the administration and management of credentials, and X.509 certificate management, is intuitive and user-friendly. 
Product features, standards and platforms supported are given in the appendix.
Identity management in Danish libraries
As we have said earlier, many organisations today are working towards development of Web-services, Service Oriented Architecture(SOA) and Federated Identity Management(FIM). Development of identity management in Danish libraries towards federated identity management is in the start-up phase where majority of units are still enclosed in so-called “silo” architecture characterized with inability to exchange user data and perimeter defence paradigm. Typical library unit in Denmark today has a web-front and a back-end system, with separate control for their internal and external users. Some web-services are developed, but only accessible to local users, usually not scalable, neither open to collaborative work with other services. User data are created and stored in decentralized data-bases, very often not able to communicate across the system borders. Identity data are stored in disparate formats, with no common protocol for exchange of user data, or belonging attributes. Some “integration” with external web-services has happened recently. This integration is typically just a link to an external site e.g. if one tries to get a resume for a book, this content may come directly from authors site. In order to improve the situation, by the  end of 2004, the group Danish libraries, have started “mitBibliotek”. It is a project with 7 goals made in order to move Danish libraries a step ahead in the direction of web-service development, SOA, SSO and FIM.   
mitBibliotek project
mitBibliotek is 2-years development project who’s goal is to enhance the use of the libraries digital resources, catalogues, net-libraries, and generally to enhance digital service.

mitBibliotek have cooperated 3 months with ITST
 on a project that should define concept of common user rights, in relation to common profiles that could be communicated across the domains. The goal for common project with ITST was to make a proof-of-concept. It was not enough just to find out what rights an authenticated user should be granted or denied. Other goals were set:
· The proof-of-concept is meant to be proof that there is a particular solution for FIM.

· The technology and recommendations are long-term, scalable, and durable. 

· The proof-of-concept could have been deployed in other sectors.
· The solution involves external and internal (from the libraries) forces

Many activities have taken place during this period i.a. creation of three typical use-case scenarios, setting the test facilities up, documenting the process and the standards, roles’ descriptions, and so on. The three typical use-case scenarios will be regarded in chapter to follow.
After the end of the period, mitBibliotek have gone into a deal with Danish company Lenio (an agent for american pingIdentity), to try their product PingFederate and continue the path towards authentication/authorisation infrastructure. The company was supposed to install the product, make a setup of profile servers in two physical locations in Denmark, and test the solution. Rollout plan for the deployment was to be done as well. This process is still going on. (ultimo 2006)  
The project has for an ambition to collect all common information about users, and store it to a central profile server. At the moment (ultimo 2006), the focus is on the architectural/technological solution. Very little has been said of done about the data content. Common user data structure has been neglected; metadata and directory structure has not been discussed yet.  In this area they are far behind a similar project called DK-AAI
, where the decision about what personal data will be stored at LDAP level has already been settled. In other areas things are going better, but Gitte Barlach, the project’s leader is still afraid to make technological choice that would make the project bound to a specific technology, fearing the consequences of possible lock-in effect and wrong investment. She is mostly concerned that that chosen solution might not live up to the requirements for open standards that are subject to constant change. But the majority of systems do not change that fast, and the important thing is openness and flexibility. To my knowledge it is only pingTrust that together with PingFederate is able to offer flexible solution and to enable communication with majority of currently most used operating systems, standards, and platforms including by DK-AAI used Shibboleth. 

Shibboleth is a project of Internet2/MACE. It is developing architectures, policy structures, practical technologies, and an open source implementation to support inter-institutional sharing of web resources subject to access controls. In addition, Shibboleth will develop a policy framework that will allow inter-operation within the higher education community
. It is basically open source middleware software which provides Web Single Sign On across or within organizational boundaries. It is mostly, but not exclusively developed to support SSO and FIM for higher education community. As an open-source project, Shibboleth is subject to relatively inexpensive licence. As of version 1.3, it is licensed under the Apache 2.0 license
. The sole problem of Shibboleth (v.1.3) is that it doesn’t fully support SAML 2.0, a standard that has gained almost univocal acceptance in the industry.
mitBibliotek project goals
As earlier stated, there are seven goals for the project. They can be seen at www.aakb.dk/sw69895.asp unfortunately in Danish only, but we will stick to technological goals related to FIM and SSO. From the IM point of view especially interesting are goals nr. 1, 3 and 5. Let’s have a look at these goals:
1. Making infrastructure mature for support for i.a. web-services

3. Possibility for personalisation and collaborative filtering

A. Building of personal/tailor-made profiles with more parameters such as, gender, age. Make personalization of user’s view. Development of ‘situation-decided ad-hoc profiles’
5.Authentication
Data models for user authentication

Goal nr.1 is quite general. To support the web-services, the libraries will have to establish and use Service-oriented architecture (SOA). SOA is dealing with decentralized computing, a lot of clients and servers communicating across the net. SOA puts an additional pressure on redefining traditional exclusionary security models
. To attain SOA environment the libraries will have to move to inclusionary security model
 where we talk more about documents, people, data, actions, and organizations. 
According to Yuan and Tong, Canadian researchers
, Web Services are modular XML-based applications using standards and technologies for distributed computing

· Defined with WSDL

· Published in UDDI

· Invoked via SOAP

Unlike traditional point-to-point architectures, SOAs comprise loosely coupled, highly interoperable application services. These services interoperate based on a formal definition independent of the underlying platform and programming language (e.g., WSDL). The interface definition encapsulates (hides) the vendor and language-specific implementation. A SOA is independent of development technology (such as Java and .NET). The software components become very reusable because the interface is defined in a standards-compliant manner. So, for example, a C# (C Sharp) service could be used by a Java application
.

The SOA is based on Web Services standards - SOAP for invocation, WSDL for interface definition, and UDDI for service discovery, all of which use XML as the communication format. These standards remove any dependence on machine architecture and operating system, making composition of independently developed components far easier
.

If libraries want to control services and users with different access rights, and views, they will have to establish federated identity management, and SSO. Good idea is to start with naming and directories, so that users and resources can easily be found and information about them sent on. Names are but a handles to large more complex things, such as files, profiles, domain names, etc. Directories are structures of names, usually hierarchical, providing the possibilities for querying the entries. Schemas of directories are often called metadata. In SOA context, metadata have to be readable for external systems, so metadata integration is a considerable part of deploying any FIM and SSO. 
Some examples of directories are: 

· Domain Name System

· RMI – Registry

· X.500

· LDAP

For aggregation of identity data, libraries have following four choices:
· Build a single central identity data store.

· Create a metadirectory that synchronizes data from other identity data stores in the enterprise.

· Create a virtual directory that provides a single integrated view of the identity data stores in the enterprise.

· Federate directories by tethering
 identity data stores together.

Current technical model is shown as the three layer architecture on the figure below:
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Figure: Current technical model for mitBibliotek federation with layers. Lowest level is data-layer; a level up is service/application layer, where collaborative filtering, web-service match, and app-to-app. communication is happening. Top layer is user/client  presentation layer (source: Ansøgning til Udviklingspuljen 2005 - Netbiblioteket.doc
) 
Presentation layer is local choice, web-services can be shown with HTML, CSS
 or Java Script. Library group is defining what services in application layer are going to be offered to the users. Web-services that are in application layer can pull data directly from data-layer or indirectly through another web-service. 
To reach goal nr.3, each organisation will have to establish authorisations schemes, for its internal organisation and in relation to collaboration. Security policies will have to be coordinated, and elevated to the same level. The best strategy is to require general accordance with Danish security standard DS 484. in this way the libraries wil have similar stand point in all areas of security, also the security level for access control. 
The most common authorisation scheme today is RBAC
, where users’ rights are assigned to roles in an organisation. If the ambition is to develop ‘situation-decided ad-hoc profiles’, one will probably be forced to use more sensitive schemas such as 
ABAC - Attribute Based Access Control, since RBAC flexibilities are limited to static roles. A variant of ABAC, EDAC - Enterprise Dynamic Access Control could be optimal schema for the libraries, since profiles are situation-decided, and resource access based on the following criteria:

· Attributes

· Environmental

· Business rules

· Questionnaire

· Workflow

These parameters should give enough input to be able to make ‘situation-decided ad-hoc profiles’, but the deployment of such an solution will be more difficult then deployment of simple RBAC schema.
In relation to goal nr.5, federated identity concept requires that partners in federation decide what authentication schemes will be accepted, and how many levels of authentication are required for access to different data. Rule of the thumb is, the more sensitive/valuable the data are - the higher level of authentication should be required. Cost of authentication should not overrun the value of data itself. 

The data with low confidentiality could be protected with username/password schema only, while changing a user profile could be protected by higher level of authentication, e.g. OCES
 digital signature, which is two factor authentication. To use digital signature one must have something (digital key) and know something (un/pass).

Use-case scenarios for IM
As stated earlier, mitBibliotek and ITST have been working together for 3 months on a project that had for a goal to define common user rights, in relation to common profiles, and on communication across the domains. During this period many activities have taken place i.a. creation of three typical use-case scenarios, setting the test facilities up, documenting the process and the standards, roles’ descriptions, and so on. Let us now look at the three typical use-case scenarios.

Scenario 1a.

Graphical representation of the scenario is shown on the figure below:
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Figure: scenario where user logs-in at Gentofte
-library (G) and sees her data from København (K) and G. Reading help: burger-user, oplysninger-information, personalisering-personalisation: earlier loan, current loan, notes, deselections (source: Brugerstyring - scenarie 1-3 incl rutediagram.doc)
a) A user logs-in at G library

b) The user clicks the option that allows her to see her previous loans, and reading recommendations. These are collected from the profile server. 
c) The user reserves one of the recommended books at G-library site
d) The user adds 2-3 other recommended titles to the personal “remember-list” on the profile server

e) The user selects, or deselects some services she would prefer to be shown for her. Selected changes stores in user profile server. 

f) The user continues search for books in G-library’s base. She finds an interesting book, and together with the information about the book, comes (via a web-service) a list of books other people have lent together with the book found (collaborative filtering). Books that have earlier been lent by the user are filtered from, or marked as “lent earlier” in the list. 
Scenario 1b
a) A user logs-in at G library

b) On her profile the user sees a list over the libraries she is member of

c) The user clicks at the one of the items in the list, gets transferred to the chosen items home-page and is automatically logged-on

Scenario 1c
a) A user logs-in at G library

b) The user can via local HCI
 see all the actual data: actual loan, reservations, remote loan at all the libraries she is member of

c) The user can via local HCI make renewals and reservations at the libraries she is member of

Scenario 2a

Scenario 2a is building upon the assumption that scenario 1 is up and running. The same conditions as in the scenario 1 have to be fulfilled. Graphical representation of the scenario is shown on the figure below:
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Figure: scenario where user logs-in at Gentofte
-library (G) and sees her data from København (K) and G, and in the same session she is searching for some extra information from “Infomedia” that is supplying her with a review/critic. Reading help: burger-user, oplysninger-information, personalisering-personalisation: earlier loan, current loan, notes, deselections, evt.det same server – perhaps the same server, autorisation mod eksterne services – authorisation against the external services. (source: Brugerstyring - scenarie 1-3 incl rutediagram.doc)
a) A user logs-in at G library

b) The user makes a search in G-library’s base, finds an interesting book, and together with the information about the book, a link to AuthorWeb is shown on the screen (via a web-service). 

c) The user clicks on the link and gets to an open part of AuthorWeb. The user clicks on in the AuthorWeb, and comes to a part where payment is required, for a user logged on the library, and one of the libraries she is member of has signed an access agreement with AuthorWeb. 

d) User makes a search in G-library base, finds an interesting book, and together with the information about the book, a part of review/critic and a link to Infomedia is shown on the screen (via a web-service). 

e) The user clicks on the link and gets to a page with full review/critic. The link is shown or hidden depending on log-in status (if the user is logged or not)

Scenario 2b
a) A user is surfing G-library’s site but is not logged-in

b) The user makes a search in G-library’s base, finds an interesting book, and together with the information about the book, a link to AuthorWeb is shown on the screen (via a web-service). 

c) The user clicks on the link and gets to an open part of AuthorWeb. The user clicks on in the AuthorWeb, but gets prompted to log-in.
Scenario 3.

Scenario 2a is building upon the assumption that scenario 2 is up and running. The same conditions as in the scenario 2 have to be fulfilled. Graphical representation of the scenario is shown on the figure below:


[image: image11.emf]Autorisation

mod eksterne

services

Gentofte

Bruger

Profil

Århus København

Profil oplysninger:

cpr-nummer

Kommune nummer 157

Bibliotek1 715700

Bibliotek2 710100

Personalisering:

F.ex.

Tidligere lån

Nuværende lån

Noter

”Fravalg”

Evt. samme server

EBSCO Infomedia Netmusikken

Kommunens virtuelle sikkerhedsdomæne

Sundhed.dks virtuelle

sikkerhedsdomæne

Andre officielle virtuelle sikkerhedsdomæner

Tr

u

s

t 

f

o

r

u

d

s

æ

t

t

er

 

f

.

e

x.

D

i

gi

t

al

 

si

g

n

a

t

ur

T

r

u

s

t

 

f

o

r

u

d

s

æ

t

t

e

r  

f

.

e

x

.

D

i

g

i

t

a

l

 

s

i

g

n

a

t

u

r

T

r

u

s

t

 

f

o

r

u

d

s

æ

t

t

e

r

 

f

.

e

x

.

D

i

g

i

t

a

l

s

i

g

n

a

t

u

r

Scenarie hvor brugeren logger på via Gentofte og ser sine data fra

København og Gentofte, for i samme session at søge information fra

Infomedia ud fra et givet materiale - samt adgang til kommunale

ressourcer med digital signatur

Bruger-

anmeldelser

Forfatter-

Web

”Virtuelt biblioteksdomæne”

Hvis man bevæger sig fra et site med lavt

sikkerhedsniveau bliver man promptet for

digital signatur - hvis man kommer fra et

site hvor man allerede er identificeret ved

digital signatur kommer man bare ind via

wstrust


Figure: scenario where user logs-in at Gentofte
-library (G) and sees her data from København (K) and G. In the same session she is searching for information from “Infomedia”, while at the same time having access to communal resources after authentication with digital signature. Reading help: burger-user, oplysninger-information, personalisering-personalisation: earlier loan, current loan, notes, deselections, evt.det same server – perhaps the same server, autorisation mod eksterne services – authorisation against the external services, virtuelle sikkerhedsdomæne – virtual security domains, kommunes – communal, sundhed.dks – health.dk’s, andre officielle – other offical  (source: Brugerstyring - scenarie 1-3 incl rutediagram.doc)
A user logs-in at “citizen’s log-in prompt”
 on a computer at G-library with OCES digital certificate.
The user clicks at the link leading to G-library’s site
The user gets to the site being automatically logged-in.  
How to systematically create the architecture for digital identity?

In this chapter the researcher will define some basic elements figuring in the process of building the architecture for federated identity management at enterprise level. We can consider Danish libraries’ architecture as the enterprise level architecture. Process of building of the Identity Management Architecture (IMA) is a question of choice of structural approach. In his book Digital Identity, Phil Windley has come up with his proposal of the model and the governance of IMA building projects. His proposal is similar to many big enterprise restructuring projects, and seems very good example of a well structured approach. In this chapter we will mainly follow his approach to building IMA, from the technological perspective.
The purpose of an IMA is creating a digital identity infrastructure that gets employees, customers, partners, and suppliers to the resource they need…. An IMA creates a plan that allows features such as single sign-on and federated identity management to work reliably. (Windley, 2005, p.135, 136).

Building of an IMA has no alternative. One of the biggest benefits of an IMA is allowing the organization to focus on the positive aspects of digital identity in creating value. (Windley, 2005, p.135).
On the way towards building an IMA, each organization has to restructure its process of designing identity records, inventories and other structural information related to use of standards. As a result of this evolution path, an overview of data is provided and the costs in managing identity are reduced. Part of an IMA’s plan should take external requirements from partners and governments into account. The purpose of the plan is not only the management, but also control of the access to resources. The IMA’s ultimate determining factor should be business policy and business prospects as seen from management perspective. 
The major obstacles for successful project implementation can be i.a. mistrust, fear of loss of control, inexperience, lack of training, severe chronic resource shortages, etc. Other obstacles may include arrogance on the part of the IT organization – the “we know best” mentality, corporate politics and players with other motivations, fixation on short-term return on investment (ROI), acceptance of the status quo, and recent visible failure at IT planning.

[image: image12]
Process architecture is important part of building the IMA, but since this project is focused more on technical aspect of the problem we will look more at data architecture. Digital identities are usually stored as digital records of some kind in a memory of computers. Data architecture is a link that connects these data to a specific business goals and processes. It categorizes it, identifies metadata, and takes care of the way it will be represented later on.

There are three important roles of data architecture: categorizing, exchanging, and structuring identity data. Provisioning of user data is a single business process but creates multiple identity records. The process links these records even if the infrastructure does not. Making the data inventory is the first step in creating identity data architecture.

An identity data audit should be done periodically. The purpose of the audit is maintenance of IMA, risk assessment of security and privacy purposes, and protection against data loss. The owner or custodian of the data should not be in the audit team. A number of questions concerning privacy, use, storage, backup, ownership, processes, etc. should be answered. The result of the audit should be used for estimation of maturity level of different aspects of the identity data. The result ought to be shared not only with the owner and custodian, allowing them to offer feedback and correct mistakes, but to the number of other people responsible for building the support for the process in the organization.

Identity map is a flowchart that shows creation, usage, and eventual deletion of identity data. Identity map looks much like the general data lifecycle. The map shows details about how the record is created, used, maintained, and eventually destroyed. The interaction between identity systems is clearly stated on identity maps, and the map is particularly useful when you want to do re-architecting. 

Process-to-identity matrix relates the identity to processes in a visual way. Note that some identity records are used by multiple processes. On the other hand different records might be serving the same purpose in different processes and may be combined.
Result of the inventory gives us a database of identity data in use. One of our goals is to establish the authoritative source for each identity. Inconsistency of the data is one of the main obstacles in reaching the goal. Identity data can be inconsistent in five different ways:

1. Inconsistent use of identifiers for the same data; e.g. there can be several data records for the same customer

2. Inconsistent values for the same data in a field; A name can be stored as a single value or split into first and second name.

3. Inconsistent names for fields that carry the same data; E.g. “lname” and “lastname”. These are called “synonym fields”

4. Inconsistent meaning for field names; the field name phone might refer to the phone number of the customer or as a flag that a salesperson should make a phone call to the customer. These are called “homonym” fields.

5. Inconsistent representation; a customer identity record can be stored as a number, and another as a series of characters.

The Interoperability framework (IF) recommends the components, such as identity server and directory software. Interoperability framework contains three primary kinds of standards:

1. External standards, such as XML, SAML, etc.

2. Software standards, such as Lotus Notes or Linux

3. Hardware standards have to support interoperability

Conclusion
We can start with the area of Interoperability Framework (IF) that covers hardware and software standards. Solution choice is dependent on the current architecture and on the ambition level for mitBibliotek project. In any case, an integration with existing IM systems is the main task. 75 % of the libraries use the same it-system, and this system is allowing the search for user data.  Complexity in the integration lies in the necessity for mapping of users’ data into SAML attribute schema. Commercial product such as pingFederate would facilitate this process. Once this mapping is done SSO is relatively easy to make, since it requires exchange of SAML messages, and this can be done again by a commercial product such as pingTrust. Exchange of profile information would be relative simple, as soon as mapping from users’ data to SAML attributes is done. 

Both pingFedrate v.4 and pingTrust are products/solutions that would definitely solve a great part of the libraries’ SSO and federation ambitions. The price for the software is also considerable
. 

PingFederate can be used as ‘hub’ for suppliers and partners, and it integrates and coexists with existing Identity Management deployments, with help of built-in integration kits. It can integrate with the number of operating systems, application platforms, IM systems and custom applications. It supports all versions of SAML as well as WS-Federation. It does have user friendly interface. PingFederate along with Microsoft ADFS enables organizations to integrate non-Windows systems (such as J2EE-based applications) into Identity Federations. Using PingFederate along with Microsoft ADFS enables organizations to integrate Identity Federations with other types of user repositories such as LDAP or RDBMS.  

PingTrust is basically a valuator and a generator of secure identity tokens. It is a standalone server that offers Security Token Service (STS). It extents enterprises’ Identity management to Web-services. It is based on two important security standards WS-Security and WS-Trust supporting SOA. As PingFederate the product is supporting the number of operating systems, application platforms, IM systems and custom applications.

In the area of authentication neither of the products support OCES standard, and it is not clear if the standard could achieve any communication with the products. The products’ producer claims easy integration, but how easy it would be in the case of Danish libraries is hard to say. It will definitely take considerable resources from both supplier and the consumer of the product/solution. There are no products or solutions that could solve all the tasks only human can solve, for example the optimal approach to the problem of SSO and FIM implementation.
Danish libraries’ efforts to implement SSO and federation, represented by mitBibliotek project could have taken a bit more structural approach to the problem. Quite structural approach to this problem has Phil Windley, the author of the book with title Digital Identity. The book describes model for creating a digital identity infrastructure that gets employees, customers, partners, and suppliers to the resource they need
 and the governance of IMA building projects. The IMA’s ultimate determining factor should be business policy and business prospects as seen from management perspective. For this reason the author has started the analysis from the projects goals that are probably business prospects as seen from management perspective. 
The author of this report didn’t get an impression that the libraries have started restructuring their process of designing identity records, that they have made data inventories or collections other structural information related to use of standards, as the method is recommending. At this stage, an overview of data is not provided and the costs of managing identities cannot be reduced. The inventory data should not be a static, plaintext document. The best way to store the data is in some kind of structured way
 so that it can be searched and retrieved for future use. In this way libraries can spot the troublesome or costly tasks. Improvement of processes associated with these tasks has to be considered first. Critical processes must be improved first. The improvement goals could be, standardizing, replacing manual processes with automated self-service system or integration. To move slowly towards any of the goals is OK, as long as there is continuous improvement. 

The good thing is that the project has taken external requirements from partners and governments into account. The cooperation with ITST has been fruitful and the project has accepted e.g. SAML 2.0 as ITST is recommending. But the project is still flirting with Shibboleth v.1.3, open source standard that is not supporting SAML 2.0. Out of the material the author had an access to, it is not quite clear wheather mitBibliotek requires adoption of the two by OIO recommended standards: OCES  in the area of authentication and RBAC in the area of authorization. It is not evident how OCES certificates and PKI are going to be integrated part of SSO and federation. If RBAC is to be used user roles have to be defined. The researcher have not seen any role definitions for the libraries.
Two other standards have status ‘approved’ in the model: LDAP and DSML
. If the project accepts LDAP, collection and protection of user attributes, typically stored in LDAP user catalog should be defined. Virtualizing, meta-directories, and enterprise directories have to be synchronized. OIO recommendations for identity management
 (so called Danish reference model) are given for the core attributes for users and for unique-ID key. XRI and OCES (Danish specific) standards are recommended. LDAP scheme object class inetOrgPerson with four belonging basis-attributes is recommended for user definition. 
The author of this report has not found the evidence that the libraries are using another ‘approved’ standard DSML, that is suppose to bridge the world of directory services with the world of XML, providing means of representing directory information in XML. 
To conclude on the part for external requirements: if the libraries want to follow the Danish reference model they will have to consider the 11 standards defined and classified by the model. As a minimum three standard with status ‘recommended’ should be seriously considered: SAML 2.0, OCES, and RBAC.  These three must be incorporated in the solution for SSO and federation.
Identity data audit should be done periodically where a number of questions concerning privacy, use, storage, backup, ownership, processes, etc. should be answered. It is not known to the researcher if the audit has been done. 

Identity maps have been done for three use-cases scenarios stating the interaction between identity systems, but they do not show creation, and eventual deletion of identity data. Identity maps are good start but could be improved and completed with additional data. E.g. process-to-identity matrix could be done in order to relate the identity to processes in a visual way.
One of the technical goals for the project should include establishment of the authoritative source for each identity data in use. Inconsistency of the data is one of the main obstacles in reaching the goal. Once the identity records are identified, the inconsistencies should be solved. Owners and custodians of the data should meet, adopt the common format for data elements and choose an authoritative source.

In the material the researcher has got hold on, there is no single trace about standard for provisioning of user data. If the libraries are daily creating user data incompatible for exchange, there will be more difficult to make mapping for a great quantity of incompatible data at later stage of development. Some standards for data provisioning should be adopted immediately. E.g. SPML
, the OASIS standard, has got ‘emerging’ status by the OIO model, and could be used by the libraries to facilitate the integration into federation, making sure that all the new data created after certain date will be provisioned in the same format. To the knowledge of the author of this report data provisioning, that is very important building block of any identity federation, has been totally ignored by mitBibliotek project.
The researcher has heard that the libraries has not yet created metadata repository, which is a basis for exchanging of identity data. This task has to be done, and once the repository is created, it should be easily accessible; creating and updating records should be easy. Accessibility is best ensured having the repository online, rather than having it on a personal machine e.g. in a spreadsheet. 
To protect sensitive identity elements, such as CPR number, the libraries will have to use encryption
. XML Encryption with XML-Encryption Syntax and Processing – standard has been given status ‘emerging’ by Danish reference model. mitBibliotek does not mention the protection of sensitive data in the materials. 
Talking more about standards, mitBibliotek doesn’t cover the area of policy server information exchange. Standard such as XACML
 is also part of OIO standard suite. If XACML is applied, each of libraries’ policy decision point (PDP) could use a single policy distributed from Policy server without continuous manual configuration and reconfiguration. This would significantly enhance the it-security within the federation.

References

Books

	Andersen, Ib Guide til problemformulering, Samfundslitteratur, 2004

	Enderud, Harald Hvad er organisationssociologisk metode? Den 3die Bølge i metodelæren, Samfundslitteratur, 1986

	Farkas, Csilla and Samarati, Pierangela Research Directions In Data And Applications Security XVIII, Kluwer Academic Publisher Group, 2004

	Harris, Shon, CISSP Certification, McGraw Hill, 2003

	Jajodia, Sushil and Wijesekera, Duminda Lecture Notes in Computer Science, Springer Berlin / Heidelberg, 2005  

	McGovern, James, et al. The Practical Guide to Enterprise Architecture, Prentice Hall, 2001

	Parenty, Thomas J. Digital Defense: What you should know about protecting your company’s assets, Harvard Business School Press, 2003

	Rogers, G., & Bouey, E. Collecting Your Data, Boston: Ally & Bacon, 1996

	Standefer, Robert, Enterprise XML Clearly Eplained, Morgan Kaufmann, 2001

	Tanenbaum, Andrew S., Computer Networks, Prentice Hall, 2003

	Windley, Phillip J. Digital Identity. O’Reilly Media, 2005

	Young, Michael J., Step by step XML, Microsoft Press, 2000


Documents 
Downloaded from www.pingidentity.com/products/pingfederate:

· PingFederate4DataSheet111506.pdf 
· PingFederate4ProductOverview111506.pdf 
· PingFederate4WhatsNew111506.pdf
Downloaded from www.pingidentity.com/products/pingtrust 
· PingTrust2UseCaseScenarios120106.pdf
· PingTrust2DataSheet120106.pdf
Pjece_Serviceorienteret_arkitektur.pdf/ OIOservicestruktur_pec1_20061124.doc from www.oio.dk
Brugerstyring - scenarie 1-3 incl rutediagram.doc, received from Gitte Barlach

Linkz
www.pingidentity.com
www.pingidentity.com/products/pingfederate
http://en.wikipedia.org/wiki/FIPS_140-2
www.oasis-open.org/committees/tc_cat.php?cat=ws
http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf
http://www.dk-aai.dk/Home.html
http://www.aakb.dk/sw69895.asp
http://www.oio.dk/arkitektur/brugerstyring/referencemodel
http://erhverv.tdc.dk/artikel.php?dogtag=tdc_e_digi_pl_pi_tek
http://csrc.nist.gov/rbac/EDACv2overview.pdf
http://www.aakb.dk/sw71392.asp
http://digitalidentitymanagement.wordpress.com/
Acronyms, Expressions, Full terms, definitions and additional information
	Acronym
	Full term, definition, and additional information

	ABAC
	Attribute Based Access Control. An access control system where authorization is based on user attributes demonstrated through the disclosure of digital credentials, and object metadata
. ABAC allows access control decisions to depend on multiple attributes of the requester, not just their identity or role. 
 ABAC differs from the traditional discretionary access control model by replacing the subject by a set of attributes and the object by a set of services in the access control matrix.



	ABAM 
	Attribute-Based Access Matrix model. One of the several existing attribute-based access control models.



	ACL
	Access-Control Lists. A bit more flexible approach to individual user’s access to specific resources. ACLs are lists of specific users and groups who have access to the resource. In file systems, ACLs are stored as attributes of the files and encompass the standard file-permissions system and expand it to enable specific users or groups to be designated as having a particular level of access.
 ACLs are also known as Identity Based Access Control (IBAC)


	ADA
	Authorization Decision Assertion. The decision made by Policy decision point as to whether or not the user will be allowed to access a resource.



	ADFS
	Microsoft’s product that enables identity domains federation.



	CA
	Certificate Authorities. Anyone can issue (digital) certificates using OpenSSL or some other programming API (Application Programming Interface). The trusted issuers of certificates are called Certificate Authorities (CAs). Governments, International agencies or some other trusted authorities can empower a CA to issue certificates in the same way as national banks are empowered to issue banknotes. The certificate authority accepts and processes applications for certificates from entities, authenticates the information that the entities provide, issues certificates, and maintains a repository of information about certificate and their subjects (Windley, 2005, p.44). CAs have hierarchical order and higher-level CA certifies lower-level CA. Each Certificate Authority must establish and provide at least the following services:

· Certificate enrolment process, 

· Subject authentication, 

· Certificate generation, 

· Certificate distribution, 

· Certificate revocation, and a 

· Well secured data repository where certificates are stored. 



	CIB
	Consolidated Infrastructure Blueprint. Second component of the Reference Architecture (see RA). It shows the actual components of the identity infrastructure and how they are connected to each other. It looks like a programming block diagram, with IM elements connected with connectors to show an architectural solution.



	CPC
	Common Pin-Code. A number of Danish public portals are accepting Kommunedata’s (KMD’s) Common Pin-Code
(CPC). A single username/password is used for many services offered at these portals. More than 600.000 CPCs were issued in Denmark.
 TDC’s digital signature is certainly higher level credential, but in spite of that, some people argue that CPC is more secure, since it does not need to be installed on any computer.


	CPS
	Certificate Practice Statement. Certificate Authorities would typically publish policies and practices related to their services in a Certificate Practice Statement (CPS).


	CRL
	Certificate Revocation List. A certificate can be revoked, when it appears a need to prematurely terminate a certificate. The list of revoked certificates is called Certificate Revocation List (CRL). The CRL is a data structure that contains identifying information about the CA, a timestamp, and a list of serial numbers of all the certificates that have been revoked (Windley, 2005, p.46).


	DAC
	Discretionary Access Control. The systems where the custodian is left to determine what users will be granted access is called discretionary access control (DAC). Further, once granted access, the user becomes, in effect, a custodian, because a user can grant access to other users (Windley, 2005, p.68).


	DC
	Digital Certificates. Digital Certificate is higher-level mean for authentication. Digital certificates and Public Key Infrastrucure (PKI) are based on cryptography. It is much more difficult to crack or falsify a digital certificate. They are therefore more reliable identification proof then the other authentication mechanisms. A single account can be associated with many certificates, each of them attached to different sets of attributes. From the users’ point of view, it is a very practical feature, since by use of digital certificates they don’t need to maintain many accounts. Despite these advantages, digital certificates are not very popular since the majority of users find them relatively complicated to obtain and use. The access codes are frequently forgotten, and since they are stored on local machines, the certificates can be subject to loss of theft. Renewals may show costly, especially for large organizations. In order to preserve trust in the system, corrupted and revoked certificates have to be listed at a Certificate Revocation List (CRL). Before a certificate is accepted it should always be checked against CRL. The maintenance of CRL is must, and therefore adds additional cost to already relative expensive system. Even if CRLs is well maintained, PKIs today have no mechanism that would automatically check the lists, every time a certificate is used. This can be serious problem for security.



	DI
	Digital Identity. Digital identity is a part of overall identity – identity information translated in bits and bytes. The identity data need to be created, stored, exchanged over electronic networks, used, copied, deleted, retrieved, manipulated etc.


	DISP
	Directory Information Shadowing Protocol. X.500 DISP (Directory Information Shadowing Protocol) is the standard replication protocol that is a part of X.500. It is the only open standard for directory replication. Source: http://www.isode.com/whitepapers/case-for-disp.html


	DLAM
	Digital Library Access-control Model. One of the several existing attribute-based access control models. Defined by Adam et al., 2002.



	DRM
	Digital Rights Management. DRM is a system for specifying and managing intellectual rights. Typical examples of DRM can be fond in entertainment industry, e.g. watching a right protected content over the net.

In DRM, we often want to give specific rights (for example, the right to view but not copy) to specific people (Ted in accounting or a particular customer) for specific time periods (for the next two hours or three more times). That makes the task much more difficult… The problem can be made tractable by being able to build general licenses and derive specific licenses from them automatically. (Windley, 2005, p.95)



	DS
	Digital Signature. A private key in a public/private key pair, that is kept secure, can function as a personal digital signature when it is used to encrypt a document or data stream. It represents digital identity of a person uniquely. It can also be used in two level authentication IM systems, together with e.g. username and password. The encrypted document is unintelligible unless decrypted with appropriate public key. 



	DSA
	Directory System Agent. Server containing directory system data able to synchronize with other servers using Lightweight Directory Access Protocol (LDAP) 


	DSML
	Directory Services Markup Language. One of the standards for provisioning and synchronizing of users’ profiles between the user catalogues. OASIS
 standard, adopted also by Danish Reference Model with status Approved. The Directory Services Markup Language (DSML) bridges the world of directory services with the world of XML, providing means of representing directory information in XML. Source: http://www.oasis-open.org/committees/dsml/charter.php



	EDAC
	Enterprise Dynamic Access Control. An example of ABAC. Unlike other RBAC systems, the EDAC powerful role and permission assignment technology is capable of evaluating resource access based on the following criteria:

· Attributes

· Environmental

· Business rules

· Questionnaire

· Workflow

This type of meta-database access control (MDAC) evaluation capability is quickly growing as a necessary requirement. Currently customers are encountering problems with niche access control solutions that only satisfy portions of their requirements. EDAC offers a comprehensive solution with an extensible framework.
 

More info on Enterprise Dynamic Access Control (EDAC) in Richard Fernandez’s case study. 

 

	EDD
	Enterprise Directory Director. The directory policy should determine a way to create global unique IDs for the records in enterprise-wide directory. One way is appointing the Enterprise Directory Director (EDD) an agent which is made to enforce the rules.


	EDI
	Electronic Data Interchange. An older standard for data exchange with both suppliers, and customers. 



	IBAC
	Identity Based Access Control. IBAC is also known as ACLs


	ID
	Identificator



	ID-FF
	Identity Federation Framework. A framework developed by Liberty Alliance project. The Liberty Alliance Project is an alliance of more than 150 companies, nonprofit and government organizations from around the globe. The consortium is committed to developing an open standard for federated network identity that supports all current and emerging network devices.
 ID_FF is incorporated into SAML 2.0 standard.



	IdP, IP
	Identity Provider


	ID-SIS
	Identity Services Interface Specifications. Specification developed by Liberty Alliance project. The Liberty Alliance Project is an alliance of more than 150 companies, nonprofit and government organizations from around the globe. The consortium is committed to developing an open standard for federated network identity that supports all current and emerging network devices.



	ID-WSF
	Identity Web Services Framework. A framework developed by Liberty Alliance project. The Liberty Alliance Project is an alliance of more than 150 companies, nonprofit and government organizations from around the globe. The consortium is committed to developing an open standard for federated network identity that supports all current and emerging network devices.



	IF
	Interoperability Framework. A list of standards chosen by the company’s management. Important part of IMA.


	IM, IdM
	(Digital) Identity Management



	IMA
	Identity Management Architecture. IMA is the governance and modeling tool made to support the business. It is a coherent set of standards, policies, certifications, and management activities. These are aimed at providing a context for implementing a digital identity infrastructure that meets the current goals and objectives of the business, and is capable of evolving to meet future goals and objectives. (Windley, 2005, p.134)



	INCITS
	InterNational Committee for Information Technology Standards

 

	ITST
	IT-og Tele Styrelse (IT -and Telecom Agency)



	LDAP
	Lightweight Directory Access Protocol. LDAP is the acronym of the Lightweight Directory Access Protocol
. It was created to facilitate client access to X.500 directory services specification on mainframe machines. It is made for querying and modifying directory services. It is running over TCP/IP and it specifies API for clients in the client-server architecture. 

Over time, LDAP have evolved to be a complete directory service, which specifies a network-based server with hierarchical namespace, as well as a method for doing referrals to other directories so that multiple LDAP servers can cooperate to create a single virtual namespace from the namespaces of the individual servers. (Windley, 2005, p.83)


	LDIF
	Lightweight Directory Interchange Format. LDIF is an ASCII file format used to exchange data and enable the synchronization of that data between Lightweight Directory Access Protocol (LDAP) servers called Directory System Agents (DSAs). LDAP is a software protocol for enabling anyone to locate organizations, individuals, and other resources such as files and devices in a network. An LDAP directory can be distributed among many servers. LDIF is used to synchronize each LDAP directory. Source: http://whatis.techtarget.com/definition/0,,sid9_gci549219,00.html


	LRA
	Local Rights Authority



	MAC
	Mandatory Access Control. The system where the owner (or the owner’s representative) sets the policies, and where custodians and users are obliged to follow them, is called mandatory access control (MAC)(Windley, 2005, p.68). MAC system is restricting access to objects based on fixed security attributes or “labels” assigned to users and to files or other objects
.



	MDAC
	Meta-Database Access Control. 



	NIST
	(USA’s) National Institute of Standard and Technology 


	OASIS
	Organization for the Advancement of Structured Information Standards. One of the most important standardization body within the area.



	OCES
	Offentlige Certificater til Elektroniske Services - Public certificates for electronic services, more info: http://erhverv.tdc.dk/artikel.php?dogtag=tdc_e_digi_pl_pi_tek


	OIO
	Offentlig Information Online



	PA
	Permission Assignment.



	PDP
	Policy Decision Point. It is a point (server, application) where the decision as to whether or not the user will be allowed to access a resource is made.



	PEP
	Policy Enforcement Point. A user’s requests to access a resource first arrive at the PEP. For example, if a user attempts to access a file, the file server is the PEP.
 

	PKI
	Public Key Infrastructure. Digital certificates use a data structure called the Public-Key Infrastructure (PKI). PKI consists of well secured databases with all the public keys. High uptime of online accessibility of the data needs to be ensured. If a data structure is to be called PKI, public keys must be available all the time on demand. Apart from that PKI must have two other characteristics: is must be secure and it must be scalable. Trust in PKI is of vital importance to its credibility. 


	PSP
	Provisioning Service Provider. PSP is a SPML-enabled software service that responds to SPML requests from the Requesting authority (see RA)

 

	PST
	Provisioning Service Target. PST is SPML entity that performs the provisioning. Sometimes the PSP and PST are the same software agent, but they needn’t be. The crucial difference is that while the PSP is required to understand SPML, the PST is not. So the PSP may be a front-end for other software services that do not understand SPML.


	RA
	Reference Architecture (part of IMA)



	RA
	Requesting authority. RA is an SPML entity/component making the provisioning request


	RBAC
	Role-Based Access Control
 (RBAC) is based on the idea that users are typically granted access to resources based on their roles in the organization (Windley, 2005, p.70).

RBAC promises less complex administration than the traditional way, where users are administered as individuals or group members. It also provides a better overview of the rights that should be revoked, hence enhancing the security of the systems.

A key feature of the RBAC model is that all access is organized through roles assigned to each employee (in addition to subject attributes) by an authority of an organization (such as a HR department). Privileges, resource attributes, and permissions are then attached to roles by a resource owner. Each organization should define the roles that are matching organizational business processes. 

Another key feature of the RBAC model is that roles can be hierarchically defined. A medical surgeon role will typically include general practitioner and nurse roles.

Role-based authorization schemes are based on these three rules:

· Role assignment. All users of the system are assigned roles; users without roles cannot take any action.

· Role authentication. Before a user can take on a role, that role must be authenticated for that user.

· Action authorization. A user can take an action only if that action is authorized for the current, authenticated role of the user. (Windley, 2005, p.70)


	REST
	Representational State Transfer. Representational State Transfer (REST) is a software architectural style for distributed hypermedia systems like the World Wide Web. Source: Wikipedia


	RFID
	Radio Frequency Identification Device. A RFID tag attached to a thing sends radio waves to a receiver, and in this manner the thing can be easily identified. If production of RFID becomes cheaper, these tags could be attached to everything, from banknotes to every product in a supermarket.


	SAML
	Security Assertion Markup Language. SAML represents standardized way to use XML to represent security credentials. The SAML specification also defines a protocol for interchanging credential data between requester and a SAML authority service. In practice, SAML usage is straightforward. A client makes a request about a subject to a SAML authority, and the authority returns assertions about the identity of the subject for a particular security domain. (Windley, 2005, p.102)

As a security token, the SAML Assertion has many unique properties that make it highly useful for identity-enabling Web services:

· SAML is an open standard

· Uses XML syntax in an XML document

· Supports heterogeneous environments

· Enables loose coupling of Web Service Clients and Web Service Providers

· Is flexible and extensible

· Conveys identity authentication, attribute and user authorization information

· Is optionally self-validating

· Can be secured via encryption and/or a digital signature



	SAS
	Statement on Auditing Standards. Statement on Auditing Standards (SAS) No. 70, Service Organizations, is an internationally recognized auditing standard developed by the American Institute of Certified Public Accountants (AICPA), Source: http://www.sas70.com/about.htm
Federation policy should include a part that covers behavior of employees, and the procedure required in case of need for an agreement that may stray from internal policies. The amount of trust placed in external partners has to be stated, and often reviewed. The policy can choose to imply an external standard, an independent security criteria for federation, such as SAS70
. It should also limit the company’s liability in case of fraud or error. Most of the foregoing agreements are private federation agreements. The standardization agencies’ goal for the future is to create and enforce the network of standard polices and agreements. The downside of these agreements is the lack of customization and unification based on the principle “take it, or leave it”. On the other hand it will be a lot easier to join the federation, once federation standards are widely adopted. 



	SIM
	Subscriber Information Module. A well known type of smart cards used e.g. in mobile phones



	SME
	Subject-matter expert. Supportive role for IMA governance. 



	SOA
	Service Oriented Architecture. Wikipedia describes Service-Oriented Architecture (SOA) as a software architectural concept that defines the use of services to support the requirements of software users. In a SOA environment, nodes on a network make resources available to other participants in the network as independent services that the participants access in a standardized way. Most definitions of SOA identify the use of Web services (i.e. using SOAP
 or REST
) in its implementation
. 
The SOA is based on Web Services standards - SOAP for invocation, WSDL for interface definition, and UDDI for service discovery, all of which use XML as the communication format.

These standards remove any dependence on machine architecture and operating system, making composition of independently developed components far easier
.



	SOAP
	Simple Object Access Protocol. SOAP is by W3C defined protocol for exchanging XML-based messages over a computer network, normally using HTTP. Source: Wikipedia



	SPML
	Service Provisioning Markup Language. A unified way to make provisioning of user identities need to be set for various systems, enabling automated provisioning. Automated provisioning is supported through the use of provisioning standards. SPML, or Service Provisioning Markup Language, is an XML-based language for exchanging provisioning requests and responses. SPML or something like it, will be necessary to create automated identity systems. The goal of the SPML specification is to support the automation of all aspects of managing an identity throughout its entire lifecycle, including creating, amending or revoking the identity. (Windley, 2005, p.107-8). SPML is as stated earlier an open standard
 defined by OASIS. SPML is getting widely adopted, i.a. by IBM.


	SRA
	System Reference Architectures. SRA shows the connections of individual systems to Consolidated Infrastructure Blueprint (see under CIB). Individual systems are made of components from the identity framework. The IF recommends the components, such as identity server and directory software. SRA gives the detailed information about the components. Ideal SRA would also give test results of components working together based on the experience of other organizations. 



	SSL
	Secure Socket Layer


	SSO
	Single Sign-On. Possibility of accessing several systems or applications, after single authentication. Majority of SSO solutions today are proprietary. One of the main purposes of the federated IM is to provide SSO.



	STS
	Security Token Service is a service that enables issuing or validating of a security token.



	TLS
	Transport Layer Security



	UBR
	Universal Business Registry. UBR is global UDDI registry hosted by IBM, Microsoft, SAP and Fujitsu. Source: http://www.soaprpc.com/faq.html


	UDDI
	Universal Description, Discovery, and Integration. UDDI is a platform-independent, XML-based registry for businesses worldwide to list themselves on the Internet. There is also a global UDDI registry, called a UBR (Universal Business Registry) that is hosted by IBM, Microsoft, SAP and Fujitsu. Source: Wikipedia and http://www.soaprpc.com/faq.html 


	URI
	Uniform Resource Indicator. Known example of global namespace.



	URL
	Uniform Resource Locator. Known example of global namespace.



	WSDL
	Web Services Description Language. WSDL is an XML format defined by World Wide Web Consortium(W3C), published for describing Web services. Source: Wikipedia


	WSS
	WS-Security or Web Services Security, an OASIS Standard, is delivering a technical foundation for implementing security functions such as integrity and confidentiality in messages implementing higher-level Web services applications.
 

WWS also defines techniques for binding security tokens (e.g. SAML assertions, Kerberos tickets, Username tokens and X.509 certificates) into SOAP message headers.

WSS works with XML-Signature and XML-Encryption.


	WS-Trust
	WS-Trust defines a mechanism for Web Service Clients and Providers to request that a service called a Security Token Service (STS) to issue or validate a security token. WS-Trust eliminates the need for applications using WSS to secure their SOAP messages to know how to create and validate security tokens.

More about the standard: http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf



	W3C
	World Wide Web Consortium, more info: www.w3.org



	XACML
	eXtensible Access Control Markup Language. XACML is an access control rule language. If XACML is applied, each of organizational policy decision point (PDP) could use a single policy distributed from Policy server without continuous manual configuration and reconfiguration. 


	XML
	eXtensible Markup Language. A communication format on the Internet. XML is a base for Web-service applications. The SOA is based on Web Services standards - SOAP for invocation, WSDL for interface definition, and UDDI for service discovery, all of which use XML as the communication format. These standards remove any dependence on machine architecture and operating system, making composition of independently developed components far easier
.

Used also as a base for number of Security token standards aimed to enable interoperable authentication and authorization across systems.


	XRI
	eXtensible Ressource Identifiers. Extensible, location-, application-, and transport-independent identification scheme that provides addressability not just of resources, but also of their attributes and versions. Source: http://www.oasis-open.org/committees/xri/charter.php



Appendix
PingTrust - Product features, standards and platforms supported

Features:

Token Generation

•SAML 1.1

•SAML 2.0

•Custom Tokens via SDK

Token Validation

•SAML 1.1

•SAML 2.0

•Kerberos v5

•X.509

•Username Tokens

•SSO Tokens

•Custom Tokens via SDK

Flexible Deployment Options

•Web Service Clients

•Web Service Providers

•Web Clients

•.NET Clients

•IWA Environments

•Internal and Cross-Organization

•Gateway Independent

User Attribute Sharing

•Attribute Retrieval

•Subject, role & attribute mapping

Authentication/Identification

•Requestors authenticate to PingTrust with a Username token (with password) in a WSS header or IWA via Kerberos.

•Requestors can be identified (without being authenticated) with a User ID token (without password) in a WSS header, and PingTrust enforces the policy.

Standards Compliance

•WS-Trust February 2005 Schema for WSE 3.0 Support

•WS-Trust May 2004 Schema for WSE 2.0 Support

•Web Services Security Kerberos Token Profile 1.0

•Web Services Security SAML Token Profile 1.0

•Web Services Security Username Token Profile 1.0

•Web Services Security X.509 Token Profile 1.0

•Java/J2EE 1.4

•SAML 1.1

•SAML 2.0

Platform Support

•Windows Server 2003

•Windows XP Professional SP2

•Red Hat Enterprise Server 2.1

•Red Hat Enterprise Server 3.1

Interoperability

•WS-Trust Clients:

oJava

o.NET

•Data Sources:

oLDAP

WS Security Interceptors

•JBoss 4.0.4

•JBoss 4.0.5
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Figure: Knowledge production process; main elements and workflow, Source: Enderud (1986)
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� Like this (


� The figure and the definitions of elements of knowledge production process is a quoted or rephrased from the author’s thesis report. The complete thesis can be seen on the Internet, http://digitalidentitymanagement.wordpress.com


 


� www.pingidentity.com


� � HYPERLINK "http://www.pingidentity.com/products/pingfederate" ��www.pingidentity.com/products/pingfederate�


� PingFederate4ProductOverview111506.pdf  document downloaded from www.pingidentity.com/products/pingfederate


� More about author’s thesis http://digitalidentitymanagement.wordpress.com/


� Also called OIO standards


� Security Assertion Markup Language, for more info see the list of acronyms.


� PingFederate4ProductOverview111506.pdf 


� � HYPERLINK "http://www.pingidentity.com/products/pingfederate" ��www.pingidentity.com/products/pingfederate�


� PingFederate4DataSheet111506.pdf  document downloaded from www.pingidentity.com/products/pingfederate


� PingFederate4ProductOverview111506.pdf 


� http://en.wikipedia.org/wiki/FIPS_140-2


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� PingFederate4ProductOverview111506.pdf 


� According to the producer it is the industry’s first completely standalone STS server


� PingTrust2DataSheet120106.pdf downloaded from � HYPERLINK "http://www.pingidentity.com/products/pingtrust" ��www.pingidentity.com/products/pingtrust�


� Organization for the Advancement of Structured Information Standards


� PingTrust2UseCaseScenarios120106.pdf downloaded from � HYPERLINK "http://www.pingidentity.com/products/pingtrust" ��www.pingidentity.com/products/pingtrust�


� PingTrust2DataSheet120106.pdf


� PingTrust2DataSheet120106.pdf


� ITST – IT og Tele Styrelsen (Part of the Danish Ministry of Science, Technology and Innovation)


� DK-AAI is a preliminary project running in 2006. The goal is to prepare the establishment of a Danish identity federation for higher education and their resource and service providers.  (source: www.dk-aai.dk/Home.html)


� Source: http://shibboleth.internet2.edu/about.html


� Check http://www.apache.org/licenses/LICENSE-2.0.html for a copy of this license.


� Perimeter based security model where only registered users have access to an organisations assets.


� Security model which opens up for non-registered/external users


� Source: lotos.site.uottawa.ca/ncac05/yuan_18500229.ppt


� The Web Services Description Language (WSDL) is an XML format defined by W3C, published for describing Web services. Source: Wikipedia


� UDDI is an acronym for Universal Description, Discovery, and Integration – A platform-independent, XML-based registry for businesses worldwide to list themselves on the Internet. There is also a global UDDI registry, called a UBR (Universal Business Registry) that is hosted by IBM, Microsoft, SAP and Fujitsu. Source: Wikipedia and http://www.soaprpc.com/faq.html


� Source: http://en.wikipedia.org/wiki/Service-oriented_architecture


� Source: http://www.hpl.hp.com/techreports/2006/HPL-2006-3.pdf


� Tether = fasten with rope or chain


� Windley, 2005, p.84-5


� Downloaded from http://www.aakb.dk/sw71392.asp


� Cascading Style Sheets


� Role-Based Access Control, for more info see the list of acronyms.


� Source: http://csrc.nist.gov/rbac/EDACv2overview.pdf


� Public certificates for electronic services: in Danish Offentlige Certificater til Elektroniske Services – OCES, more info: http://erhverv.tdc.dk/artikel.php?dogtag=tdc_e_digi_pl_pi_tek


� Gentofte, København, Århus – different physical location in Denmark, Europe


� Human Computer Interface


� Gentofte, København, Århus – different physical location in Denmark, Europe


� Gentofte, København, Århus – different physical location in Denmark, Europe


� Citizen’s log-in prompt that enables SSO for number of public services in Denmark


� Considerable part of this chapter is quoted or rephrased from the authors’ thesis report


� A yearly licence for PingFederate 3.0 only was $10.000 in 2005. 


� Windley, 2005, p.135, 136


� XML or database


� Directory Services Markup Language, for more info see the list of acronyms


� Documents are to be found in Danish only at: http://www.oio.dk/arkitektur/brugerstyring/referencemodel


� Security Provisioning Mark-up Language, for more info see the list of acronyms


� Only sensitive data elements should be encrypted


� eXtensible Access Control Markup Language


� Schemas that define structures in which the data is stored.


� Source: http://www.cs.sunysb.edu/~stoller/cse394/


� Wang et.al. A Logic-based Framework for Attribute based Access Control. Source: http://csis.gmu.edu/faculty/jajodia-fmse-2004.pdf


� Windley, Phillip J. Digital Identity. O’Reilly Media, 2005, p. 69


� Common pin-code is called Fælles Pinkode in Danish


� Primo 2006.


� Check the acronym list under OASIS


� Source: http://csrc.nist.gov/rbac/EDACv2overview.pdf


� More about the project: http://www.projectliberty.org/resources/specifications.php


� More about the project: http://www.projectliberty.org/resources/specifications.php


� More about the project: http://www.projectliberty.org/resources/specifications.php


� Its current version is LDAPv3, as defined in RFC 3377


� Source: http://lotos.csi.uottawa.ca/ncac05/yuan_18500229.ppt


� Described in ANSI/INCITS 359-2004 standard, approved by InterNational Committee for Information Technology Standards (INCITS), more info: http://csrc.nist.gov/rbac/rbac-std-ncits.pdf and http://www.techstreet.com/cgi-bin/detail?product_id=1151353


� Source: � HYPERLINK "http://www.pingidentity.com/products/pingtrust" ��www.pingidentity.com/products/pingtrust�


� Statement on Auditing Standards (SAS) No. 70, Service Organizations, is an internationally recognized auditing standard developed by the American Institute of Certified Public Accountants (AICPA), Source: http://www.sas70.com/about.htm


� SOAP - Simple Object Access Protocol is by W3C defined protocol for exchanging XML-based messages over a computer network, normally using HTTP. Source: Wikipedia


� Representational State Transfer (REST) is a software architectural style for distributed hypermedia systems like the World Wide Web. Source: Wikipedia


� Source: http://en.wikipedia.org/wiki/Service-oriented_architecture


� Source: http://www.hpl.hp.com/techreports/2006/HPL-2006-3.pdf


� Specified at http://www.oasis-open.org/specs/index.php#spmlv1.0


� Source: www.oasis-open.org/committees/tc_cat.php?cat=ws


� Source: PingTrust2DataSheet120106.pdf


� Source: PingTrust2DataSheet120106.pdf


� Source: http://www.hpl.hp.com/techreports/2006/HPL-2006-3.pdf
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